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HapuajabHa IlI/ICIII/IHJIiHa

be3nexka po3noaijieHnX cucTeM

I'any3i 3nans: 10 «Hpnponmxmi Haykn», 11 «MaTemMaTuka Ta CTaTUCTHKAY,
12 «Indopmaniitai Texnomnorii», 15 «ABTomMaTu3anis ta prmanOGy,uyBaHHﬁ»,
16 «XimiyHa Ta OioimxeHepis», 17 «EnexkTpoHika Ta TeleKOMyHIKaIii»,

19 «ApxitekTypa Ta OyHiBHULITBO»

PiBenn BHIIOI 0CBiTH

opyeutl (mazicmepcokuii)

CraTyc JUCHHMILIIHA

subiprosa

OO0cAT THCHUILTIHA

150 rogun/ 5 xpenutie EKTC

MoBa BUKJIAJaAHHA

VKpaiHcbKa

AHoTALIA

Kypc «be3neka po3mogijieHHX CHCTeM» JI03BOJITE BUBUMUTH METOIU KiOep3axwucry i
3aco0M aHanmizy Ta TeCTyBaHHA (Ha TPOHUKHEHHS) BPa3IMBOCTEH, OTpPUMAaTH NpPaKTHYHI
HaBHYKH IOJI0 iX BUKOPUCTAHHS, PO3POOJICHHS Ta BUOODY.

Merta: oTpuMaTH 3HAHHS NPO Cy4acHi METOJU HAYKOBOTO JOCIHIIKEHHS KiOep3axucry
po3ToAiIeHNX 1HGOPMAIIMHNX CHUCTEM IS 3a0e3MedeHHS 1 JOCHIKEHHS TapaHTO3IaTHOL
00poOku, nepenadi Ta 30epiranns iHpopmanii. 3aBraHHsA: BUBYCHHS 1 JOCTIPKEHHS] OCHOBHHUX
METOMIB 1 Mojenel kiOep3axucTy iHGopMalii B TrapaHTO3AATHHX  PO3MOJIICHHX
iHpOopMaLiiiHUX cUcTeMax.

KoMneTeHTHOCTI, 5SKi HAOYBAIOTHCS:

- 3JIaTHICTH JI0 MOITYKY, 0OpOoOIIeHHs Ta aHaITi3y iH(opMarii o0 Kidep3axucTy;
- 3IIaTHICTH IHIMIOBATH, PO3POOIITH 1 peali3oByBaTH KOMIUICKCHI iHHOBAITIHI MPOCKTH B
KibepOe3rrerti Ta JOTHIHI 10 Hel MDKIUCIUTIIIHAPHI POSKTH, JIIMEPCTBO i 9ac IX peaisarii.

OcHoBHi Temu:

- MNArOTOBKA TeCTOBOro oTodeHHs. Bceranomiennss Damn Vulnerable Web Application.
BcranoBneHHs Ha JOKaJdbHIH MamMHI TIATQOPMU 3 BPA3IMBOCTAMH Ui JTOCIIIKCHHS.
3akpituieHHS HaBHYOK pobOotu B Linux-momibHmx cucremax. OTpuUMaHHS HaBUYIOK
BCTAaHOBJICHHS 1 HaJalITyBaHHA BeO-cepBepa A MOJAIBLIOrO BCTAHOBJIEHHS HA HBHOTO
BPa3JIMBOI0 3aCTOCYHKA;

- aHami3z Tpadiky KOMI'IOTEPHUX MEPEK 1 JOCHIKeHHs CIeHapiro ataku Thiry Man-in-the-
Middle. Otpumannas HaBUYOK poOOTH 3 aHamizatopoMm Ttpadixy Wireshark i turardopmoro
Burpsuite, 3HaiiomcTBO 3 aTakoro Man-in-the-Middle. 3HailoMCTBO 3i CTPYKTYpOIO MEpex)eBUX
makeriB. OTpuMaHHS HaBHYOK pobotm B cHibdepom Ha mpukmani Wireshark i Burpsuite.
Amnani3 cuenapiiB MitM-arak Be0-3acTocyHKY. Po3poOka MeToniB 3aXHCTy BeO-3aCTOCYHKY
BiJl TaHOTO BUAY aTak;

- SQL-in'exnii. [Ipunmmnum, momyk i excruryatamis SQL-in'exiii. MeToau iH'ekmiii Ta ix
HACTIAKH. ATaKd 3 TIOPYIIEHHSAM JIOTIKH 3alUTIiB 10 0a3u maHuX. PoOoTa 3 iHCTpyMEHTATbHIM
3ac000M TSI TIONIYKY 1 eKcIuTyaTarlii in'exiiii. OCBOEHHS MPUPOIU MOXOHKCHHS 1 MPUHIIUIIIB
eKCIDTyaTamii Bpa3iuBOCTI B Opaysepi. Bukopucranus yTwinTe sqlmap s eKcruryaTarii
SQL-in'ekuiii. [TopiBHAIBHUI aHATi3 METOMIB iH'€KIIH MPH Pi3HIN CKJIAAHOCTI EKCIUTyaTamii
BpaznuBocteit B DVWA;

- pobota 3 XSS-atakamu. OcobnuBocTi arak Ta ix Hachinku. CreHapii 37iHCHEHHs aTak Ta
iHCTpyMeHTH aTtak. OCBOEHHS MPUPOAH TMOXOHKEHHS 1 MIPUHIINIIB eKCIUTyaTallii Bpa3IuBOCTI
B Opaysepi. OTprMaHHS HAaBUYOK BUKOPUCTAHHS YTHIITH XSSer AJISl MOLIYKY BpPa3IHBOCTEH.
MosxmmBocti XSS-arak. Po3poOneHHs 3ax0/1iB 00 3aXKCTy BeO-3acTOCyHKa Bim XSS-aTak;
- pobGora 3 memwiom B Metasploit. HaykoBe MOCHIIPKEHHS MOXJIMBOCTCH BUKOHAHHS
JOBUTHHUX KOMaHJ B aTakoBaHii cucreMi.OTpuMaHHS HaBHYOK poOOTH B (hpeiiMBOpKYy Ha
MpUKIaal MOIYNs YyNpaBliHHA meuioM. OTpuUMaHHS HaBUYOK BHKOPHUCTAHHS MOJYIIiB
(peiimBopka Metasploit. OTpuMaHHS HABHYOK YIPAaBIiHHI aTaKOBAaHUM CepBEPOM. MOXKITHBI
HACTIIKM eKciuryaramii mmeit. Po3poOieHHs 3axofiB OO 3aXUCTy BeO-3aCTOCYHKa Bill
3aBaHTAXCHHS I,

- OCHOBM cKaHyBaHHs [P-mepex. 3HalOMCTBO 3 NMpH3HAYEHHSM 1 (QYHKLIOHAIOM YTHJIITH
nmap B OC Kali Linux, 3HallOMCTBO 3 OCHOBHUMH BIAKPUTUMHU 0a3aMu TaHUX BPa3IUBOCTEH.




OTpuMaHHS HAaBUYOK BUKOPUCTAaHHS yTHIITH nmap. OTpUMaHHS HABUYOK TMONIYKY
iHdopMarii y Bigkputux 0a3zax BpasznuBocTed. HaykoBe mocCIiipkeHHST METOAIB 1 3aco0iB
BHSBIICHHS CKaHyBaHH:. PO3poOiIeHHs 3aX0/IiB MO0 3aXUCTy MEPEXi Bil CKaHyBaHHS,

- 3a0e3meucHHs Oe3MeKn 0araTOKOMIIOHEHTHOT'0 Be0-3aCTOCYHKA., AHAJI3 MOXJIMBUX MPOOJIeM
Oesmekn BeO-3aCTOCYHKa Ha erami MpoekTyBaHHsA. CIHCOK BHMOT, SKi TMOBHHHI OyTH
MepeBipeHi mepes 37a4er0 MPOEKTY 3aMOBHUKY. MeToqu i 3aco0u 3aXUCTY Bij MOIIUPEHUX
atak. Haykose nocmimxenns metoniB Web Application Firewall niist BUSIBICHHST TIOTEHIIIITHO
Hebe3neuHoro Tpadiky

Opranizanis HaBuaHHa | Buau 3aHATh: Jiekiii, 1a00paTopHi 3aHSTTS.
®opmu 3700yTTS OCBITH: JICHHA, 3a04YHA.
DopMu KOHTPOITIO: MOAYIbHUIA KOHTPOIb, iCIIUT

Kadeapa Kadeapa koMI'IOTEpHUX CHCTEM, MEPEXK 1 KibepOe3mneku

DaKkyabTeT @DakynbTeT pagioeNeKTPOHIKH, KOMIT'IOTEPHUX CUCTEM Ta iHPOKOMYHIKamin
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