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1. Onsc HaBYAABLHOT THCHHIIIHE

Tanyss 3aaHe — 12 "Indopmariiiini Texnonorii”.

Cneniansnicrs — 123 "Komn'totepua inkenepis",

Oceitna nporpama — "Komn’otepha imkenepis”.

PiBens BHILOT 0cBITH — TpeTiii (0CBITHBO-HayKOBHIT).

®opma HABYAHHS — JEHHA.

CemecTp, B sKOMY BHKJI2JAacThCH JHCOHUILIIHA — 4-i1.

Aucunniina BudipKosa.

3arajibHa KiNBKiCTH FOAHH 32 HABYANBHHM INIAHOM - 165 rogmn/ LS
kpeantie EKTC.

Buam 3anare — nekuii, npakTu4Hi 3aHATTS.

Buja kouTpomio — icnur.

2. MeTa Ta 3aBiaHHA HAaBYAIbHOT AHCIHILIIHM

Mera: jarw 3HaHHS 0OpPO CYYacHi MeTOOH HAYKOBOTO  JOCTiDKCHHS
KibepsaxucTy po3noniteHux inopMauilikux cHcTeM s 3abesmeueHns |
A0CIUDKEHHS rapaHTo31aTHOT 00poOKH, Nepe/ayi Ta 36epiranns indopmarii.

3apNaHHNA: BHBYEHHs | [JOCHI/DKEHHS OCHOBHHX METONIB 1 Mojenei
Kibepsaxucty iHdopmaiuil B TrapaHTo3gaTHHX PO3MNOLLTEHHX 1H(hOpMAITi HHWX
CHCTEMax.

KomnerenTHocTi, aki HabyBaoThen:

3naTHICTE 10 NOWYKY, 06pobienns Ta aHatizy indopmartii 3 pizaux mKeper

3HaTHICTE NPalIOBaTH B MIKHAPOAHOMY KOHTEKCTI.

31aTHICTE 3aCTOCOBYBATH CY4YacHi iHQopmamiiui Texsomorii, Gasu maHEX Ta
IHIIi eNIeKTPOHHI pecypeH, crielianizosaHe IporpamHe 3abe3nedeHs Y HayKOBiH Ta
HaBYANbHIH AIATEHOCTI.

3paTHICTS 3/1iHCHIOBATH HAYKOBO-TIENATOr YHY AiANBHICTS Y BHILIH OCBITI.

30aTHICTe BUABIATH, CTABHTH Ta BUPILIYBaTH TPOGJEMH NOCTiLIHWILKOIO
XapakTepy B cepl KOMIT FOTepHOI iHKeHepil.

3maTHiCTL IHINIIOBaTH, PO3pOGISTH | peali3oByBaTH KOMIUIEKCHI iHHOBAIiHHI
MPOEKTH B KOMII'IOTepHiH iHkeHepii Ta JoTH4HI 10 Hel MINMCUMIUTIHAPHI NPOEKTH,
1 JIepCTBO IIiJ Yac ix peamisaitii.

OuikyBaHi pesyJibTaTH HABYAHHS!

Inanysatu i BUKOHYBaTH eKCIIEPHMEHTAIBHI Ta/abo TeOPeTHUHI JOCTI/UKeHHS 3
KOMII'IOTepPHOI  iHKeHepil Ta JOTMYHHX MDKAMCUMIUIIHAPHHX HanpsMiB 3
BHKODHCTaHHAM CYYaCHHX IHCTPYMEHTIB, KPHTHYHO aHANI3YBATH pe3ylbTaTH
BJIACHUX JOCHi/UKEHb 1 Ppe3yJbTaTH IHIINX [OCIIAHMKIB Y KOHTEKCTI YChOro
KOMIIIEKCY CY4aCHHX 3HaHb [O/10 AOCIiIKYBaHOT MpobieMH.



3acTocoByBaTM CyuacHi iHCTpYMeHTH i TeXHo/Orii momryky, obpoGnenHs Ta
aHani3sy iH@opmalii, 30Kpema, CTaTHCTHYHI METOM aHAI3Y JaHMX BETHKOTO 06Csry
Ta/abo CKJIaHOI CTPYKTYPH, CremiaTizopaHi 6a3u qaHuX Ta iH(OpMauiiini cHCTEMH,

3nificHIOBATH MOLIYK Ta KPUTHYHMIA aHami3 iHpopmauil, KormenTyanizauio ta
peanizauiio HayKOBHX NPOEKTIB 3 KOMIT KTepHOI IHXKeHepil.

3HaTH, PO3yMiTH Ta BMiTH 3aCTOCOBYBATH METOAM Ta 3aco0H CTBOPEHHS
IHOOPMALITHHKUX TEXHONOrH Ta MPOrpamMHOro 3abe3NeyeHHs PO3MOILTEHAX CHCTEM,
[HTepHeTy peuel, XMapHHX OGUYHCIEHb, CHCTEM MITYYHOTO IHTeNeKTY, BIpTyansHOT
PEaBHOCTI y PI3HHX ITPEIMETHHX 0ONACTsX, B TOMY YHCII B A6POKOCMIuHIH rays3i.

[pepexsizuTn: MaTepian THcUUNiHK OasyeThes Ha 3HAHHSX, OTPHMAHMX I
4ac BMBYCHHS mucuuniil "OOpobka Ta aHami3 pe3ynbTaTiB HAYKOBAX JOCIHIIKEHD 3
BHKOpucTaHHAM [T",

IMocrpexpisuTH: MaTepian IWUCUMIIIHE € MUATPYHTAM [IOAO HAMMCAHHS
aucepTaliiHol poboTh.

3. [IporpaMa HaB4YaIdbHOI JHCHHNJIIHH

Mogyas 1.
3micToBnuii momyis 1. Orasg cydachux npoGiem kiGepGesmexkn BeG-
3aCTOCYHKIB.

Tema 1. IMidzomoska mecmoeozo omouenna. Bemanoeneuns Damn
Vulnerable Web Application.

BeranosneHHs Ha JOKanbHIH Mawwuei miatgopMu 3 Bpa3TMBOCTSMH JUIs
HayKOBOTO NOCH/DKEHHA. 3aKkpinieHHs HaBuyoxk pobotH B Linux-monmi6Grmx
cucremax. OTpHMaHHS HABHYOK BCTAaHOBAEHHSA | HallalTyBaHHs Be6-cepBepa s
[OJAILIIOTO BCTAHOB/ICHHSA HA HBOTO BPA3/THBOTO 3aCTOCYHKA.

KinpKicTe roaun Ha TeMy — 16, 3 HuX JeKuii — 2, mpaKTHUHI 3aHsTTs — 2,
camocTiiina poborta — 12.

Tema 2. Ananis mpahicy komn'iomepuux mepexc i naykoge docuioncenns
cuenapio amaxu muny Man-in-the-Middle.

Orprmanns HaBH4OK poboTH 3 aHanizaropoM Tpadiky Wireshark i
nnargopmoro Burpsuite, 3HaliomcTBo 3 arakow Man-in-the-Middle. 3uaiiomcTBO 3i
CTPYKTYPOIO MepexeBHX TakeriB. OTpuManHS HaBHYOK pobotu B cHibdepom Ha
npuknani Wireshark i Burpsuite. Amanis cuenapiie MitM-atak Be6-3acToCyHKY.
Po3pobka mMeTontis 3axuCTy BeG-3aCTOCYHKY Biil JaHOTO BHIY aTak.

Kinekicts rogun Ha teMmy — 16, 3 HHX JeKOii — 2, MpaKTHYHI 3aHATTI — 2,
camocTiiiHa pobota — 12.

Tema 3. SQL-in'exuii. Ilpunyunu, nowyx i excnayamayin SQL-in'exuiii
Memoou in'exuinn ma ix Hacrioku.

ATaKku 3 TOpyWIeHHSM JIOTIKM 3amuTiB N0 Oasd mammx. PoGora 3
iHCTpyMeHTanbHEM 3aco0OM U TIOWYKY 1 eKcImyartauii im'ekmiit. OCBOEHHS
IPUPONH MOXOMKEHHS | NPMHUMIIB eKcIuTyaTamii BpasnmBocTi B Gpaysepi.
OtpuManfs. HaBHYOK BHKOPHCTAHHS YTHIiTH sqlmap juis excrunyaramii SQL-
in'exuii. IlopiBEATBHKN aHanis Ta HaykoBe NOCITI/DKEHHS METONIB iH'eKii pH
pizuiii ckTagHOCTI excnyaTallii Bpasnusocteii B DVWA.

KinekicTe romus Ha Temy — 22, 3 HMX JeKUil — 4, NPaKkTHYHI 3aHATTS — 2,



camocTiita po6Gora — 16.

Tema 4. Poboma 3 XSS-amaxamu. Ocobiusocmi amax ma ix Hactioxu.
Cuenapil s3pmilicHeHnHs aTak Ta IHCTPYMeHTH arak. OCBOECHHS TIPHPO/IH
MOXO/UKeHHS | NPUHUMMIB eKcruiyatamil Bpasnusocti B Gpaysepi. Otpumanms
HaBUYOK BHKODUCTAHHS YTHIIITW XSSer jUls [OUIYKY BPAa3AMBOCTeH. MOXKIMBOCTI
X8S-arax. Pospobrenns 3ax0/iB Mmoo 3aXKcTy Beb-3acTocyHKa B XSS-aTak.
Kinpkicte roun Ha Temy — 24, 3 Hux nexuii — 4, npaxTuuHi 3aHATTS — 4,
camMocTiiHa pobora — 16.
Moayabunit koHTpOAs — 1 ToMHHA.

3mictoBauii moayas 2. Amaniz npoGiem kiGepGesmexn Mepex Ta

CHCTEMHOI0 MporpamMHoro safesnevyenns.

Tema 5. Poboma 3 wenntom ¢ Metasploit. Hayxose docuidxcenun
MONHCTUBOCHICU BUKOHAHHA 008LIBHUX KOMAHO € AMAKOEAHIil cucmenmi.

OrpumanEs HaBUYOK POOOTH B (PeiiMBOPKY Ha MPHKIALI MOAYIS YIPaBIiHHS
wentoM. OTpumMaHHA HaBUYOK BHKOPHCTaHHS MOMYJIB ¢peiiMBopka Metasploit.
OTpumaHHs HaBUYOK YIPaB/IiHHA aTAKOBAHMM cepBepoM. MOKIHBI HACTIIKH
eKxcrutyatauii menn. Po3poBrennsi 3aXofiB W00 3aXHCTy BeG-3aCTOCYHKA Bin
3aBaHTAXECHHS OIS,

KinbkicTs roamn Ha temy — 26, 3 HMX Iekuii — 4, MpaKkTHYHI 3aHATTS — 4
caMocTiiHa pobora — 18,

]

Tema 6. Ocnoeu cranysanus IP-mepeec.

3HaHOMCTBO 3 TpU3HaueHHAM i (yHKiioHaTOM yTuaiTH nmap B OC Kali
Linux, 3HafOMCTBO 3 OCHOBHHMH BIIKPHTHMH 0a3aMH JaHHX BpPazlIHBOCTEIA.
OTprManHs HABUYOK BMKODHCTAHHS YTHIITH nmap. OTpHMaHHS HABMYOK HOMIYKY
indopmanii y BinkpuTHX Oazax BpaszmusocTeil. HaykoBe AOCHIKEHHS METOMB i
3aC00IB BHSIB/ICHHA CKaHYBaHHs. Po3polbieHHs 3ax0fiB M0N0 3aXHCTY Mepexi Bil
CKaHyBaHHA.

Kinekicth roaus Ha Temy — 26, 3 HUX nekmii — 4, npakTHuHi 3aHSTTS — 4,
camocTiiiHa poborta — 18.

Tema 7. 3abesneuennn Desnexku 6azamoKkoMROHEHMHOZ0 8e0-3aCcmoCyHKa.
Amnaii3z MOX/IMBHX Mpobiiem GesnekH BeG-3acTOCYHKa Ha eTani TIPOEKTYBaHHS.
Cracox BumOr, sIKi HOBWHHI OYTH TlepesipeHi Nepejl 3/1a4el0 TIPOEKTY 3aMOBHHKY.
Metonm i 3acobu 3axucTy Bix mommpesux aTak. HaykoBe HOCHIIKEHHS MeTOMiB
Web Application Firewall 1ns susenenss norerniiino nebesneqnoro Tpadiky.
Kinpkicte roaun Ha Temy — 33, 3 HuX Jekuil — 4, NpakTH4Hi 3aHATTS — 4,
camocTiiiHa pobota — 25

MonyneHuii koHTpOnbL — 1 roguna.

4. IanusinyaabHi 3aB1aHHs

He nepedbayeno.



5. Meroaon HaB4YaHH®

IlpoBeneHHs ayMTOPHHX NEKUiH, MPaKTHYHUX 34HATh, KOHCYIBTALH, a TAKOK
camocTiiiHa poGoTa acnipanTis 3a Marepianamu, onmy61ikoBaHHMY Kadeporo.

6. Meronn KoHTpoOIIO

IIpoBesieHHsI MOTOYMHOrO KOHTPOMIO, HHCBMOBOTO MOAYIBHOIO KOHTPOIIO,
MiICYMKOBMI KOHTPOJb ¥ BUIIAl ICIIHTY.

7. Kpurepii oninosanus Ta posnoain 6a1is, ki OTPHMYIOTS acnipanTa

7.1. Posooxin Ganis, sKi orpumyioTs acmipanTd (KinekicHi KpuTepii
OLIIHKOBaHH:)

Crnazosi naB4a/ibHOT banu 3a oaHe 3aHATTS Kinekicts 3auame | CymapHa KinbKicTh
podoTH (3apmanH") (38BIaHE) Oanis
3micToBHREI Moayas 1 .
Poora Ha meKminx 0...0,5 | 8 0...4
Buxonanus i 3axuct 0..6 ' 4 0..24
TPAKTHYHHX poDIT -
MoayneHaBl KOHTPOIE 0...25 1 0...25
_ 3micToBuuii Moayas 2 i
_Pobora na nexmiax [ 0...0.5 8 0..4
BukonanHS | 3aXHCT 0.6 3 0..18
| IPaKTH4HHX PobiT i |
MoaynsHEH KORTPOIL uald 1 ). 25
¥Yeworo 3a cemectp 0...100

CemecTpoBHH KOHTPONB y BHIISAL ICHHTY NPOBOAMTECA y pasi BiIMOBH
acmipanta Bin Oaiis nmotouHoro rectysasHs. [li uyac CKIaTaHHS CEMECTPOBOrO
icniATy acmipaHT Ma€e MOXIMBICTS 0TpuMaTH MakcuMyM 100 Gais.

biner nna icuTy cknamaeThcd 3 JABOX TEOPETHYHHX Ta ONHOTO NPAKTHYHOTO
3alHTaHb, MAKCHMANbHA KINEKICTE OANIB 332 KOXKHE 13 3aMMTAHE CKIAnae 33 6amm.

7.2. JIkicHl kpuTepii oiHIOBaHHS

Heodxianuii obcsr 3HaHb 115 OEPKaHHS TOZUTHBHOI OIIHKH

1. 3naTtu ocobnuBocti (yukimionysanns OC Linux

2. 3natH OCHOBHI KoMaugu 1ns pobotu B OC Linux

3. 3HaTW MPUHUMIHE POGOTH CEPBEPHOTO NPOrPaMHOTO 3a0e3reYeH s i
kKepyBaHHaM OC Linux

HeoOxianuii odcAT yMiHb /U1 OIepKaHHs [TO3UTHBHOT OLIHKH



VYMiTH npaioBaty 3 daiinosorwo crcremoro B OC Linux
VMITH BCTaHOB/IIOBATH Iporpamue 3abesneuenns 8 OC Linux
YMiTH po3pobnsti ckpuntu Ha MoBi shell

YMITH NpaloBaTH 3 iHCTPYMEHTATEHHMH 3ac00aMi MOLIYKY IpobneM
Oesznexu B OC Linux

s ol N e

7.3 Kpwurepii ouinoBanHs po6oTH acnipanTa NpoTAroM ceMecTpy

3anosinbHo (60-74). [TokasaTh MiHiMyM 3HaHbL Ta YMiHb. 3aXHCTHUTH He MeHIIe
75% Bix ycix 3aBaaHb NIPaKTHYHMX 3aHATE.

Hobpe (75-89). Teepno 3HaTh MiHiMyM, 3aXHCTHTH He Meriue 90% 3aBraHb
IIPaKTHYHUX 3aHATh.

Biamiano (90-100). 31aTH BCl KOHTPOJABLHI TOYKH 3 OLIHKOK «BimIMiHHOY.
JlockoHanbHO 3HATH BCi TeMu Ta yMiTH iX 3aCTOCOBYBATH.

Mlxana oninroranng: 6aabHa i TpaaHliiiHa

| : _ Ouinka 33 TpagHUUiHHOK HIKAIOK
Cyma banis : : :
| Iermut, aubepenuiiosanuii 3amk 3anik
i 00 — 100 | _ Biominuo
75—89 Hobpe | 3apaxoBaHO
60 — 74 3a/10BIIBHO
0-59 Hezanosinsno He 3apaxoBano

8. MeTrogn4ine 3abezneyeHHd

HapuanbHO-MEeTOMMYHME KOMIUIEKC MAMCUMILUTIHM PO3MIlICHMH y CcHCTeMi
YTIPaBJIiHHS Kypcamu Kadenpn koM’ IOTEPHHX CUCTEM, Mepesk i KibepOesmekH.

1. Cucrema ynpasiitisa KypcaMu KadeIpu KOMII OTEPHHX CHCTEM, MEpEK
i Kibepbesnexu [Exn. pecype]. URL: https:/moodle.csn.khai.edu
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