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1. Onuc HaBYAJIBLHOI AMCHUILTIHA

HaiimenyBanHs
[MOKa3HUKIB

lNany3s 3HaHB,
CIIeIajJbHICTh, OCBITHS
mporpama, piBeHb BHIIIOL
OCBITH

XapaKkTepUCTUKA
HaBYAJIBHOI JUCITUTIIIHA
(Oenna ¢hopma nasuamms)

KinekicTs kpeauTiB — 2

I'any3b 3HaHDb
12 «Indopmarniini

Kinpkicte MomymiB — 1

TEXHOJIOTIT"

KiIbKICTh 3MICTOBHHUX
MOJYJIIB — 2

(mmdp Ta HaiiMCHYBaHHS)

[lHauBLIVAIILHE
3aBJaHHs HeMae

(Ha3Ba)

CrnemiaJILHICTH
125 «Kibepbesmeka"

(ko Ta HaMEHYBaHHs)

3arajgpHa KUIBKICTH
roguH — 16/44

OcBiTHs nporpama
_«bes3neka iHGopMaIiHuX
1 KOMVHIKAIIWHUX CUCTEM,

(HaliMeHyBaHH:1)

TmwxHEBUX TOOUH JUIA
JIeHHO1 (hopMuU
HaBYaHHS:
aynuTopHux — 1
CaMOCTIITHO1 poOOoTH
CTyJeHTa — 3

PiBenn BuIIOI OCBiTH:

nepinii (6akanaBpChbKHil)

O00B’s13K0Ba

HapyanbHuii pik

2021/ 2022

Cemectp

D
=ic

Jlekuii *

0 roguna

IpakTnyHi,
cemMiHapchbKi

0 roguna

JlaGoparopni

16 roagun

CamocriitHa podoTa

44 ronun

Buja koHTpOJIIO

HudepeniiioBanuit
3aJIK

CriBBiIHOIIEHHSI KITBKOCTI TOJAWH ayJUTOPHHX 3aHITh JI0 CAMOCTIMHOI pPOOOTH

craHoBuTh: 48/72.

“ AyIUTOpHE HAaBaHTAXEHHS MOXKe OyTH 3MeHmIeHe abo 30iNbIIeHe Ha OJHY TOAMHY B
3aJISKHOCTI BiJl PO3KIIay 3aHSATh.



2. MeTa Ta 3aBJaHHA HABYAJLHOI JMCIUILIIHYA

MeTa BHBYeHHS. BHU3HAUCHHS pIBHS MIATOTOBJICHOCTI CTYAEHTA [0
pPO3B’sA3aHHSI KOMIUIEKCY CYYaCHMX HAyKOBHUX 1 MPUKIAJHUX 3aBJaHb BIJIMOBITHO
710 3axXUCTy 1H(opMalii B iHGpopMaIliiHO -KOMYHIKaLIHHUX CUCTEMAaX.

3aBaaHHs:  3MIMCHIOBATH  TOPIBHSUIBHUM  aHaNi3  KpUOTOrpadidyHUX
QITOPUTMIB Ta OIIIHKY iX KpUNTOrpadiyHOi CTIHKOCTI; 3A1HCHIOBATH PO3pPaXyHOK
Ta BUOIp KOHKPETHHUX MapaMeTpiB KpUNTOTrpapidHUX aITOPUTMIB 1 MPOTOKOJIB;
BUKOPHCTOBYBATH CIIELliali30BaHE MpOrpaMHE 3a0e3NeueHHs] Ta POo3poOJsSTH Ha
0a3l MOB MpOTpaMyBaHHS BHCOKOTO pIBHSA THporpamMHe 3a0e3meyeHHs JJisd
BUPIIICHHS 33/1a4 KPUIITO3aXUCTY TaHUX.

KomnereHTHOCTI, sIKi HA0YyBaKOThCH:

—  3/aTHICTb 3aCTOCOBYBATH 3HAHHS Y NIPAKTUYHUX CUTYAIlIsX;

—  3HaHHS Ta PO3yMIHHS IPEIMETHOI 00J1aCTl Ta pO3yMIHHS Npodecii;

— 3JaTHICTh MNpo¢eciiHO CHUIKYBAaTUCS JACPKABHOIO Ta 1HO3EMHOIO
MOBAaMH SIK YCHO, TaK 1 MMCbMOBO;

— BMIHHS BUABJIATH, CTaBUTH Ta BHUpINIyBaTH MpoldiiemMu 3a
npodeciiiHuM CpsIMyBaHHSIM;

—  3JaTHICTh J0 MOUIYKY, 0OpOOJIEHH Ta aHali3y 1HpopMarlii;

— 3JaTHICTh 3aCTOCOBYBaTH 3aKOHOJaBYy Ta HOPMATHUBHO-IIPABOBY
0a3y, a TaKOX JIepXaBHI Ta MDKHApPOJHI BHUMOTH, MPAKTUKH 1
CTaHJApTU 3 METOI0 3MAIMCHEHHS NpodeciiiHOi JISIBHOCTI B raiys3i
iH(dopmarriiiHoi Ta/abo kibepoesrneky;

— 3JIaTHICTh 3aCTOCOBYBAaTM METOJIM Ta 3aCO0M KpUNTOrpadiuHOro Ta
TEXHIYHOro 3axucTy 1H(popmalii Ha o0’ektax 1H(popMaliiiHoi
TISUIBHOCTI.

OuikyBaHi pe3yJIbTATH HABYAHHS:

—  BUKOPHUCTOBYBATH MpOTpaMHI Ta MPOrpamMHO-arnapaTHl KOMIUIEKCH
KpUNITOrpadiyHOTO 3aXUCTy 1HGOPMAIIHUX PECYPCIB;

— 3aCTOCOBYBAaTH TeOpli Ta METOAM KPHUNTOrPAPIYHOrO 3aXUCTy s
3a0e3neYeHHs Oe3mneku €JIEMEHTIB 1H(popmarliiiHo-
TEJIEKOMYHIKAI[IHHUX CUCTEM;

—  3IACHIOBATH aHaII3 Ta MIHIMI3aIlll0 PU3UKIB 00poOKu 1H(popMarlii B
1H(MOpMaIIHHO-TEIEKOMYHIKAI[IHHUX CHCTEMaX;

— BUpimIyBaTH 3ajayl 3axucTy iHGopmalii, 1o oOpoOIsSEThCA B
1H(OpMaIIHHO-TEIEKOMYHIKAI[IHHUX CUCTeMaX 3 BHUKOPUCTAHHAM
CydyaCHHX METOAIB Ta 3aco0iB  KpUOTOrpapiyHOrOo  3aXUCTY
1H(hopMmarii.

IIpepekBizuTH — gucCHUIUIIHA € OOOB’S3KOBUM KOMIIOHEHTOM OCBITHIN
mporpamMu i 0a3yeThCcsl Ha 3HAHHSIX, OTPMMAHUX M1 9ac BUBYCHHS IUCHIMIUIIH 13
IIUKITy 3arajibHOi MiArOTOBKH, 30Kpema "Bumia maremaruka", "®izuka", "Teopis
SJIEKTPUYHUX K17 1 MikpoenekTpoHika", " Jluckperna marematuka " "[HO3emHa
MoBa'".



KopexksizuTn — € 6a3010 71 JUCHUILTIH 13 ITUKITY TTPodeciitHOT M1ATOTOBKH,
a came "3axuct iHpopmaiii B iHPOpMalIHHO-KOMYHIKaliiHUX cuctemax ', "
Cucremu TexHIYHOTO 3axucty iHpopmarii ", "KomruiekcHi cucreMu 3axucty
iH(opMalrii: MpOoeKTyBaHHS, BIPOBAKCHHS, CynpoBia, ' besneka omepariiHux
cucTeM', UIsl KypcOBOTO Ta JMWIZIOMHOTO MPOEKTyBaHHs. «HaykoBo-memaroriaae
CTaOKyBaHHS.

3. IIporpama HaBYAJBHOI JUCHMILTIHU

Monayas 1.

3micToBuii Moayab 1. Po3pobiieHHs porpamMu A0CTIIKEHb
Tema 1. OcHoBu 3axucTy iHpOpMaIlii B IHHOKOMYHIKAIIHUX CUCTEMAX.
Tema 2. Anani3 icHyI0UnuX KpunTorpahiyHUuX aJropuTMIB.
Tema 3. [locTaHoBKa 3aBOaHHS HA JOCIIHKEHHSI
Tema 4. Po3po0iieHHsI TEXHIYHOTO 3aBJaHHS
3microBuii MOaYJIb 2.
Tema 5. Po3poOka aJiropuTMy pillIeHHS MOCTaBJIECHOTO 3aB/IaHHS
Tema 6. Po3poOka mporpaMHOTo 3a0€31eUeHHS.
Tema /. Bepudikanisg Ta TecTyBaHHS IPOrPaMHOrO NPOAYKTY.
Tema 8. Po3poOiieHHs MOsSICHIOBAIBHOI 3aITUCKHU.
Tema 9. Po3poOnenHs qoknamy Ta mpe3eHTarii.
Tema 10. [TyGniunuii 3aXUCT KypCOBOTO MPOEKTY.

9. Peaunizanist anropurMmiB apreHTH(IKaNii i nndpoBoro mianucy

4. CTpyKTYpa HABYAJIBbHOI JUCHUILIIHU

Kinekicts roanu
HazBu 3micTOBUX MOJYIIIB 1 TEM Jlenna popma -
Yceboro Y Tomy uucii
n| nm | m6 | cp.
MopayJas 1
3microBuii MmoayJs 1
Tema 1. OcHoBu 3axucty iHpOpMaIlii 3 1 9
B 1HQOKOMYHIKAIIIHHUX CHCTEMaxX
Tema 2. Anani3 iCHyIOUHX 3 1 9
KpUNTOrpadiyHuX aJITOPUTMIB.
Tewma 3. IlocTaHOBKA 3aBIaHHS HA 3 1 2
JOCITIIKEHHS
Tema 4. Po3po0iieHHS TEXHIYHOTO 3 1 2
3aBJaHHS
Pazom 12 4 8
3micToBuii MOAYJIb 2
Tema 5. Po3pobOka anropurmy 6 9 4
PIIIEHHS MOCTABJICHOTO 3aBIaHHS




Tema 6. Po3poOka nmporpaMHOTo 8 5 5
3a0€3MeUeHHS.
Tema 7. Bepudikarrist Ta TeCTyBaHHS 6 9 4
POrPaAMHOTO MPOAYKTY.
Tema 8. Po3pobnenns 23 3 20
MOSICHIOBAJIBHOI 3aITUCKHU.
Tewma 9. Po3pobiieHHs moknagy Ta 4 9 9
IIpEe3eHTalli.
Tema 10. ITyOmiuHmii 3aXucT 1 1
KYPCOBOTO MPOEKTY.
Pazom 48 12 36
Y cboro roaut 3a JUCHHUILIIHOIO 60 16 44
5. Temu ceMiHApCBLKHUX 3aHATH
Ne KinbkicTs rogun
Ha3zBa Temu
3/m Jlenna ¢opma HaBYaHHS
1
2
Pazom
6. Temu NpaAKTHYHHUX 3aAHATH
No KinbkicTh
A/ Ha3zBa Temu OHH
1
2
Pazom
7. Temu 12a00paTOPHUX 3aHATH
0 Kinbkictp
A/ Haszpa Temu i —
1 Tema 1. OcHoBH 3aXHUCTY 1H(popmarii B 1
1H()OKOMYHIKAIITHUX cHUCTEMax
2 | Tema 2. AHami3 iCHYIOUHUX KpunTorpadiyHuX alrOPUTMIB. 1
3 | Tema 3. IlocTaHOBKa 3aBHaHHA HA JOCIIHKEHHS 1
4 | Tema 4. Po3poOiieHHs] TEXHIYHOTO 3aBAaHHS 1
5 Tema 5. Po3pobka anroputMmy pilieHHS TIOCTABJICHOTO 5
3aBJIaHHS
6 | Tema 6. Po3poOka mporpamMHOro 3a06e3rneueHHs . 2
7 Tema 7. Bepudikauiss Ta TecTyBaHHA MPOrPAMHOIO 2
TIPOYKTY.
8 | Tema 8. Po3po0iieHHs MOSCHIOBAJIBLHOI 3aITUCKH. 3
9 | Tema 9. Po3pobiienHs mokIaay Ta mpe3eHTallli. 2




Ne KinpkicTb
s/ Ha3Ba temn S
10 | Tema 10. [TyOaiuamii 3aXUCT KypCOBOTO MPOEKTY. 1
Pa3zom 16
8. Camocriiina podoTa
No Ha3zpa Temu KinbkicTh roaus
3/m
1 |Tema 1. OcHoBu 3axucty iHpopMaIii B 9
1H(POKOMYHIKAIIIHHUX CHCTEMaX
2 |Tema 2. AmnHam3 ICHYIOUHX KpHOTOrpadiuHuX 9
AJITOPUTMIB.
3 | Tema 3. [locTaHOBKa 3aBIaHHS Ha JOCIIIHKEHHS 2
4 | Tema 4. Po3po0IeHHS TEXHIYHOTO 3aBJaHHS 2
5 | Tema 5. Po3poOka anroputmy pinieHHs 4
MTOCTABJICHOTO 3aBIaHHS
6 | Tema 6. Po3poOka mporpaMHOro 3a0e3rneycHHsI. 6
7 | Tema 7. Bepudikaiiis Ta TeCTyBaHHS IPOTPaMHOTO 4
POJYKTY.
8 | Tema 8. Po3po0JieHHs OSICHIOBAIBHOI 3aITUCKH. 20
9 | Tema 9. Po3po0iieHHs JOKIIaMy Ta MPE3CHTAIli. 2
10 | Tema 10. [TyOniuHMi 3aXHCT KypCOBOTO MPOCKTY. 4
Pazom 44
9. InauBixyaabHi 3aBJaHHSA
No Ha3zBa Temu KinbkicTh TonuH
3/m
1
2
Pazom

10. MeToan HaBYaHHA

[IpoBenenns nmabopaToOpHUX 3aHATh, KOHCYJIbTAIlld, a TaKOXX CaMOCTIHHA
po0OoTa CTYJICHTIB 3a BIAMOBIIHUMH MaTepiaJlaMHu.

11. MeToau KOHTPOJIIO

myOJIIYHOTO 3aXUCTY.

[IpoBeaeHHSI TOTOYHOTO KOHTPOJIIO, MiICYMKOBUN KOHTPOJb Y BUTJISII

12. Kpurepii OLiHIOBAaHHS TAa PO3MOALJT 0aiB, IKI OTPUMYIOTH 3100yBavi



[loToynuii KOHTPOJIb Mepeadayae KOHTPOJIb 32 pOOOTOIO CTYJAEHTa MPOTATOM
CEMECTPY HaJ KypCOBHM IIPOSKTOM, HaJaHHSI HOMY JOTIOMOTH Ta HaJaHHS
KOHCYJIbTaLIlH i 9ac poOOTH HaJ BIJMOBIIHUMHU ITYHKTaAMHU KypPCOBOTO IPOEKTY.

[TimcymkoBa OIliHKa BHUCTAaBISETHCS BHXOMSIYM 3 SIKOCTI IOSCHIOBAJIBHOI
3alUCKHM, TOBHOTH BHUKJIaJeHOro Mmarepiany, BiamoBimHocti €CKJ[ ta €CIIJ,
SIKOCT1 Ta IOBHOTH JOIIOBIJI1, BIAMOBIAECH HA MUTAHHS YWICHIB KOMICI.

No IToxa3uuk KinekicTe OaniB
3/

1 SIKICTh ITOSICHIOBAILHOI 3aIIUCKHU 0-10

2 [ToBHOTa BUKJIAZIEHOTO MaTepialry 0-10

3 Bignosignicts €CKJI Ta €CII/] 0-10

4 SIKiCTh Ta MOBHOTA AOIIOBIL 0-30

5 SIKicTh BIAIIOBIAEH HA MUTAHHS 0-40

6 Pazom 0-100

IlIkajna ouiHoBaHHsA: 0aJbHAa I TPaauLiHA

Cyma Gazis Or1iHKa 3a TpaI.[UI/IHiI‘/IIHOIVO IIIK.aJ]OIO
JludepenmiioBanmii 3aaik
90 — 100 Biagminzo
75 -89 Ho0pe
60 — 74 3a10BIJIBHO
0-59 He3anosinbHo

13. MeToanune 3a0e3nme4eHHs

1. HaByalbHO-METOJUYHUM KOMIUIEKC JUCIHUIUTIHK PpO3MIIIEHUNA Ha
KadeapaabHOMY cepBepl y BIANOBIAHOMY KaTajo3l.

2. JluctaHIIWHUN Kypc B CHUCTEeMI IMUCTAHIIKHOTO HaB4YaHHA MeHToD,
po3TamoBaHui 3a agpecoro: https://mentor.khai.edu/course/view.php?id=4835.

14. PexomeHnoBaHa Jirepatypa

ba3zoBa
1. Topbenko I.[., I'punenko T.O. 3axuct iHdopmamii B iH(DOpMaIliHHO-
KoMyHikamiitHux cucremax. Yacr.l. Kpunrorpadiunuit 3axuct iHdopmarti.
XapkiB: XHYPE, 2004. 367 c.
2. 3amipaka B., Onecuxk O. Komm’rorepna kpuntosoria. K.: «Ilomitexnikay,
2002. 502 c.
JlonomizkHa
1. bapuues C.I'., 'onuapos B. B., Cepos P. E. OcHOBBI cOBpeMeHHO
kpunrorpadun.-M.: 'opsiuas nunug-Tenexkom, 2001.-120 c.
2. Pomanen FO. U., Tumodees I1. A., [llanbrun B.®. 3amura nadpopmaiiyuu B



w

e

KOMITBIOTEPHBIX CHCTeMax U ceTsax.-M.: Pangno u cBsa3b, 1999.-328 c.
OnpranoB b.A. Pa3Butue merona pemera. M.: Crarucruka, 1986. — 157c.

Bacuienko O. H.TeopeTnko-4ucioBpie anropuTMbl B Kpunrorpadum. M. :
MIIHMO. 2003. 328 c.

15. Indopmaniiini pecypcu

http://www.kernel.org
http://fedoraproject.org
http://www.ubuntu.com
http://www.csn.khai.edu
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