MiHicTepcTBO OCBITH 1 HayKu YKpaiHu
Harrionansauii aepokocMmiuHui yHIBepcUTeT iM. M. €. XKykoBcbkoro
«XapKiBChKUH aBIallIfHUN 1HCTUTYT

Kadenpa koM’ roTepHux cucteM, Mepex i kibepoesnexu(Ne 503 )

3ATBEP/IKYIO
I'omosa HMK

L7 .M. Kpu 1Ky it

(i rmec) (iniuiau Ta npi3BuILE)

«31l» cepmasa 2022 p.

POBOYA ITPOTPAMA OBOB’SI3KOBOI
HABYAJILHOI JUCIATIITHA

3axuct 1iHbopMarlii B 1IHGOPMAIIHHO-KOMVHIKAIIHHUX CUCTEMAX

(Ha3Ba HABYAJILHOI AUCIMUILIIHK)

I'any3b 3HaHb: 12 "Tadopmariiiai TexHoJorii"

(wrndp i HaliMeHYBaHHS TaiTy3i 3HaHBb)

CreniajbHICTD: 125 "KibepoOe3neka"

(xox1 Ta HalfiMEHYBaHHSI CIIENIATBLHOCTI)

OcBiTHSI mporpama: besneka 1HGOpMaIIMHKUX 1 KOMYHIKAIIIMHUX CUCTEM

(HaliMeHyBaHHS OCBITHBOI POrPaMH)

@®opMa HABYAHHS: ICHHA

PiBenb BHIIOT ocBiTH. 1iepuinii (OakaJIaBpCHLKUM )

XapkiB 2022 pik



N

Po3pobnuK: [leBHeB B. fl., 1o11eHT, A.T.H., IOIIEHT /&/'L

-l |
(Tpi3BuIIe Ta iHiIianum, mocasa, HAYKOBHH CTYIiHb Ta BUCHE 3BAHHS) -~ (m/:[‘rmc)

PoGouy nmporpamy po3riisiHyTO Ha 3acijlaHHi Kadeapu

«KoMII'FOTEPHUX CUCTEM, MEDPEXK 1 KIOEPOE3TIEKIN

(na3Ba xadenpu)

[Ipotokomn Ne 1 Big «30» _ 08 2022 p. ';’/

3aBigyBau kadeapu I.T.H., podecop . C. Xap4yeHKo

(HayKOBHil CTYIIIHb Ta BUCHE 3BAHH!) (miammc) (iniuiany Ta Mpi3BHILE)




Onuc HaBYaNbHOI AUCUMNNIHN

["any3b 3HaHb, XapakTepuCcTHKa HABYAJIbHOT
HaiimenyBaHHs CIICIaJbHICTh, OCBITHS JTACLUIUTIHA
ITIOKAa3HHUKIB nporpama, piBeHb BUIIO1 (HAenna gpopmanasuanis)
OCBITH

. ) O00B’s13k0Ba
Kinekicts kpeauTiB —
I'any3b 3HaHb

8 o
12 "ladopmaruitai
Kinpkicth MonyiniB —2 ( TCXHOJIOT1L ) HaBuanbHmii pik
. . T LIHPP-Fa-HaTMEHyBaHHS
KibKicTh 3MiCTOBUX
) 2022/ 2023
MOJTyJiB — 4
InnuBinyanbHe . CrneniajabHicTh CemecTp
3aBJlaHHA KYPCOBHH 125_ "Ki6€D6€3H€Ka"
IMPOCKT (xon Ta HaliMEHyBaHH:)
/ 8
3arajbHa KIJIbKICTh
TOIMH OcBiTHA nmporpama Jexnii ¥
nenna — 131 / 240 besneka iHQopMaliiHUX i
KOMYHIKAINHAX CHCTEM
(HaliMEeHYBaHHS1) 58 TOIUH
. . .T)
IIpakTu4Hi, ceMiHAPCHKI
15 roanu
K PiBenb BMIIOI OCBITH: — JlaGopaTopHi
VIPKICTD THKHCBUX nepunii (GakanaBpebkui)) [ 58 ropm

T'OJMH JUIA JEHHO1

GopMH HaBYAHHS: Camocriiina podora

ayauTopaux — 5/7(4/7) 109 rogun

Buja KOHTpOJII0

1ICIIUT

CriBBiTHOIIIEHHS KIJIBKOCTI TOJIMH ayTUTOPHUX 3aHATH 10 CAMOCTIHHOI pOOOTH CTAHOBUTD:

st ienHoi (oopmu HaByanHs — 131/109

U AynuropHe HaBaHTaXeHHsS MOKe OYTH 3MEHIIGHe ab0 30iIbIICHE HA OXHY TOIMHY B
3aJISKHOCTI BiJl PO3KJIAIy 3aHSTh.



2. MeTa Ta 3aBAaHHA HABYAJbLHOI AMCIUILIIHA

MeTta: 370aTHICTh aHAII3yBaTH METOJIOJIOTII0 CTBOPEHHS, OCHOBHI HaIpsMU,
METOJM, aJrOpuTMH peamizamii QyHKIIH 3axucty iHopmalii B iH(pOpMaIiiHO-
KOMYHIKaIlIMHUX cHUCTeMax, 3aco0u 3a0e3nedeHHs OCHOBHUX BUMOT iH(opMariiiiHoi
Oe3MeKH.

3aBgaHHsl. 3HATH CydYacHI MDKHApOJHI Ta BITYM3HSHI CTaHIApTH 3
iHpopMmariiiHoi Oe3mekw;  3HATH 3arajibHl acmeKTH NpoOJieMaTUKU B Traiysi
iHpopMarIliiiHO O6e3neKr, a TaKOX TEHJAEHIT 1 IEePCIeKTUBH CTBOPEHHS MEXaHI3MIB
3axucTy iHpopMarlii Ta 3ac001B TOM0TaHHS ITUX MEXaHI3MIB; PO3YMITH BJIACTUBOCTII
iHpOpMaIIHHUX pPECypCiB Ta TEXHOJOTIH, K 00’€KTiB KiOepOe3meku, Ta BMIHHA
3aicHIOBaTH  Kiacugikamiro — 3arpo3  Oesmeri  1HQOpPMAaLiMHUX  PECypcCiB,
Kiacu(ikaiilo Ta pamKUpPYBaHHS JOKEpeNl 3arpo3 1 ypasauBOCTed Oesmertli,
3aCTOCOBYIOYM CMCTEMHUH MiJIX1]] Ta 3HAHHS OCHOB Teopli iHpopMaIliiftHoi Oe3neKku; -
PO3YMITH NPUHLUIN 1 METOAM TEOopli 3aXMILEHUX CHCTEM, OCHOBHHMX MEXaHI3MU
3aXUCTY, SKI peaji30BaHl B CyYaCHHUX OIEpaliiiHUX CHCTeMax Ta CHCTeMax
yOpaBmiHHSA 0Oa3aMu  JIaHUX, BHJAIB 1 MPUHAOMIB BHUKOPUCTAHHS IIKIJJTMBOTO
IPOrpamMHOro 3a0e3MeueHHs Ta METO/I1B HOoro HelTpaizaiii.

IIporpamHi KOMIIETEHTHOCTI:

e K3 1. 3narHicTh 3aCTOCOBYBATH 3HAHHS y MPAKTUYHUX CUTYaLIsIX.

e K3 2. 3nanHs Ta po3yMiHHS IPEAMETHOT 00JIaCTi Ta pO3yMiHHS TTpodecii.

e K3 3. 3gatHicTh npodeciiiHO CHIIKyBaTUCA AEP>KaBHOIO Ta 1HO3EMHOIO
MOBaMH SIK YCHO, TaK i MUCHMOBO.

e K3 4. BMiHHS BHSBINTH, CTaBUTH Ta BHUPINIyBaTH MpobOieMu 3a
npodeciiiHuM CIpsIMyBaHHSIM.

e K3 5. 3narHicTh 10 MOIIYKY, 00pOOJICHHS Ta aHali3y iH(opmari.

o K®4. 3partHicTh  3a0e3lieuyBaTH  HEMEPEPBHICTh  Oi3HECY  3TiHO
BCTAHOBJICHOI MOJITUKU 1HPOPMAIlIHHOT Ta/ab0 KibepOe3neKu.

o KO 5. 3narHicTh 3a0e3meuyBaTH 3axucT iHGOpMaIli, Mo 0O0poOJISEThCS B
1H(OpMaIIHO-TEIEKOMYHIKAIIHHUX ~ (aBTOMAaTH30BaHUX) CHCTEMax 3  METOIO
peanizalii BCTAaHOBJIEHOT NOJITUKH 1H(POPMaILIIifHOI Ta/abo KibepOe3neKu.

e KO 6. 3gaTHicTh BiIHOBIIOBATH IITaTHE (YHKI[IOHYBaHHS iH(OpPMAIlIITHHUX,
1H(pOpMaLIHO-TEIEKOMYHIKAIIHHUX (aBTOMAaTU30BaHUX) CUCTEM IICIs peam3arnli
3arpo3 , 3/1MCHeHHs KibepaTak, 3001B Ta BIJIMOB Pi3HUX KJIACIB Ta MOXOJXKECHHS.

e KO 7.3parHicTh BHOpOBaKyBaTH Ta 3a0e3nedyBatd (YyHKLIIOHYBAHHS
KOMILUIEKCHIX CHUCTEM 3axucTy iHdopmarii (KOMIUIEKCH HOPMAaTHBHO-TIPAaBOBUX,
OpraHizamiifHuX Ta TEXHIYHUX 3aC001B 1 METOIB, IPOIIEYP, TPAKTUIHUX MIPUHOMIB Ta
1H.).

o K® 8.3paTHicTh 3mIMCHIOBATH TMPOIEAYPH YIPABIIHHA IHIIUJACHTAMH,
MIPOBOJIUTH PO3CIIITyBaHHS, HAJJaBaTH iM OIlIHKY.

o K® 9. 3pmarmicte 3piiicHOBaTH TmpodeciiiHy MisSUTbHICTh Ha OCHOBI
BIIPOBA/XKEHOI CUCTEMU yNPaBIIIHHS 1HPOpMAaIIiitHOIO Ta/abo KidepOe3neKH.

e KO 11. 3natHicTh BHKOHYBAaTH MOHITOPUHI TMpPOLECIB (YHKIIOHYBaHHS
iH(hopMaliiHuX, 1HGOPMAIIITHO-TETEKOMYHIKAIMHMX (aBTOMAaTU30BaHUX) CHUCTEM
3T1JIHO BCTAHOBJIEHOT MOMITHUKH 1HGOPMAIIHHOT Ta/abo KibepOe3neKu.

o K® 12. 3natHicTh aHali3yBaTH, BUSABIATH Ta OLIIHIOBATH MOXJIMBI 3arpo3H,
ypa3auBOCTI Ta JeCTallIi3yloul YMHHUKK 1HGOpMAIIHHOMY TPOCTOpPY  Ta



1H(hOpMaLIHHUM pecypcam 3TiIHO 3 BCTAHOBJICHOIO MOJITHKOIO iH(pOopMaliiHOo1 Ta/abo
Kki0epOe3nexH.
IIporpamMoBHi pe3yJibTaATH HABYAHHSA:

e [IPH 1 3acTtocoByBatu 3HaHHS JAEpKaBHOI Ta 1HO3EMHHUX MOB 3 METOIO
3a0e3neyeHHs ePeKTUBHOCTI MPOodeciiiHOT KOMYHIKAIII].

e [IPH 2 OpranizoByBatu BiacHy mpodeciiiHy isUIbHICTb, OOHpaTU
ONTUMAaJIbHI METOJM Ta CIIOCOOU PO3B’SI3yBaHHS CKJIAAHHUX CIEIIai30BaHUX 3a]ay Ta
MPaKTUYHHUX MPo0JIeM Yy NpodeciitHIi TIsITbHOCTI, OIIHIOBATH IXHIO €(PEKTUBHICTD.

e [IPH 3 BuxopucTOBYBaTH pe3yJbTaTH CAMOCTIHHOIO IOIIYKYy, aHaJi3y Ta
cuHTe3y iHdopMalii 3 pi3HUX JpKepen sl €heKTUBHOTO PIIICHHS CIeIiali30BaHuX
3a1a4 npodeciitHoi AiSTbHOCTI.

e [IPH 4 Anani3zyBaTH, apryMeHTyBaTH, IpUAMaTH PIIlICHHS IIPU PO3B’sA3aHHI
CKJIQJHUX CIELIATI30BAaHMX 3aJa4 Ta MPAKTUYHHX NpodieM Yy mnpodeciiHii
JISIBHOCTI, SIKI XapaKTePU3YIOThCS KOMIUIEKCHICTIO Ta HENOBHOK BHU3HAYEHICTIO
YMOB, BIJIOBIAATH 32 TPUIHSATI PIILICHHS.

e JIPH 5 ApnanrtyBaTucs B yMmMOBax 4acToi 3MIHM TEXHOJOTIH mOpodeciitHoi
JISTBHOCTI, POTHO3YBATH KIHIEBUW PE3YNbTAT.

e [IPH 7 [iaTm Ha OCHOBI 3aKOHOJIaBYOi Ta HOPMATHBHO-TIPABOBOI 0Oasu
VYkpainu Ta BUMOT BIJNOBIAHUX CTaHAAPTIB, Y TOMY YHCI1 MDKHAPOJAHHX B Tramys3i
iH(dopmarliitHoi Ta /abo kidepOe3neKH.

e [IPH 8 I'oryBatu mpomo3ullii 70 HOPMATUBHUX aKTIB II0JI0 3a0e3MeUCHHS
iH(dopmarliiitHoi Ta /abo kidepOe3neKH.

e [IPH 9 BmpoBamkyBaru mpoliecd, mo 0a3yloThCcs Ha HAI[lOHAIBHUX Ta
MDKHApOJIHUX CTaHJapTaX, BUSBIEHHS, 1I€HTU]IKalli, aHaJIi3y Ta pearyBaHHS Ha
1HUMAEHTH 1H(popMalliiiHoi Ta/abo Ki0epOe3neKH.

e [IPH 10 BuxonyBaTd aHami3 Ta JEKOMIIO3UIII0 1HGOpMaIiiHO-
TEJIEKOMYHIKAIITHUX CUCTEM.

e [IPH 11 BukonyBaru aHani3 3B’43KiB MK 1H(QOpMaLIHHUMH MPOLIECAMH Ha
BIJIJTaJICHUX OOUYUCIIIOBAILHUX CUCTEMaX.

e [IPH 12 Po3po6usatu Mozeni 3arpo3 Ta MOpyIIHUKA.

e [IPH 14 BupimyBaTu 3aBHaHHS 3axXMCTy MporpaMm Ta iHdopmarlii, mIo
o0poOnsieThess B 1H(QOpPMAIIHHO-TEIEKOMYHIKAIIMHAX ~ CUCTEMax  IpOrpamMHoO-
anmapaTHUMH 3aco0aMHM Ta JIaBaTH OI[IHKY pPE3YJbTATUBHOCTI SIKOCTI MPUHHITHX
pIIICHB.

e [IPH 18 BukopuctoByBaTH mporpamMHi Ta mporpamMHo-amnapaTHi KOMIUIEKCH
3axucTy 1HGOpPMAaLIITHUX PECypCiB.

e [IPH 19 3actocoByBaTu Teopii Ta METOAM 3aXHUCTy I 3a0e3MedyeHHs
Oe3rneku 1HpopMmallii B iHpOpMaLIITHO-TENTEKOMYHIKAIIIITHIUX CUCTEMAX.

e JIPH 20 3abe3neuyBatu (yHKLIOHYBAHHS CIELIATBHOTO MPOrPAMHOIO
3a0e3nedeHHs, 010 3axHcTy iHdopmarllii Bif PYyWMHYIOUMX MNPOrPaMHUX BIUIMBIB,
PYHHYIOUHX KOAIB B IHPOPMALIHHO-TEICKOMYHIKAIIMHUX CUCTEMAX.

e [IPH 27 BupimyBatu 3amadi 3aXxucTy MOTOKIB JaHWX B 1HGOpMAIIHUX,
1H(DOpMAaIIHHO-TETEKOMYHIKAI[IHHUX (aBTOMAaTU30BaHUX) CHUCTEMAX.

e [IPH 31 3acrocoByBatu Teopii Ta METOAM 3aXHCTy IS 3a0e3MeUeHHS
Oe3MeKku eIeMeHTIB 1HHOPMAIIIITHO-TETIEKOMYHIKAIIIITHIX CUCTEM.

e [IPH 34 Ilpumitmatu ywacThb y po3poOLll Ta BOPOBAIPKEHHI CTpaTerii
iHpopMariiiHoi Oe3meku Ta/abo KiOepOesneku BIANOBITHO 10 LJIeH 1 3aBaaHb



oprasizarii.

e [IPH 50 3aGesmeuyBatu (yHKIIOHYBaHHS NPOTPAaMHUX Ta MPOrPaMHO-
amapaTHUX KOMIUIEKCIB BHUSIBJICHHS BTOPIHEHb pI3HMX pIBHIB Ta  KIaciB
(CTaTUCTUYHUX, CHTHATYPHHX, CTATUCTUYHO-CUTHATYPHUX).

e [IPH 51 IligTpuMyBaTH mpane3aaTHICTh Ta 3a0e3neuyBaT KOH(DITypyBaHHS
CHCTEM BUSBJICHHS BTOPIHEHB B 1HGOPMAIIHHO-TEIEKOMYHIKAIIITHUX CUCTEMAaX.

e [IPH 53 BupimyBaTu 3amaui aHaidizy MNPOrpaMHOIO KOJy Ha HasBHICTb
MO>KJIMBHUX 3arpo3.

3. IIporpama HaBYAJIBLHOI JUCUMUILIIHA

Moayas 1.
TEMA 1. 3axuct nporpam Ta JaHuX

[Ipenmer, mera BHBYEHHS 1 3ajmadyl aucuuiuiiHA. CTpyKTypa Ta 3MICT
JUCHUIUIIHA 1 METOAUYHI peKOMEHAAIlll 1mo0 ii BUBYEHHsA. Miclie AUCHUILUIIHU Y
HaBYaJbHOMY TMpoleci. Bumorn m0 3HaHb Ta BMIHb THX, XTO HAaBUYA€THCH.
XapakTepucTUKa pPEKOMEHJOBAaHUX IIiJI Yac BHUBYCHHS JAUCIMIUIIHU JIKEPET
iHdopmari. XapakTepUCTHKa Cy4aCHOrO CTaHy TNpoOJeMaTukd B Tammysi
3a0e3MnedeHHs 3axXucTy iHpopmallii B iHPopMaIiiHUX 1 KOMYHIKAI[IHHUX CUCTEMax Ta
Mepexax.

Pyitnyroui nmporpamui 3acobu (PII3). Tunu PII3. Tennmenuii possutky PII3.
Mertonu 3axucty Bin PI13. Hegomiku icHyrouux 3aco0iB 3axucty Bija PII3

Tunmu wmkigmBoro [13. Krnacudikamis mkigmuBux mporpam. [lpunimnm
CTBOPEHHSI Ta aHajii3y TPOSAHCHKUX mporpam. JKutreBuil mmkn Bipycy. [IpuHuunu
CTBOPEHHS Ta aHAI3y BIPYCIB.

[Ipotumiss 1 BUSIBIEHHS TPOSHCHKUX MpOrpamM, 4YepB’sKiB Ta BipyciB. OCHOBHU
poOoTH aHTUBIpyCHHX Nporpamm. CurHatypHUil aHamni3. EBpUCTHYHI aHamI3aTOpH.
[ToBeninkoBi Omokatopu. Ilpotwmis wikigymBomy koay. Ukimmuese I[13 s
MOOUIBHUX MPUCTPOIB.

3axuCT MporpaMHoro 3abe3nedeHHs. [nentudikariisi mporpam Ta 3axucT
aBTOPCHKUX TPaB

Tema 2. 3axuct B onepamiiHux CUCTeMax.

MexaHnizmu 3axucty omnepariiiinux cucteM Ilizcucrema Oesneku omepaiiitHoi
CHUCTEeMU Ta BUKOHYBaH1 Hero (pyHkuii. Peamizaris migcuctem Oe3nekd y HaOUIbII
PO3MOBCIO/KCHUX OMNEpamiHuX cucreMax. Kputepii 3aXxWIEHOCTI omepariiHux
CUCTEM

Omnepariiina cucrema 10S. Onepariitna cuctema Android. Onepartiiina cucrtema
Windows Phone. Onepariiitna cucrema BlackBerry.



Opranizamiss koHTpomo aoctyny B OC. PyTkiTh Ta IINUTYHCBHKI MPOTPaMHu.
[HCTpYMEHTH, IO BUKOPUCTOBYIOTHCS IS 3/IIMCHEHHS aTaK Ha OIepaIliiiHi CUCTEMH.
ATtaka Ha nmaponpHU 3axuct. [IpoTHis aTakam Ha omepariiftHi CUCTeMHU

[lepenoBuennst Oydepy. Ilonarrs crexky ta kynu. DyHKIIT CTEKy BUKIIHKIB.
Cermenranisa nam’sTi. [I[puunHM BUHUKHEHHS TIepenoBHEHHsA Oydepy. 3axucT Bin
nepenoBHeHHs Oydepy. 3amobiranHs BUKOHAHHS JaHUX

Monayas 2.

Tema 3. 3axuct B Mepexax

MeTtoau Ta 3aco0u peamizalii 3arpo3 B KOMIT IOTEPHUX CHUCTEMax Ta Mepexkax.
3aranpHi TOHATTA (3arpo3a, Bpas3UBICTh, aTaka, HECAHKI[IOHOBaHA [isl, TIOPYIITHHK).
Knacudixkaris mopymHukiB 1 TUIIB 3ac001B peanizailii 3arpo3. Kiacudikarris 3arpo3
Oesneku 1H(oOpMaIli, IO Tmepenaerbcs 1o Mepexi. Kiacudikais crnocoOiB
MOPYIIICHHS aBTEHTUYHOCTI CyO’€KTIB Ta JaHUX. [lOTeHIHHI MOXKIJIMBOCTI
MOPYILIECHHS 3aXUILEHOCTI IaHUX, 110 NepeaatoThcs Mo 1HPOpMALIITHUX KaHaJaX.

3acobu 3a0e3rnedeHHs Oe3MEeKH B OOYMCIIOBAIBHUX MEpexkax. 3aXUCT CEpBEPIB
Ta poOOYMX CTaHIiil. 3aco0M 3aXHCTy JIOKAJbHUX MEPEX IMpH NPHETHAHHI [0
[nTepHery. TexHOOrI MI>KMEpPEXKHUX €KpaHiB TeXHOJOTis BIPTyaJlbHUX MPUBATHUX
Mepex. Meroau Ta 3aco0H 3aXUCTy MOOLITBHOTO IPOTPaMHOI0 3a0€3MEeYEeHHS

besneka BeO-cepBepiB Ta BeO-3acTOCyBaHb. BpasznuBocTi BeO-cepBepiB Ta BeO-
3acTocyBaHb. Buaum artak Ha BeO-cepBep. Buiam arak Ha Be0-3aCTOCYBaHHS.
MexanizmMu 3axucty BeO-cepBepiB Ta BeO-3acTocyBaHb. 113 s ckaHyBaHHsI BeO-
cepBepiB Ta Be0-3aCTOCYBaHb Ha BPA3JIMBOCTI. TeCTyBaHHS Ha BPA3JUBICTh JO aTak.
Metonuka omiHku BpasznuBocTedl. TecTyBaHHs Ha BpasiuBocTi. CkaHepu
BpaznuBocTeil. IlocaigoBHICTh NI TPU BUKOHAHHI TECTYBaHHs BeO-cepBepiB Ta BeO-
3aCTOCYBaHb Ha BPa3JIMBICTh 10 aTak 3rigHo 3 OWASP.

MexanizmMu DoS/DDoS arak. O0’ekty Tta Buau DOS arak. 3axucr  Bifg
DoS/DDos aTtax.

besneka B Oe3npoBigHUX Mepekax. 30ip iH@opMalii npo O0e3npoBiIHI MEPEXKI.
[udpyBanusa Ta aBTeHTU(DIKaLIA B OE3MPOBIIHUX Mepekax. ATaka Ha Oe3NpoBIAHI
Mepexi. 3aco0u 3axucTy Bij Oe3npoBiaHux atak. Bluetooth

Moayas 3.
Tema 4. 3axucm 6 cucmemax nepeoaui OAHUX Ma CUC EMAX 36 ’A3KY

MeTtonu Ta TeXHOJIOTi 3aXWcTy 1H(pOpMalli B CUCTEMaX Iepeaadl JAaHUX Ta
CHUCTEMax 3B’S3Ky. 3acO0M 3aXHUCTy 3aXHCT 1HpOpMallii B cCUCTEMaxX Mepenadi JaHuX
Ta cucTeMax 3B’s3Ky. Oprasizaliiiti 3acaau 3a0e3nedeHHs 3aXUcTy 1HpopMarii

Tunu atak Ha cucTeMy Imepeaadl JaHuX. MexaHI3MH 3axHUCTy BiJ arTak.
OTtpumanss 1H(OpMaIIl Mpo opraHizallito, ii MEPEXKY, BY3JH Ta CEPBICH 3 BIIIKPUTUX
mxepen. Criocobu mpoTuli macuBHOMY 300py iH(opMartii. 3acodu aKTUBHOTO cOOpPY
iH(popMalli npo cucremy nepefadi gaHux. [lomyk BpazmuBOCTEl Ta 1HCTPYMEHTH
CKaHyBaHHS BY3JIIB CHUCTEM Iepeiadi JaHWX Ta CHUCTEM 3B’SI3KYy Ha BPa3IUBOCTI.
Orminka 3axuIeHoCTi iHpopMallli B cucTeMax Tnepeiadi TaHuX Ta CUCTeMax 3B S3KY.



Mexani3Mu 3axucTy Bin 300py iH(OpMalii, CKaHyBaHHS Ta NPOHUKHEHHS.
CucTtemu BUSBJICHHS BTOPTHEHb Ta CHCTEMH 3aM00IraHHS BTOPTHEHHSIM.

Moayas 4.

Tema 5. 3acanvni sioomocmi

Micue creraHorpadiunux cucteM y cdepi kibepoesneku.  Tepminu Ta
Bu3HavyeHHs. [lpuHnunu moOymoBu creranorpadii. CrTpykTypHa cxema Ta
MaTeMaTHUYHa MOJIeNIb TUMOBOI cTerocucreMu. lIpoTokonu. MeToau npuxoByBaHHS
iHpopmarii. Kracudikamiss wmetomiB creraHorpadii. Kracuuna creranorpadis.
Komn'torepna creranorpadis. Ludposa creranorpadis. MepexkeBa creranorpadisi.
[{udpoBi BoASIHI 3HAKH

Tema 6. Bukopucmanusa cmezanozpaghiunux cucmem

Texnonoriyna cxema 3axucty. IIpuxoByBaHHs 1HQopMauli B TekcTi. Metoau
JOBUIBHOTO iHTepBaTy. CHMHTAaKCH4YHI Ta CEMAaHTU4YHI MeToau. [[puxXoByBaHHS AaHHUX
B HepyXxomux 300pakeHHsX. [IpuxoByBaHHS JaHuUX B MpOCTOpoBOi obsacTi. Meton
3aMIHM HaliMEHII 3Hauymoro 6iTa. MeToa ICeBIOBUIIAKOBOrO iHTEpBaldy. Merton
0JIOKOBOTO MPUXOBYBAHHS. METOJ KBAHTYBaHHS 300paxkeHHs. [IprxoByBaHHS TaHUX
B 4acTOTHOI oOnacti 300paxenHs. Meron Koxa 1 Kao. Meton Xcy 1 By. Meton
Opiapix. MeToau po3mmupeHHs crekTpy. Cratuctuudi MeToau. CTpYKTYpHI METOIU.
[IpuxoByBaHHA 1aHUX B ay/l curHaiax. KogyBaHHs HalilMeHIN 3Hauymux OiT. Meton
¢dazoBoro konyBaHHsA. Meton po3mupeHHs crnektpa. llpuxoByBaHHS paHMX 3
BUKOPUCTAHHSM JIyHa - CUTHAITY.



4. CTpyKTypa HABYAJILHOI 1M CIUIIIHA

KinpkicTs rogusa
Has3Bu 3micToBUX Jlenna gpopma 3aouHa popma
MOJYJIiB 1 TEM VYcworo VY toMy umci Ycworo VY Tomy uncmi
a1 | o | mab. | c.p. 1 n | mab. | c.p.
1 2 3| 4 5 6 7 8 9 10 | 11
Moayas 1

3microBuii MmoayJsb 1
Tema 1. 3axuct 10 8 18
MpoTrpam Ta JaHUX
Tema 2. 3aXUCT B
onepaniiHux 10 12 22
cHCTeMax
Pazowm 3a 3micTOBUM 20 20 40
Moayneml

3micToBHii MOYJIb 2
Tema 3 3axuCT B 10! 15 | 10 65
Mepekax
Pa3om 3a 3MicTOBUM 10l 151 10 65
MOJIYJIeM 2
Pazom 3a monmymem 1 30| 15 30 105

Moayasb 2

3micToBHii MOYJIb 3
Tema 4. 3axucrt B
cucTemMax mepenadi
JIAHUX TAa CUCTEMaX 8 12 30
3B’ SI3KY.
Pa3om 3a 3MicTOBUM 8 12 30
MO yJIeM3

3micTroBuii MoayJb 4
T'eMa 5 3qraJn>H1 8 4 20
B1JIOMOCTI
Tema 6
BI/IKOpI/ICTaH}'IH 12 12 a4
cTeroHorpapiyHuX
CUCTEM
Pa3oM 3a 3MicTOBUM 20 16 64
MopyieM 4
Pazom 3a Mmonynem 2 28 28 94

Ycenororoogun | 330 58 | 15 | 58 199




5. Temu ceMiHAPCHKHUX 3aHATH

KinekicTs rogun

No
3/11 Haspa Temu Jlenna opma | 3aouna dopma
HaBYaHHS HaBYaHHS
1 He nepeobaueno
Pa3om
6. Temu NMPAKTUYHHUX 3aHATH
No KinpkicTs rogmna
3/ Haspa remn lenna popma | 3aouna ¢popma
HaBYaHHS HaBYaHHS
1 Kypcose npoexmyeanmsi 15
Pa3zom 15
7. Temn 1a00paTOPHUX 3aHATH
KinekicTh
Neo T'OJINH
. Haspa Temu Heana hopma
HaBYaHHS
1 | HocmimkeHHS  MOMJIHMBOCTI  BHSIBICHHS  BIPYCHOI  aKTHBHOCTI 4
BOynoBanumu 3acobamu OC.
2 | HocmikeHHs] MOKJIMBOCTI BUKOPHMCTAaHHSI ONMUCAHMX BPa3IUBOCTEN 4
JU1s BOY/TOBYBaHHSI B BIPYCHMI KOJ
3 | JocmmKeHHS MOXKJIUBOCTEH Bukopuctanus Metasploit s 4
CTBOPEHHS Ta BiJJIar0/>KEHHS €KCIUIOMTIB.
4 | JocnimxeHHs: epeKTUBHOCTI aTak Ha NapOJIbHUN 3aXUCT 4
5 | HochimkeHHs aTaku THUIA <dI€peroBHEHHs Oydepy» Ta MeTO.iB 4
IPOTHI.
6 | JocmikeHHs METO/IB MAacHBHOIO Ta aKTUBHOTO 300py iHQopmarii 4
PO MEPEKY.
7 OCHIDKEHHS MEXaHI3MIB 3aXHCTy Mepeki Bim 300py iHdopmaitii,
y MEp |9 p
CKaHYBaHHSI Ta TPOHUKHEHHS
8 | HocnimkeHHs alropuTMIB 3aBa0CTIHKOrO KOAYBaHHS 4
o) JlocimKeHHST METOIIB M’ SIKOTO KOJTyBaHHS 4
10 | lopiBHsIbHMIA aHAJI3 METOIB 3aBaJOCTIMKOTO KOAYBaHHS 4
11 | Hocnimxennst uudpoBOro BOASHOTO 3HAKY 4
12 | HocnigxeHHs  MOXJIMBOCTEH  PO3MIIICHHS  MOBIJOMIIEHHS Yy 4
TEKCTOBOMY (haiiii
13 | HocnmigxeHHs  MOXJIMBOCTEH  PO3MIIICHHS  TOBIJOMIIEHHS Yy 4
rpadiuHOMYy Qailni
14 | HocnigkeHHST MOMXJIMBOCTEH pO3MIIIEHHS TOBIIOMIICHHS Y aymio 4
(aiimi
Pazom 58




8. Camocriiina podoTa

KinpkicTh

No TOVH

Hasga temu JleHHa

3/11

dbopma
HABYaHHS

1 Pyitnytoui nporpamui 3acobu (PI13). Tumm PII3. Tenmenuii 18
po3Butky PII3. Meroau 3axucry Bix PII3. Henmoniku icHyroumx
3aco0iB 3axucty Big PI13
Tumn mxkigymBoro I13. Kniacudikamis mKIIIMBUX Tporpam.
[IpuHIMIIM CTBOpPEHHS Ta aHAJI3y TPOSHCHKUX MporpaM. JKutreBuit
UK Bipycy. [IpuHIMIM CTBOpPEHHS Ta aHaJli3y BipyciB

2 Opranizanis  koHtpomo Jjocryny B OC. Pyrkitu Ta 22
HIMUTYHCBKI MporpaMu. [HCTpyMEHTH, 1110 BUKOPHUCTOBYIOTBHCS IS
3MIACHEHHSl aTaKk Ha OmepariiiHi cucreMH. ATaka Ha TapOIbHHUN
3axuct. [IpoTuais arakam Ha ornepariiiiHi CHCTeMHU

3 besneka BeG-cepBepiB Ta BeO-3acTocyBaHb. BpasnuBocTi BeO- 65
cepBepiB Ta BeO-3acTocyBaHb. Buau arak Ha BeO-cepBep. Buau arak
Ha BeO-3acTocyBaHHS. MexaHi3MHU 3aXUCTy BeO-cepBepiB Ta BeO-
3actocyBanb. [13 11 ckaHyBaHHs BeO-cepBepiB Ta BeO-3aCTOCYBaHb
Ha Bpa3imBocTi. TecTyBaHHsS Ha Bpa3lMBICTH O aTak. MeToauka
OLIHKM BpaznuBocTedl. TecryBaHHs Ha BpasnuBocTi. CkaHepu
BpaznmBocTei. [locmioBHICT il MPU BUKOHAHHI TeCTyBaHHS BeO-
cepBepiB Ta Be0-3aCTOCYBaHb Ha Bpa3iMBICTh 0 aTak 3TiHO 3
OWASP.

4 Tunm atak Ha cucreMy mepefadi JAaHuX. MexaHI3MH 3aXHCTy 40

Big arak. OTpumaHHs iH¢opMmauii mpo oprasizamito, ii Mepexy,
BY3JIU Ta cepBicM 3 BIOKpUTUX kepen. Cmocobu mnpoTumii
nacuBHOMY 300py iHpopmariii. 3acobu akTUBHOTO cOopy iHpopmarii
Mpo cucTemMy nepenayl gaHux. [lomryk BpasnauBocTe Ta
IHCTPYMEHTH CKaHYBaHHS BY3JIIB CUCTEM Iepesiadi JaHUX Ta CUCTEM
3B’s3Ky Ha BpazimBocTi. OIlliHka 3axuieHocTi iHdopmarii B
crcTeMax mepesadi JaHUX Ta CHCTeMax 3B SI3KY..

5 Knacidikamis MeTtoAiB  crera”orpadii.  Kiacuuna 20
crera"orpadis. Komm'totepna crera”orpadisi. Hudposa
creranorpadis. MepexeBa creraHorpadia. Ludposi BoxasAHI
3HaKU

6 | Cratuctuuni meroau. CTpykTypHi MeToau. IIpuxoByBaHHS 1aHUX B 44
aynicirnanax.KomipoBanie HaiimMeHmr 3Hadymux Oit. Meron
¢dazoBoro KoayBaHHs. MeToJ| po3mMpeHHs crekTpa. IlpuxoByBaHHs
JAHUX 3 BUKOPUCTAHHSM JIyHA - CUTHAIY.

Pazom 199
9. InauBinyanbHi 3aBIaHHSA
No KinekicTs roaun
3/ le Ha3Ba temu Jlerna popma | 3aouHa popma
HaBYAHHS HaBYaHHS
1 Kypcosuii npoexm




10. MeToau HAaBYAHHSA
[IpoBeneHHs aymUTOPHUX JIEKIINA, TPAKTUYHUX 3aHATh, KOHCYJIBTAIIM, a TAKOXK
caMoCTiiiHa poOoTa CTY/ICHTIB 3a MaTepiajamMu, OlmyOIiKoBaHUMH Kadeaporo.

11. MeToau KOHTPOJIIO

[IpoBeneHHST MOTOYHOTO KOHTPOJIO, MHUCBMOBOTO MOIYJIBHOTO KOHTPOJIO,
M1JCYMKOBUN KOHTPOJIb Y BUTJISII ICTIUTY.

12. Po3noain 6aJiB, siki OTPUMYKOTh CTYA€HTH

[TincymkoBuii TECT
(3autik/iciuT) y pasi BiIMOBH
[ToToune TecTyBaHHS 1 caMOCTiiiHa poOoTa Cyma BiJ1 Oaj1iB TOTOYHOTO
TECTYBaHHS Ta 32 HasIBHOCTI

JOITYCKY JI0 3aJ1iKy/iCIIUTY

Mogyns 1 Mopyns 2
T1-T2 (T4) T3(T5-T6)
50 (50) 50 (50) 100 100

T1 ... T6 — TeMu 3MICTOBHUX MOJYJIB.

HlIkana ouiHoBaHHs: HamioHaabHa Ta ECTS

Cyma 6aiB 3a OnuiHKa 3a HaI[lOHAJILHOIO HIKAJIO0
BC1 BUIN ) Omuinka JUISl €K3aMEHY, KYPCOBOTO
HaBHaJILHOL ECTS poeKTy (poOoTH), JUTS 3aTTKY
TiSUTBHOCTI NIPAKTHKH
90-100 A BIJIMIHHO
83-89 B o6be
75-82 C AO0P 3apaxoBaHO
68-74 D 3aJ0BUILHO
60-67 E
. HE 3apaxOBaHO 3
HE3a10BUIBHO 3 :
) MO>KJIBICTIO
01-59 FX MOKJIMBICTIO TIOBTOPHOTO
TTOBTOPHOTO
CKJIaJIaHHs
CKJIaJIaHHs

13. MeToanuHe 3a0e3me4eHHA

1. TlpesenTarii nekiii
2. KepiBHUUITBO 10 1aOOpAaTOPHUX POOIT
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