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1. Onuc HABYAJIBHOI TUCHUTILIIHA

HaiimenyBanHs
MOKa3HUKIB

l'any3b 3HaHB,
creniajbHICTh, OCBITHS
nporpama, piBeHb BUIIIOL
OCBITH

XapaKTepruCTHUKa HABYAJIbHO1
TUCLUILIIHA
(Oenna ghopma naguanms)

KinbkicTs kpeauTiB — 9

Kinpkicte MomymiB — 1

KijbKicTh 3MICTOBHHUX
MoaymiB — 1

[H1MBiAyanbpHE HAYKOBO-
TOCJIIIHE 3aBIaHHsA
HeMac

3arajgpHa KUIBKICTH
roauda — 270

I'any3b 3HaHb
12 "ladopmariitai
TEXHOJIOT11"

(umdp ta HaiiMeHYBaHHS)

CrneniajgbHicTh
125 "Kibepbesmneka"

(xox Ta HaliMEHyBaHHS)

OcBiTHi nporpamn
«besneka iHbopMaAIIHHUX 1

O00B’s13K0Ba

HaBuanbHuii pik

2020/2021

Cemectp

8-i1

KinpKiCTh THKHEBUX
TOJMH JJI J€HHO1
dbopMu HaBYAHHS:
CaMOCTItHOT pob0oTH
crynenTta — 270

KOMVHIKAIIIHHUX CUCTEM,

PiBeHbL BMIIIOI OCBIiTH:

nepiuit (6akanaBpChbKUil)

Jlekmii b

0 rogun

HpaKanHil)

0 rogun

JlabopaTopHni !

0 rogun

CamocriiiHa podoTa

268 roauH

Bua koHTpOJIIO

3axucrt




2. MeTa Ta 3aBJaHHA HABYAJLHOI JUCIUMILTIHA

1. Mera HaBYaHHSI: BU3HAYCHHS pIBHSA MIJATOTOBJICHOCTI CTyJIEHTa 0
PO3B'I3aHHSA KOMILIEKCY CYYacCHHX HAyKOBHUX 1 MPUKIAJAHUX 3aBJaHb BIIMOBIAHO J0
y3arajJpHEHOro 00'€KTa MisITBHOCTI HAa OCHOBI 3aCTOCYBAaHHS CHCTEMH TEOPETUYHHX
3HaHb 1 MPAKTHYHUX HABUYOK, OTPUMAHUX Y TPOIEC] BCHOTO MEPioay HaBUYAHHS
BIJIMTOBITHO 10 BUMOT CTAHIAPTIB BUIIOI OCBITH

2. 3aBJaHHs: CUCTEeMAaTU3Allisl, 3aKPIMICHHS 1 PO3IINPEHHS TEOPETUUHUX 3HAHb,
OTPUMaHUX y MPOIIeCi HaBYaHHS 32 OCBITHBO-MPO(ECIHOIO TPOTrpaMo0 IMiArOTOBKH
(haxiBII IEBHOTO OCBITHHOTO CTYTEHS, 1 iX MPaKTHYHE BUKOPHUCTAHHS MIPU BUPIIICHHI
KOHKPETHUX  HAyKOBUX, MPUKIAAHUX, 1HXKEHEPHUX, EKOHOMIKO-COI[laJbHUX
1 BUpOOHWYMX MUTaHb Yy MEBHIN rangy3i npodeciiiHoi JisSIbHOCTI; PO3BUTOK HABUUYOK
CaMOCTIHHOI pPOOOTH, OBOJIOJIHHS METOJMKOIO JOCIHIKeHb 1 €KCIIEpUMEHTYBaHHS,
¢i3uyHOro  abo  MaTEeMaTUYHOTO  MOJICIIOBAHHS, BHUKOPUCTAHHA  CYYacHHX
1H(OpMaIIHHUX TEXHOJOrd Yy TMpouecl po3B's3aHHs 3anad, sKl mepeadayeHi
3aBJAHHSIM Ha JUIUIOMHE [POEKTYBaHHS; BHU3HAYEHHS BIJANOBIJIHOCTI PIBHSA
MIArOTOBKHY BUITYCKHUKA BUMOTaM OCBITHIX CTYNEHIB XapaKTEPUCTUKHU (haxiBIsl, HOTO
TOTOBHOCTI Ta CHPOMOXHOCTI JO CaMOCTIiHOI poOOTH B yMOBaxX pPHHKOBOI
€KOHOMIKH, Cy4aCHOT'O BUPOOHMIITBA, IPOIPECY HAYKH, TEXHIKH 1 KyJIbTYpH

3. Ilporpamui kKoMmneTeHTHOCTI. J(UcuuIUIiHA Ma€e AOMOMOTTH CHOPMYBaTH y
CTYJICHTIB TaKli KOMIIETEHTHOCTI:

— (K3 1). 3naTHicTh 3aCTOCOBYBATH 3HAHHS y MPAKTHYHUX CUTYyaIlisIX.

— (K3 2). 3nanHs Ta po3yMiHHS IPEIMETHOT 00JIACTI Ta pO3yMiHHS podecii.

— (K3 3). 3aarHicTh mpoQeCiiiHO CIIJIKYBATHUCS JEP)KABHOI Ta iHO3EMHOIO
MOBaMH SIK YCHO, TaK 1 TUCbMOBO.

(K3 4). BMiHHS BUSBIATH, CTaBUTH Ta BHUPINIYBaTH MpoOJiIeMu 3a
npodeciiiHuM CrpsiMyBaHHSIM.

— (K3 5). 3maTHicTh 10 MOIIYKY, 00OpOOJICHHS Ta aHai3y iH(pOpMaIIii.

(K3 6). 3pmatHicTh peamidyBaTH CBOI mpaBa 1 OOOB’SI3KM SK 4YJICHA
CyCH1JIbCTBA, YCB1JIOMJIFOBATH I[IHHOCTI TPOMAJSTHCHKOTO (BLIIBHOTO
JEMOKPAaTUYHOI0) CYCHUIbCTBA Ta HEOOXIAHICTH HOr0 CTAJOr0  PO3BUTKY,
BEPXOBEHCTBA IpaBa, MpaB 1 CBOOO/I JIIOJIMHU 1 TPOMasTHUHA B YKpaiHi;

— (K3 7). 3pmatHicTe 30epirath Ta NPUMHOXKYBATH MOPAbHI, KYJIBTYpHI,
HAyKOB1 I[IHHOCTI 1 JOCATHEHHS CYCHUJIBCTBA HAa OCHOBI PO3yMIHHS ICTOpii Ta
3aKOHOMIPHOCTEH pO3BUTKY MPEAMETHOI 001acTl, ii MiCL y 3arajbHii CUCTEMI 3HAHb
PO TPHUPOAY 1 CYCHIILCTBO Ta Y PO3BHUTKY CYCHIJIbCTBA, TEXHIKM 1 TEXHOJIOTIH,
BUKOPUCTOBYBAaTH pi3HI BUAUM Ta (POPMU PyXOBOI AKTHBHOCTI JJII AKTUBHOTO
BIJIIOYMHKY Ta BEIEHHS 3/J0POBOIO CIIOCOOY KUTTH.

— (K® 1). 3maTHicTh 3aCTOCOBYBATH 3aKOHOJABUY Ta HOPMATHBHO-TIPABOBY
0a3y, a TakOX JepXaBHI Ta MIXXHAPOJHI BUMOTH, MPAKTUKU 1 CTAHIAPTH 3 METOIO
3M1CHEeHHs po¢eciiHOI AISTBHOCTI B rainy3i iHdopmarliiiHoi Ta/abo kidepOe3neKu.

(K® 2). 3patHiCTh A0 BHKOPHCTaHHS I1H(GOPMAIIHO-KOMYHIKAI[IHHAX
TEXHOJIOT1, CydyacHMX MeETOAIB 1 Mojened iHdopmariitHoi Oe3neku Ta/abo
Ki0epOe3nexu.



— (K® 3). 3naTHicTh 10 BUKOPUCTAHHS MPOTPAMHHUX Ta MPOTPAMHO-aNapaTHUX
KOMIUIEKCIB 3aco0iB 3axucTy iHQopmalii B iH(OpMAIIIHO-TeIeKOMYHIKAIIHHUX
(aBTOMATU30BaHMUX) CUCTEMAX.

— (K® 4). 3parnicte 3a0e3ledyBaTd HEMEPEPBHICTh Oi3HECY 3TiTHO
BCTAHOBJICHOT MOJITHKH 1H(pOpMaIliitHoi Ta/abo kibepOe3neKH.

— (K® 5). 3marHicTh 3abe3neuyBaTv 3aXUCT iH(opMmalrii, mo o0poOJIIeEThCS B
1HpOpMaIIHHO-TEICKOMYHIKALIMHUX ~ (aBTOMATH30BaHUX) CHCTEMax 3 METOI0
peautizailii BCTAHOBJICHOI NOJITHKH 1H(hopMaIiiitHoi Ta/abo kibepOe3nexu.

— (K® 6). 3naTHicTh BiAHOBJIIOBATH IITaTHE PYHKIIOHYBAaHHS 1H(GOPMAIIHHUX,
1H(opMaIiitHO-TeIEKOMYHIKAIIMHUX (aBTOMAaTH30BaHUX) CHUCTEM IIICJs peamizarii
3arpo3 , 31MCHEeHHs KibepaTak, 3001B Ta B1IMOB PI13HUX KJIACIB Ta MOXOKEHHS.

— (K® 7). 3patHicTh BHpPOBAKYBaTH Ta 3abesnedyBaTH (YHKIIIOHYBAHHS
KOMILJIEKCHMX CHCTEM 3aXUCTy 1H(opMallii (KOMIUIEKCH HOPMAaTHUBHO-IIPABOBUX,
OpraHizamiifHuX Ta TEXHIYHHUX 3acO01B 1 METOIB, IPOLEAYP, TPAKTUIHUX MPUHOMIB
Ta 1H.)

— (K® 8). 3parHicTh 3MIMCHIOBATH MPOIEAYPU YIPABIIHHS IHIMICHTAMH,
IIPOBOJIUTH PO3CIIITyBaHHA, HAJJaBATU iM OIL[IHKY.

— (K® 9). 3parmicTh 3ailicHIOBaTH TpPOQEciiiHy MisUTBHICTH HA OCHOBI
BIIPOBA/PKEHOI CUCTEMHU YIPaBIiHHS 1H(OpMaIIiHOIO Ta/a00 KibepOe3neku.

— (K® 10). 3maTHICTh 3aCTOCOBYBATH METOJIM Ta 3aCO0M KPUMNTOrpadigHOro Ta
TEXHIYHOT0 3aXucTy 1H(}opMali Ha 00’ ekTax 1HGOPMAIIIITHOT TISITEHOCTI.

— (K® 11). 3naTHICTh BUKOHYBAaTH MOHITOPHHI TPOIECIB (YHKIIIOHYBAHHS
iHopMmamiiHux, 1H(QOpMAIIHHO-TEIEKOMYHIKAIIMHUX (aBTOMAaTHU30BaHUX) CHCTEM
3T1JTHO BCTAHOBJICHOI MOITHKY 1H(OpMaIliiiHOT Ta/abo KibepOe3neKH.

— (K® 12). 3natHicTh aHATI3yBaTH, BUABJISATH Ta OLIHIOBATH MOYKJIMBI 3arpo3H,
Ypa3MMBOCTI Ta JecTaOuI3yr4l YWHHUKK 1H(GOPMAIIMHOMY TIPOCTOPY Ta
iH(opMaIIiHUM pecypcaM 3TiTHO 3 BCTAHOBJICHOIO TOJITUKOI 1H(POPMAIIHHOT
Ta/abo kibepOe3neKu.

4. Ilporpamui pe3yiabTaTu HaBYaHHS. B pe3ynbTaTi BUBUEHHS AUCHUILIIHUA
CTYACHTH MalOTh JOCATTH TaKi MPOTpamMHi pe3yibTaTh HaBYaHHS:

— (ITPH 1). 3acrocoByBaTH 3HaHHS AEPKABHOI Ta 1HO3EMHHX MOB 3 METOIO
3a0e3ne4eHHs ePEeKTUBHOCTI MPOQPECIHHOT KOMYHIKaLIIi;

— (ITPH 2). OpranizoByBatu BiacHy mpoQeciiiHy TisuIbHICTh, 00UpaTh
ONTUMAJIbHI METOJI Ta CIIOCOOU PO3B’A3yBaHHS CKJIAIHUX CIEIlaTi30BaHUX 3a/1a4 Ta
MPaKTUYHUX MPpobJieM y npodeciiiHii TIsITEHOCTI, OLIHIOBATH 1XHIO €()eKTUBHICTD;

— (ITPH 3). BukopucToBYBaTH pe3yabTaTH CaMOCTIHHOTO IMOIIYKY, aHAi3y Ta
cuHTe3y 1H(opMaIllii 3 pi3HUX JKepen s ePEeKTUBHOTO PIIICHHS CIeIiali30BaHuX
3a/1a49 poeCciiHOT TiSIBLHOCTI;

— (ITPH 4). AmnHamisyBaTH, apryMEHTYBaTH, NIpHUHAMATH PIMICHHS MpU
pO3B’sI3aHHI CKJIAJIHUX CIICMIAi30BaHUX 3a/ad Ta MPAKTHYHUX MPOOJIeM Y
npodeciiiHiil  IsUVIBHOCTI, SIKI XapaKTepU3YIOThCSl KOMIUIEKCHICTIO Ta HEMOBHOIO
BHU3HAYEHICTIO YMOB, BI/INOBIIATH 3a MPUNUHATI PILLICHHS;

— (ITPH 5). AnmanTyBaTHCsi B yMOBax 4acTol 3MiHM TEXHOJOTIH NpoQeciitHOl
JUSTTBHOCTI, MPOTHO3YBATH KIHIEBUN PE3YNbTaT;



— (ITPH 6). KpuTHyHO OCMHC/IIOBATH OCHOBHI TEOPil, MPUHIIMIIN, METOIU 1
MOHSTTA Y HaBUaHH1 Ta MPoQeciiHiil TISTbHOCTI;

— (ITPH 7). HdisTH Ha OCHOBI 3aKOHOJABYOi Ta HOPMATHBHO-IIPABOBOI 0a3u
YkpaiHu Ta BUMOT BIAMOBITHUX CTaHAAPTIB, Y TOMY YMCI1 MDKHApOJIHUX B Taiy3i
iH(popMarriiiHoi Ta /abo kidepOe3mnekw;

— (ITPH 8). I'oTyBaTH IPOMO3MIIii 10 HOPMATUBHUX aKTIB MO0 3a0€3ICUCHHS
iH(pOopMarriiiHoi Ta /abo kibepoOe3mnekw;

— (ITPH 9). BupoBamxyBaTu mporiecu, o 0a3yloThCS Ha HAIIOHAIBHUX Ta
MDKHApOJHUX CTaHJapTaxX, BUSABJICHHs, 1eHTHdIKAIli, aHali3y Ta pearyBaHHS Ha
IHIUJICHTH 1HGOpMaIlIiHOT Ta/abo KibepOe3neKu;

— (ITPH 10). BukonyBath aHali3 Ta JACKOMIIO3MIIO iH(OPMALIHHO-
TEJIEKOMYHIKAI[IHHUX CUCTEM;

— (ITPH 11). BukonyBatu anaii3 3B’s3KiB MiX 1HOOPMALIHHUMU MPOIIECAMHU
Ha BIJIJJAJICHUX O0UYMCITIOBAJILHUX CUCTEMAX;

— (ITPH 12). Po3po06iaTu Mo 3arpo3 Ta MopyIHuKa;

— (ITPH 13). AmnamizyBaTH MpOEKTH iH(DOPMAIIHHO-TEIEKOMYHIKAI[IHHIX
cucTeM 0a3ylo4lCh Ha CTAHIAPTH30BAHMX TEXHOJIOTISIX Ta MPOTOKOJAX Mepeaadi
JaHWX;

— (ITPH 14). BupimryBaTu 3aBaaHHS 3aXHCTy mporpam Ta iHdopmarii, o
o0poOnsieTbcss B 1H(POPMALIIHO-TEIEKOMYHIKALIIMHUX ~ CHUCTEMaX MpOrpaMHoO-
anmapaTHUMH 3aco0amMu Ta JaBaTH OIIHKY pPEe3yJIbTaTUBHOCTI SKOCTI MNPUMHSITHX
pILICHB;

— (ITPH 15). BukopuctoByBaTu cydacHe IMpOrpaMHO-arnapaTtHe 3a0e3redeHHs
1H(}OopMaIIHHO-KOMYHIKALIMHUX TEXHOJOT1H;

— (ITPH 16). PeamizoByBaTH KOMIUIEKCHI CHCTEMH 3aXUCTy iH(opmaiii B
aBTomMaTu3oBaHux cucremax (AC) opranizaiii (IAMpPUEMCTBA) BIMOBITHO IO BUMOT
HOPMATUBHO-TIPABOBUX JIOKYMEHTIB;

— (ITPH 17). 3abe3nedyBaTH TPOIECH 3aXUCTy Ta (YHKIIIOHYBAHHS
1H(pOpMaIITHO-TETEKOMYHIKAIITHUX (aBTOMAaTU30BaHUX) CUCTEM Ha OCHOBI IIPAKTHK,
HAaBUYOK Ta 3HaHb, IIOJI0 CTPYKTYPHUX (CTPYKTYPHO-JIOTIYHUX) CXEM, TOMOJOTIi
MEpEeX1, Cy4daCHUX apXITEKTyp Ta MOJEJIeH 3aXUCTy eJIEeKTPOHHMX 1H(OpPMAaIIMHUX
pecypciB 3 BiJOOpaKEHHSIM B3a€MO3B’S3KIB Ta 1H(QOpMAIIHHUX MOTOKIB, MPOIECIB
JIJISl BHYTPIIIHIX 1 B1IJTaJIGHUX KOMIIOHEHT;

— (ITPH 18). BukopucToByBaTH NpOTpaMHi Ta MpPOTPaMHO-araparHi
KOMITJIEKCH 3aXUCTY 1H(HOPMAIIIHHUX PeCcypcCiB;

— (ITPH 19). 3actrocoByBat TeOpil Ta METOMU 3aXUCTy IS 3a0e3MeUeHHS
oe3mneku iHpopMallii B iHHOpMAITIITHO-TETIEKOMYHIKAIIITHIX CHUCTEMAX;

— (ITPH 20). 3a0e3mneuyBatu (YHKI[IOHYBaHHS CIEI[IAIBHOTO MPOrPaAMHOTO
3a0€3MeUeHHs, MO0 3aXUCTy 1HOpMaIlii BiJ] pyHHYIOUMX MPOTPAMHUX BIUIMBIB,
PYHHYIOUHX KOAIB B IHPOPMAIIHHO-TEICKOMYHIKAIIMHUX CUCTEMAX;

— (ITPH 21). BupimyBatu 3ama4i 3a0e3ledeHHs] Ta CYNpOBOAY (B.T. YHCII:
OrJIsii, TECTYBaHHS, MIA3BITHICT) CUCTEMHU YIPABIIHHSA JIOCTYNIOM  3T1JIHO
BCTAHOBJIEHOT TMOJITHMKKM Oe3nmeku B  1HPopMauiiHuX Ta  iH(MOpMaIiiHO-
TEJEKOMYHIKaLIHUX (aBTOMAaTU30BAHKUX ) CUCTEMAX;



— (ITPH 22). BupimyBaTu 3ama4i yopaBiiHHSA MpoleaypaMu iaeHTugiKarii,
aBTeHTU(iKaIlli, aBTOpHW3allii TMpomeciB 1 KOpHUCTyBadiB B iHMOpMaIliiiHo-
TEJICKOMYHIKAIIMHAX CUCTEMaXx 3TiTHO BCTAHOBJICHOI MOMITHKY iH(popMaiiHoi 1\abo
KibepOe3meKxu;

— (ITPH  23). Peami3oByBaTH 3axoad 3  MNPOTHAIl  OTPUMAaHHIO
HECAHKI[IOHOBAHOTO JIOCTYNy 10 I1H(oOpMamiifHUX pecypciB 1 TPOLECIB B
iHpopMariiHux Ta  1HGOpPMaIIHHO-TEICKOMYHIKAIIIMHUX  (aBTOMaTU30BaHUX)
CHUCTEMaX;

— (ITPH 24). BupiuryBaTu 3a7adi ynpaBaiHHS JOCTYIIOM 10 iH(pOpMAaIiiHuX
pecypciB Ta mporeciB B iH(opMamiiiHux Ta i1H(OpMAaIiHO-TEICKOMYHIKAIIHHUX
(aBTOMATH30BaHUX) CHCTEMax Ha OCHOBI MOJEJNEW YIPaBIiHHSA JIOCTYIIOM
(MaHIATHUX, TUCKPELIMHUX, POJHOBUX ),

— (ITHP 25). 3abe3neuyBaTv BBEACHHS IMiJ3BITHOCTI CHCTEMH YIPaBITiHHS
JIOCTYTIOM JI0 €JIEKTPOHHHUX 1H(OpPMAIIHHUX PECYPCIB 1 MpoIlleciB B 1HGOpMAIIITHUX
Ta  1HQOPMaLIMHO-TEIEKOMYHIKAIMHUX  (AaBTOMATU30BAHMX)  CHCTEMax 3
BUKOPUCTaHHAM >KypHaIIB peecTpauli Mo, iX aHali3y Ta BCTAHOBJIEHUX MPOLEAYp
3axXUCTY;

— (I[TPH 26). BnpoBamxyBaTu 3ax0au Ta 3a0e3nedyBaTi peaii3allifo MporeciB
NONEPEKEHHSI OTPUMAHHIO HECAHKI[IOHOBAHOTO JIOCTYIY 1 3aXUCTY 1HPOpMAaLIITHUX,
1H(OpMaIITHO-TEIEKOMYHIKAIIMHUX ~ (aBTOMAaTU30BaHUX) CHUCTEM HAa  OCHOBI
€TAJIOHHOT MOJIEJI B3a€EMO/I1i BIIKPUTHUX CUCTEM;

— (ITPH 27). BupimryBaTu 3a1avi 3aXHCTy MOTOKIB JaHHUX B 1H(POPMALIHHUX,
1H(}OpMaIIHHO-TEIEKOMYHIKAI[IHHUX (aBTOMAaTU30BaHUX) CUCTEMAX;

— (ITPH 28). AHanizyBaTd Ta MPOBOJUTH OIHKY €()EKTHBHOCTI Ta PIBHS
3aXUIIEHOCTI pecypciB pi3HUX KiaciB B 1HQopMaliiHuX Ta 1HpOpMaIliitHO-
TEJCKOMYHIKaIlIMHUX  (aBTOMATH30BaHWUX) CHUCTEMax B  XOAl  IPOBEICHHS
BUIIPOOYBaHb 3TiTHO BCTAHOBJICHOT MOJIITUKH 1H(POpMaIiiiHOT Ta\abo KibepOe3nekH;

— (ITPH 29). 3aiiicHIOBATH OILIIHIOBAHHS MOKJIMBOCTI peatizarlii MOTEeHIIHHUX
3arpo3 1H(opmaiii, mo oO0pobseTbcss B 1HGOPMAIIMHO-TEICKOMYHIKAIIHHUX
cUCTEMaxX Ta €(PEKTUBHOCTI BUKOPHCTAHHS KOMIUIEKCIB 3aCO0IB 3aXUCTy B YMOBAaxX
peaizailii 3arpo3 pi3HUX KJaciB;

— (ITPH 30). 3nilicHIOBaTH OLIHIOBAaHHS MOJIMBOCTI HECAHKI[IOHOBAHOTO
JIOCTYIY JI0 €J€MEHTIB 1H()OpMalIifHO-TEIEKOMYHIKAI[IHHUX CUCTEM;

— (ITPH 31). 3actocoByBaTH TeOpil Ta METOAU 3aXUCTy IS 3a0e3MeueHHs
Oe3MeKku eIeMeHTIB 1H(POPMaIIHO-TEJICKOMYHIKAIIMHIX CUCTEM;

— (ITPH 32). BupimyBatd 3agadi yOpaBaiHHS MpoLeCaMH BiTHOBJICHHS
IITATHOTO  (PYHKLIOHYBaHHS  1H(OPMAaLIHHO-TENIEKOMYHIKAIIHHUX  CHCTEM 3
BUKOPHCTAHHSAM TMPOIIEAYP pe3epBYBaHHS 3T1JHO BCTAHOBJICHOI MOJIITUKU OE3MEKH;

— (TTPH 33). BupimyBatu 3ama4i 3a0e3meycHHs Oe3mepepBHOCTI Oi3Hec
MPOIIECiB Opraxi3ailii Ha OCHOBI TEOPIi PU3HUKIB;

— (ITPH 34). IlpwiiMaté y4acTh y po3poOIli Ta BIPOBAPKCHHI CTpaTerii
iHopMaltiitHoi Oe3neku Ta/abo kibepOe3nmeku BIAMOBIAHO 10 IIiJIeH 1 3aBIaHb
oprasizariii;

— (ITPH 35). BupimryBatu 3anadi 3a0€3MeYCHHS Ta CYHPOBOIY KOMILICKCHHX



CHUCTEeM 3axHuCTy 1HdopMallli, a TaKoX MPOTHII HECAHKI[IOHOBAHOMY JOCTYITY 0
iHpopMaIiiHUX pecypciB 1 mporeciB B 1HGoOpMaliiHUX Ta iHQOpMAIlitHO-
TEJICKOMYHIKAIIMHNX (aBTOMATH30BAaHUX) CUCTEMaX 3TiTHO BCTAHOBIICHOI MOJITHKH
iHpopMarriiiHoi i\abo KibepOe3neKu;

— (ITPH 36). BusiBnsaTi HeOe3MMeuHi CUTHAIM TEXHIYHUX 3aC00iB;

— (ITPH 37). BumiproBatu napaMmeTpy HeOS3MEYHNUX Ta 3aBaA0OBUX CUTHAIIB ITi]|
4ac IHCTPYMEHTAJIBHOTO KOHTPOJIO TIPOIECIB 3axXUCTy iH(opMalli Ta BHU3HAYATH
e(eKTHBHICTh 3aXUCTy iH(OpMAIIi BiJI BUTOKY TEXHIYHUMH KaHAJIaMH BiJIITOBITHO /10
BUMOT HOPMATHUBHUX JIOKYMEHTIB CUCTEMHU TEXHIYHOTO 3aXHUCTy 1HhOpMaIlii;

— (ITPH 38). IuTepmperyBaTh pe3yibTaTH MPOBEACHHS CIEMialbHUX
BUMIPIOBaHb 3 BHUKOPHUCTaHHSIM TEXHIYHUX 3aC001B, KOHTPOJIO XapaKTEPUCTHUK
1H(OpMaIIITHO-TEIEKOMYHIKAIIMHUX CHUCTEM BIAMOBIAHO JO BUMOI HOPMAaTHBHHUX
JIOKYMEHTIB CUCTEMH TEXHIYHOTO 3aXUCTY 1H(pOpMaIlii;

— (ITPH 39). IlpoBoautu atectariro (CIUparOYUCh Ha OOJIK Ta OOCTEIKCHHS)
PEXKUMHUX TEPUTOPINA (30H), NPHUMIIIEHb TOIIO B YMOBaxX JOJEPKAHHS PEKUMY
CEKPETHOCTI 13 (DIKCYBaHHSAM PE3YJIbTATIB Y BIANOBIIHUX JOKYMEHTAX;

— (ITPH 40). IurepmperyBaTH pe3yJlbTaTH MPOBEACHHS CHEIiaTbHUX
BUMIPIOBaHb 3 BUKOPUCTAHHSM TEXHIYHHMX 3ac001B, KOHTpOJItO XxapakTepucTuk [TC
BIIMOBITHO JO BHUMOT HOPMATHBHUX JOKYMEHTIB CHUCTEMH TEXHIYHOIO 3aXHUCTYy
1H(popMarii;

— (TTPH 41). 3abe3neuyBaTd HENEPEPBHICTh MPOIECY BEACHHS KYPHAJIB
peecTpaliii Mol Ta IHIUACHTIB Ha OCHOB1 aBTOMaTU30BaHUX IIPOIIEAYD;

— (ITPH 42). BupoBakyBaTu MpoIecH BUBIICHHS, ineHTH(DIKAIT, aHaTI3y Ta
pearyBaHHS Ha IHIIUACHTH 1HpOpMaIIiitHOi 1/a00 KidepOe3neky;

— (ITPH 43). 3acTocoByBaTH HaliOHAJbHI Ta MIKHAPOJHI PEryJIIOIYi aKTH B
cdepi iHGopMaIliiHOi 6e3nekn Ta/ a6o KibepOe3eKu Al pO3CIIiTyBaHHS 1HIUICHTIB;

— (ITPH 44). BupimyBatu 3amadi 3a0e3neucHHS Oe3lepepBHOCTI Oi3HeC-
NpOLIECIB OpraHi3ailli Ha OCHOBI TeOpii pPHU3HMKIB Ta BCTAHOBJIEHOI CHUCTEMU
yIOpaBIiHHA 1H(QOpMALIHOIO 0€3MeKO0I0, 3T1IHO 3 BITYM3HAHUMH Ta MIKHAPOJIHUMU
BUMOTaMH Ta CTaHIapTaMHU;

— (ITPH 45). 3acTocoByBaTH pi3Hi KJacH MOJITHK iH(popMaIiifHoi Oe3mneku Ta/
abo ki0epOe3reku, 1Mo 0a3yloThCs HA PU3UK-OPIEHTOBAHOMY KOHTPOJII JOCTYITY 0
1H(pOpMaIITHUX AKTHUBIB;

— (ITPH 46). 3piiicHOBaTH aHali3 Ta MiHIMI3aIil0 PHU3UKIB 0OpPOOKH
1H(popmarrii B iHPopMaIiiHO-TEICKOMYHIKAI[IHHAX CUCTEMAaX;

— (TTPH 47). BupimyBatu 3agadi 3axucTy iHpopMariii, mo oOpoOseTscs B
1H(DOpMaIIHHO-TEIEKOMYHIKAI[IHHUX CUCTEMax 3 BUKOPUCTAHHSIM CyYaCHUX METO/IIB
Ta 3ac001B KpUntorpadigHoro 3axucty iHhopmarlii;

— (TTPH 48). BukoHyBaTH BIPOBAPKEHHS Ta MIATPUMKY CHCTEM BHUSBJICHHS
BTOPTHEHb Ta BUKOPHUCTOBYBAaTH KOMIIOHEHTH KPHUOTOTPAQidHOTO 3aXUCTy JJIs
3a0e3MeUeHHs] HEOOXIHOro PIBHA 3axuIleHOCTl iHopmalii B iHdopMaIlliiiHo-
TEJIEKOMYHIKAIITHUX CUCTEMAX;

— (TTPH 49). 3a6e3neuyBatu Halle)kHe QYHKI[IOHYBAaHHS CUCTEMH MOHITOPHUHTY
iH(dopMaIlIiHUX pecypciB 1 TMpoleciB B  1HPOPMALIHHO-TEIEKOMYHIKALIHHIX



CUCTEMAX;
— (ITPH 50). 3abe3neuyBatu (YHKIIOHYBAaHHS MPOTPAMHHUX Ta MPOTPAMHO-

amapaTHUX KOMIUIEKCIB BHSBIIEHHS BTOPTHEHb pI3HHX pIBHIB Ta KJaciB
(CTaTUCTUYHUX, CHTHATYPHUX, CTATUCTUYHO-CUTHATYPHUX);

— (IOIPH 51). [IligtpumyBaTu  mpare3iaTHICTh Ta  3a0e3meduyBaTu
KOH(DIrypyBaHHS CUCTEM BUSIBJICHHS BTOPTHEHb B iH(pOopMaIiiiHo-

TEJICKOMYHIKAIIMHIX CHCTEMaX;

— (ITPH 52). BukopucToByBaTH iHCTpYMEHTApii Ui MOHITOPHHTY MPOIIECIB B
1H(OpMaIiTHO-TEIEKOMYHIKAI[IHHUX CUCTEMAaX;

— (ITPH 53). BupimryBaTu 3agavi aHajiidy IPOrpaMHOIO KOAY Ha HasBHICTbH
MO>KJIUBHUX 3arpo3

— (ITPH 54). VYcBimommoBaTH IHHHOCTI TI'POMAaASHCHKOIO
JIEMOKPAaTUYHOT0) CYCIIJIBCTBA Ta HEOOXITHICTh MOro  CTaJioro
BEPXOBEHCTBA MpPaBa, Mpas 1 CBOOOI JIOUHU 1 TPOMaIsTHUHA B Y KpaiHi.

Mixkaucunmiainapui 3B’a3ku. JlucuurmuiiHa 0a3yeThCs Ha yCIX 3HAHHSX,

OTPUMaHUX IIiJi 4aC BUBUYCHHS OOOB’SI3KOBUX KOMIIOHEHTIB MIATOTOBKH Yy MK
3arajibHOi 1 mpodeciiiHol MIArOTOBKHM, TMepeadayeHuX HaBYAIBHUM IUIAHOM
CIELIAIBHOCTI, 30KpeMa:

(BLIIBHOTO
PO3BUTKY,

3. IIporpaMa HaBYAJIbHOI AUCHUILIIHU

Monayas 1.

3microBHui MoayJs 1. IlixroroBka qunaioMHoI podOTH Ta 3aXUCT
Tema 1. Bunauya 3aBananus. IlocranoBka 3agaui.

Tema 2. AnaJjiiz npeaMeTHOI 00J1aCTI.

Tema 3. AHaJ1i3 iICHyIOYHX pillleHb.

Tema 4. Po3po06JieHHs1 Ta/un aHAI3 3aNIPONOHOBAHOTO PillleHHS.
Tema 5. HopmaTuBHO-nipaBoBe 3a0e3ne4eHHs

Tema 6. Po3po0.ieHHS MOSICHIOBAJILHOI 3alIUCKHU.

Tema 7. Po3po0JieHHs1 mpe3eHTalil Ta myOJiYHMIA 3aXHCT.

4. CTPpyKTYpa HABYAJILHOI JUCHUILIiHU

KinpKicTh roauu
. .. lenna ¢hopma
Ha3Bu 3micToBUX MOAYJIIB 1 TEM ,
Yceporo Y Tomy umncmi
1 | m | mab. C. p.
1 2 3 14| 5 6
Moayas 1

3microBHuit MoayJb 1. IliAroroBka TUIJIOMHOI pOOOTH TA 3aXUCT

Bupnaua 3aBmanns. IlocranoBka 3amaui 2 2
AmHati3 npeaMeTHOT 001acTi 30 30
AHai3 iCHyI0YMX pillleHb 30 30
Po3poGiieHHs Ta/au aHai3 40 40




3aIPOMOHOBAHOTO PillIEHHS

HopmaTtuBHO-TIpaBOBe 3a0€3MeUeHHS 20 20
P03p0o06IIeHHS MOACHIOBAILHOT 3AIIUCKH. 146 146
Po3poGnenns npesenraiii Ta myoaigHui 2 2
3aXHCT

Pa3om 3a 3micToBHUM MoayJjem 1 270
Ycbhoro roavH 270 270

5. Temu ceMiHAPCHKHMX 3aHATH

KinpkicTs roauu

Ne
o/ Haza Temn Jenna dopma
HaB4YaHHA
1 He nepeobaueno
Pazom
6. TeMu NpPaAaKTHYHUX 3aHATH
No KinekicTs rogua
. /;1 HazBa Temn Jenna popma
HaB4YaHHA
1 He nepeobaueno
Pazom
7. Temn 1a00paTOPHUX 3aAHATH
No KinbkicTts rogun
A/ Ha3zBa temu Tlerna bopma
HaB4YaHHA
1 He nepeobaueno
Pa3zom
8. Camocriiina podoTa
No Kinbkicts rogun
S/ Ha3zBa temu Tlenta Gopva
HaB4YaHHA
1 Bunaua 3aBnanus. [loctanoBka 3aga4i 2
2 | Anani3 npeameTHoi o0acTi 30
3 | AHaui3 iCHYIOYHX pIIICHb 30
4 | Po3pobiienHs Ta/uu aHami3 3alpOMOHOBAHOTO PIIIEHHS. 40
5 | HopmaTtuBHO-TIpaBOBe 3a0e3MeYeHHS 20
6 | Po3poOneHHs mosICHIOBaIBbHOT 3aITUCKHU. 146
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7 | Po3pobnenns npe3eHTarlii Ta myoiyHui 3aXUCT 2

Pazom 270

9. InguBixyanbHi 3aBJaHHS

[HnuBiMyanbHe 3aBIaHHA Ha TUIUIOMHY POOOTY MOTOKYETHCS 3 AUIUIOMHHM
KEPIBHUKOM.

10. MeToan HABYAHHSA

[IpoBeneHHsT KOHCY/IbTAIll, a TaKoX caMOCTiHHa poboTa CTYIEHTIB 13
BUKOPHUCTAHHS BIAMOBIAHUX MaTepiamiB (.14, m. 15).

11. MeToau KOHTPOJII0

[TincyMKOBHIA KOHTPOJIb Y BUTJISAIL MTyOJIIYHOTO 3aXHUCTY .
12. Kpurepii oniHiOBaHHS Ta po3noij 0aaiB, AKi OTPUMYIOTH CTYI€HTH

12.1. Po3nonin OamiB, SKI OTPUMYIOTh CTYJIEHTH (KUIbKICHI ~KpHTepli
OL[IHIOBAHHS )

CkJ1a1oBi HaBYAIBHOT banu 3a onHe Kinbkicth CymapHa
poboTu 3aHSTTS (3aBJaHHS) 3aHATh KUIBKICTh OaliB
(3aBJ1aHb)
3micToBHMI MOaYJIb 1
CamocriiiHa po6oTa 0...65 6 0...65
[1y6niuHmMit 3axucT 0..35 1 0...35
Ycboro 3a cemecTp 0...100

12.2. SIxicHi kpuTepii OI[IHIOBaHHS

JluniomHa poboTa Mae OyTH BUKOHAHA y BIJMOBIJHOCTI A0 3aKpIIJIEHOI TEMH,
odopmiieHa 3TiAHO 3aTBEP/KEHUX BUMOT JO JUINIOMHHUX POOIT 1 CBOEYACHO
MPEACTABIICHA IO 3aXUCTy. ABTOP AUIUIOMHOI pOOOTH MOBUHEH MPOJEMOHCTPYBATH:
BMIHHS ~ JIOTIYHO Ta  apryMEHTOBAaHO  BHUKJIAJaTH  MmaTepiall,  KOPEKTHO
BUKOPUCTOBYBAaTU CTATUCTUYHI, MaTeMAaTUYHI Ta 1HII METOAMU, TMPOBOJUTH BJIACHI
JOCIIIJIKEHHS; BOJIOJIHHS HaBUYKaMHU Yy3arajJlbHeHHs, (OpPMYJIIOBaHHS BHCHOBKIB;
BMIHHS MpauioBaTd 3 1HQOpMaUIiHUMU JpKepelaMu; BMIHHS 1HIIIIOBaTH Ta
OOTpYHTOBYBATH 1HHOBAIIMHI MIIXOH IO BUPIIMICHHS MPOOJIEMH, IO JOCIIIKYEThCS.
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12.3. Kputepii oriHrOBaHHS POOOTH CTYACHTA IIPOTITOM CEMECTPY

KpuTtepisimu o1iHIOBaHHS AUIIJIOMHOI POOOTH €:
— YITKICTh, MOBHOTA Ta IOCTIIOBHICTE PO3KPHUTTA KOXKHOTO IMUTaHHS 1
TEMHU pOOOTH B IIIOMY;
— BIJICYTHICTB oporpadiyHuX 1 CHHTAKCHYHHUX TOMUJIIOK;
— npaBWIbHE OPOPMIIEHHS pOOOTH BIJIMOBIIHO IO CTaHAAPTIB.

O11iHKa BU3HAYA€ETHCS AK CyMma 0amiB 3a CyTh, 0(OPMIICHHS 1 MPEACTABICHHS JI0
3aXUCTY 3TAHO 3 HACTYITHOIO OPIEHTOBHOIO IIKAJIOIO:

1. 3aoosinvno (60-74). TlokasatTm MiHIMyM 3HaHb Ta YyMiHb. YMITH
OOIpYHTYBaTU TeMy (aKTyaJbHICTh, IPAKTUYHY 3HAUUMICTh, C(OPMYIIIOBATH METY 1
3aBlaHs poOOTH); MPOJEMOHCTPYBATU pPE3YyJbTaTH OTJISAY MIAXOJIB, aHai3y
ICHYIOUMX PpIlIEHb; MPOJEMOHCTPYBaTH pPE3YJAbTATH JIOCHIIHUIBKOI YacCTHHU
(BUKOHAHHS NOCTaBJICHUX 3ajlad, OTPUMaHI Pe3yibTaTHU MiJ HarJsJOM KEpIBHUKA,
IPOEKTYBaHHS, PO3POOJIEHHS TOIIO); YMITU NpaLlOBaTH HaJ JUIUIOMHOIO pOOOTOIO
BIIPOJIOBXK CEMECTPY MiJl HATJIAOM JUILIOMHOTO KEpIBHUKA.

2. Moope (75-89). Trepmo 3HATH HEOOXITHHMN OOCST 3HAHb JJIA OJCPIKAHHS
NO3UTUBHOI OIIHKH, MPOJAEMOHCTPYBaTH pE3yJIbTaTU OISy MiIXOIIB, aHali3y
ICHYIOUHX pIllI€Hb, Ta 3p000TH MOCTAHOBKY 3ajaul; MPOJEMOHCTPYBATH PE3yJbTaTh
JOCTIAHUIBKOT 4YacTHUHU (BUKOHAHHS TOCTABJIICHMX 3aJad, CAMOCTIHHO OTpUMaHi
pe3yabTaT, MPOEKTYBAHHS, PO3POOJICHHS TOIIO); YMITU CAaMOCTIMHO Ta PUTMIYHO
MPAaIOBaTH HAJl AUIIJIOMHOIO POOOTOIO BIPOJOBK CEMECTPY.

3. Biominno (90-100). BigMiHHO 3HATH Ta JEMOHCTPYBATH IIiJ] 9ac 3aXUCTY
JTUTIIOMHOT POOOTH HEOOXIAHUN OOCST 3HAHb JIA OJEp KaHHS MO3UTHUBHOI OIIHKHU.
YMiHHA (GOpMYJIIOBATH HAOpSIMU  MOAANBIIMX AOCTIIKEHb, 3alpPONOHOBYBATU
nokpanieHds. J[OCKOHanbHO 3HATH BCl TEMU Ta YMITH iX 3aCTOCOBYBAaTH. Y MITH
CaMOCTITHO Ta PUTMIYHO TPAIlOBAaTH HaJ JUIUIOMHOIO POOOTOI0 BIPOJIOBK
ceMecTpy.

Posnozin 6amniB, ki OTPUMYIOTH CTYJICHTH 32 BUKOHAHHS JUIIJIOMHOT POOOTH

[TosicHIOBaTbHA 3aIKCKa 3axuct podboTn Cyma
10 65 1o 20 100

IlIkana ouiHoBaHHsA: 0ajJbHAa I TpaauIiiHA

Cywma Ganis OL[iHK.a; 3a TpazfnuiﬁHom [IKAJIOIO |
IcniuT, nudepenuiiioBanmii 3amik 3anik
90 - 100 BigMminzo
75—89 Hobpe 3apaxoBaHo
60 — 74 3a/10BUTLHO
0-59 He3anoBibHO He 3apaxoBano
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13. Metoanune 3a0e3neueHHs

HaByanbHO-METOAMYHUN KOMIUIEKC MICUMIUIMHM PO3MIIIEHUH Yy CcHucTeMi
yIpaBiHHSA KypcaMu Kadeapu KOMIT IOTEPHUX CUCTEM, MEPEXK Ta KibepOe3neKu.

Cucrema ympaBiiHHS Kypcamu Kadeapu KOMIT IOTEPHUX CHCTEM, MEpEexK 1
kibepoesmeku [En. pecypc]. URL: https://elearn.csn.khai.edu

14. PexoMen0BaHa JiiTepaTypa

ba3oBa

1. bBackakoB A. f. MeTomonorus HAyqYHOTO UCCIEAOBaHUS : yuel. moco0. st
ctyaeHtoB By30B / A. Sl. backakos, H. B. TynenkoB ; Mexpernon. Akagemus ymp.
[lepconamom. — Kwues, 2002. — 216¢. Iudp: 001 b27. — Pexum nmocryma:
http://library.khai.edu/catalog.

2. Konecuuko O. B. OcHOBH HayKOBHUX JOCHIIKEHb : HaBY. mocid. — 2 -re
BuJl. Burp. Ta jaoin. / O. B. Konecuukos. — Kuis : LlenTp yuboBoi miteparypu, 2011. —

144 C. Pexum JNOCTyIY:
http://www.immsp.kiev. ua/postqraduate/BlbI|oteka trudy/OsnjvyMetDoslilKolesnyk
ov2011.pdf

3. Kymmnapenko H. M. HaykoBa 00poOka nokymeHTIB : miapyunuk / H. M.
Kymnapenko, B. K. Ynanosa. — 3-te Bun. — Kuis : 3nanns, 2006. — 332¢. ludp 02
K96. — Pexxum noctyny: http://library.khai.edu/catalog

4., Oumnerako A. C. OCHOBM HAyKOBHMX JOCHIKEHb : KOHCIEKT JEKIH :
nocionuk: rpud MOH Vkpaiau / A. C. ®iminenko. — KuiB : AkagemBuaas, 2004. —
208 c. ludp: 001 ®53. — Pexum noctymy: http://library.khai.edu/catalog

5. llleitko B. M. Opranzamigs Ta METOAUKA HAYKOBO-IOCITIAHUIIBKOI
nispHOCTI © miapydHuK : rpud MOH VYkpainu / B. M. Uleiiko, H. M. Kymnapenxo.
— 5-te BuA., crep. — KuiB : 3nanns, 2006. — 307 c. Hludgp 001 II39. — Pexum
noctymy: http://library.khai.edu/catalog

6. Gorbenko, A., Kharchenko, V., Tarasyuk, O., Furmanov, A.. F(IMEA-
technique of Web Services Analysis and Dependability Ensuring. Lecture Notes in
Computer Science, vol. 4157, pp. 153-167 (2006)

7. Babeshko, E., Kharchenko, V., Gorbenko, A.: Applying F(I)MEA-
technique for SCADA-based industrial control systems dependability assess- ment
and ensuring. In: Third International Conference on Dependability of Computer
Systems DEPCOS- RELCOMEX, pp. 309-315 (2008)

8. Bloomfield, R., Netkachova. K., Stroud. R.: Bloomfield, R. Security-
Informed Safety: If It’s Not Secure, It’s Not Safe. In: Software engineering for
resilient systems lecture notes in computer science volume 8166, pp. 17-32, Springer
Berlin Heidelberg (2013)

9. Dmnamenko, O.0.: OminroBa"Hs 1HGOpMaIIHHOI O€3MeKH CHUCTEM Ha
IMPOTPAaMOBHIN  JIOTIII 3  BHKOPUCTAaHHSAM  KEWCIB:  TaKCOHOMIis, HOTaIIis,

kounerniis. Hayka 1 Texuika [loBitpsanx Cun 36poitnux Cun Ykpainu, Ne 2(31),
c. 97-103 (2018)
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10. Iliashenko, O., Potii, O., Komin, D.: Advanced security assurance case
based on ISO/IEC 15408. In: Theory and Engineering of Complex Systems 3¢rand
Dependability, Proceedings of the Tenth International Conference on Dependability
and Complex Systems DepCoS-RELCOMEX, Advances in Intelligent Systems and
Computing, pp. 391-401. Poland, Brunow (2015) (SCOPUS)

11. O. Imnsmenko, Mertoau 1 3aco0u 3a0C3ICUCHHS BHKOHAHHS BHMOL IO
KiOepOe3nexku CucTeM Ha mporpaMoBHiii jorimi: MoHOrp. / 3a pen. B. C. Xapuenka. —
MinicTepcTBO OCBITH 1 HaykH YKpainu, HaiioHanbHUN aepOKOCMIUYHUIN YHIBEPCUTET
iM. M. €. XKykoscbskoro «XAl», 2019. — 195 c.

JlonomizkHa

1. The Adelard Safety Case Editor - ASCE. In: Adelard.
http://www.adelard.co.uk/software/asce/index.html (2010). Accessed 27 Sep 2018

2. Assurance and Safety Case Environment (ASCE) help manual. In: Adelard,
Version 4.1. http://www.adelard.com/asce/v4.1/download.html (2010). Accessed 27 Sep
2018

3. Stockham, R.: Emphasis on safety. In: Engineering & Technology Magazine.
Vol. 4, Issue 2, pp. 47 — 49 (2009). Accessed 30 Sep 2018

4. Guerra, S., Bishop, P., Bloomfield, R., Sheridan, D.. Assessment and
qualification of smart sensors. In: Nuclear Plant Instrumentation, Control and Human-
Machine Interface Technologies: proceedings of 7th International Topical Meeting 7-11
November 2010. — Las Vegas, pp. 499 — 510 (2010)

5. Nobes, T. S.: Smart instruments in safety instrumented systems. In: InTech,
Vol.56, No.7, pp. 14 — 19 (2009)

6. COBRA - security risk analysis & assessment. http://mww.riskworld.net/
(2018). Accessed 28 Sep 2018

7. Condor - A system for developing and managing information security policies.
Digital Security http://www.dsec.ru/products/kondor/ (2018). Accessed 28 Sep 2018

8. SESAMO. Security and safety modelling. http://sesamo-project.eu. (2018).
Accessed 12 Nov 2018

1) 3akonun YkpaiHu .

1. 3akon Ykpainu «lIpo nepxaBny Taemauio» Bix 21 ciuns 1994, Jlokyment
3855-XII, ynanuit, morouna penakiis — Penakiisa Bix 05.08.2018, miacrasa - 2509-
V111, https://zakon.rada.gov.ua/laws/show/3855-12

2. 3axon Ykpainu «IIpo indopmariron, Big 02.10.92, 1992, JoxkymeHT 2657-
XIl, unaHMH, norouna pepakmis — Pemakmis Big 16.07.2019, mincrasa - 2704-VII,
https://zakon.rada.gov.ua/laws/main/2657-12

3. 3akon Ykpainu «[Ipo HaykoBo-TexHIuHYy iHopmarito» Bix 25.06.1993,
Hoxyment 3322-XIl, yunauii, motouHa penakiis — Pepakmis Big 19.04.2014,
https://zakon.rada.gov.ua/laws/main/3322-12

4. 3akon Ykpainu «IIpo BHeceHHs 3MiH A0 3akoHy Ykpainu "IIpo 3axuct
iH(popMaIlli B aBTOMaTU30BaHUX cuctemaxy, JlokymenT 2594-1V, ynHHUiA, MOTOYHA
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penakiiisi — Ipuitasrrs Big 31.05.2005, https://zakon.rada.gov.ua/laws/main/2594-
15

5. 3akon VYkpainm «lIpo 3axuct iHdopmamii B iHOpMaIliitHO-
TEJCKOMYHIKaIWANX cuctemax», 1994, Jlokyment 80/94-BP, uywnHUl, motouyHa
penakmiss — Pemakmis Big 19.04.2014, https://zakon.rada.gov.ua/laws/main/80/94-
%D0%B2%D1%80

6. 3akon Ykpainu «IIpo HarionaneHy cucremy KOH(iIEHIIHHOTO 3B'S3KY»,
2002, Hoxyment 2919-1ll, ynnnuii, norouna penakimis — Pemakmis Big 19.04.2014,
https://zakon.rada.gov.ua/laws/main/2919-14

7. 3axon Ykpainu «[Ipo HamioHanbHy Oe3neky Ykpainm» JlokymeHT 2469-
VIIl, uuaHUH, noTtouHa  penakmis —  [lpuwitarrs  Big  21.06.2018,
https://zakon.rada.gov.ua/laws/main/2469-19

8. 3akon VYkpainum «lIpo ocHoOBHI 3acamu 3a0e3nedeHHs KibepOe3neku
VYkpainny, 2017, Jokyment 2163-VIII, unnnamii, moroyHa penakiiis — Penakiiis Bij
08.07.2018, https://zakon.rada.gov.ua/laws/main/2163-19

9. Vka3 Ilpesunenta Ykpainu «IIpo 3axomm mono 3axucty iH(OpMamiifHuX
pecypciB nepxkasu» Big 10.04.2000, Hoxyment 582/2000, moTroyHa penakiiiss —
[MpuiiasTrs Big 10.04.2000, https://zakon.rada.gov.ua/laws/show/582/2000

10. Vka3 mpesunmenta ykpainum «[Ipo IlonokeHHS TpPO TEXHIYHWM 3aXHCT
iHopMmaiii B Ykpainin, Jokyment 1229/99, morouna penakuis — Penakiis Biag
04.05.2008, https://zakon.rada.gov.ua/laws/show/1229/99

11. TlocranoBa Kabinery MinictpiB Ykpainu Big 8 xoBTHs 1997 p. N 1126
«IIpo 3arBepmxenHss Konimeniii TeXHIYHOro 3axuCTy iH(popMmalii B YKpaiHi».
HoxymeHnt 1126-97-n, motouna penakiiis — Pepakmis Big 13.10.2011, miacrasa -
938-2011-m. https://zakon.rada.gov.ua/laws/main/1126-97-%D0%BF

2) Ykasu [Ipe3unenta Ykpainm.

1. Nel556 or 07.11.2005 "IIpo nponepxaHHS TMpaB JIIOAWHU TIiJT 4Yac
IIPOBEJICHHSI ONEPATUBHO-TEXHIUHUX 3aX0/IIB".

2. Ne 891 Bix 24.09.2001 poxy "IIpo gesiki 3aX0Au MIOAO 3aXHUCTY ACPKABHUX
1H (hopMarLiitHUX pecypciB y Mepekax nepeaadi JaHux'".

3. Ne582 Bim 10.04 2000 poxky "IIpo 3axomu momo 3axucTy iHGOpMaIIHHUX
pecypciB aepxxaBu”

4. Ne 1229 Bin 27.09.1999 poxky "IIpo IlonoxeHHST PO TEXHIYHUHN 3aXUCT 1H
dbopmartii B Ykpaini".

5. Ne 505 Bim 22.05. 1998 poxky "IIpo IlosoxeHHsT Tpo MOPSIOK 3MIMCHEHHS
KpunrorpadiyHoro 3axucty iHpopMmaiii B Ykpaini'.

3) Hocranosu KMY

1. TlocranoBa KM Bix 29 6epesns 2006 p. N 373 " Ipo 3aTBepmxenns [IpaBun
3a-0e3neueHHs 3axucty 1H(opmalli B iHGOpMALIITHUX, TEIEKOMYHIKAIMHUX Ta 1H
dbopmaliiifHo-TeJIeKOMYHIKaIiiHUX cucremax”

2. KM VYxkpainu [loctanoBa KM, Big 03.08.2005 p. N 688 "IIpo 3aTBepakeHHs
[Tonoxenuss npo Peectp iHbOpMaliiiHUX, TeNIEKOMYHIKAIIMHUX Ta 1H(OpMaIiiHO-
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TEJEKOMYHIKAlIMHUX CHUCTEM OpraHiB BUKOHABYOI BJIaJIM, a TAKOX IMIJIPHUEMCTB,
YCTaHOB 1 OpraHizarliii, o HajuxexaTh 10 cQepu iX ynpaBiiHHA"

6. KM Vxkpainu IlocranoBa KM, Bim 28.10.2004 p. N 1452 "IIpo
3aTBepkeHHs [lopsaky 3acTocyBaHHS €IEKTPOHHOTO HU(POBOTO MIAMUCY OpraHaMu
JIep’KaBHOI BIIQAM, OpraHAMH MICIEBOTO CAMOBPSAYBaHHS, MIANPUEMCTBAMH,
yCTaHOBaMU Ta OpraHizalisiMu Jep>kaBHOT (OpMHU BIACHOCTI"

3. KM Vxkpaimn IlocranoBa KM, Bim 28.10.2004 p. N 1453 "IIpo
3aTBEp/KEHHS THUMOBOTO MOPSAKY 3A1MCHEHHS EJIEKTPOHHOTO JOKYMEHTOOOITY B
opraHax BUKOHaB4Oi Biajau"

4. KM Vkpainu IlocranoBa KM, Bix 28.10.2004 p. N 1454 "Ilpo
3atBepmkeHHs [lopsaky 000B's13K0BOI Mepeiayl JOKyMeHToBaHO1 iHdopMmarii"

5. KM Vkpainu IlocranoBa KM, Bim 16.11.2002 p. N 1772 "Ilpo
3arBep/keHHsl [lopsiiky B3aemomii OopraHiB BUKOHABYOi BJIaJy 3 MUTaHb 3aXUCTY
NepkaBHUX 1H(GOpMAIITHUX pecypciB B 1H(QOpMAIIHHUX Ta TENEKOMYHIKAIiHHUX
cucremax"

6. KM VYkpainu [TocranoBa KM, Bix 04.02. 1998, N 121 "IIpo 3aTBepIKeHHS
nepeniky OOOB'SI3KOBHX €TamiB poOIT MiJ 4Yac NPOEKTYBaHHS, BIPOBAKEHHS Ta
eKCILTyaTallii CUCTeM 1 3ac001B aBTOMaTU30BaHO1 0OPOOKH Ta nepeaayl JaHux"

7. KM VYxkpainu [ToctanoBa KM, Bix 08.10.1997, Ne 1126 "IIpo 3atBepKeHHs
KoHuenuii TexH1yHoro 3axucty iHdopmarli B Ykpaini"

8. KM Vkpainu IlocranoBa KM, Big 16.02.1997, Nel80 "IIpo 3aTBepmKeHHS
[TonoxeHHst Mpo 3a0€3MEeUEeHHS PEKUMY CEKPETHOCTI MiJ yac 00poOku iHdopMarii,
1110 CTAHOBUTH JEpXKaBHY TAEMHHUIIIO, B aBTOMAaTU30BaHUX cucTemax".

4) HopMaTHBHi T0KyMEeHTH.

1. HJ T3I 2.7-008-08 "Bumoru Ta pexomMeHpalii 13 3a0e3MeUYeHHS 3aXHUCTY
MOBHO1 1H(poOpMaIlii BiJi BUTOKY aKyCTHYHHM Ta BIOpO-aKyCTHUYHHMM KaHaJIaMH.
MeTtoanyHi BKa31BKH."

2. HJI T3I 2.3-017-08 "MeToauka KOHTPOJIIO 3aXUIIIEHOCTI MOBHOI iH(opmarrii
B1Jl BUTOKY aKyCTUYHHUM Ta BIOPO-aKyCTUYHUM KaHajIamu"

3. HJI T3I 2.2-006-08 "3axuct indopmamii Ha 00'exTi iH(MOpMAaIiHHOT
nismpHOCTl. HOpMu  mpoTuAli TeXHIYHIM pO3BIALI B aKyCTUYHOMY 1 BiOpo-
aKyCTUYHOMY KaHajlax BUTOKY MOBHOI 1H(opmarii".

4. HJ T3I 2.2-003-06 "Ilpotumis texHiyHuM po3Bigkam. Hopmu 3 mpotumii
3aco0aM paJIioI0KaIiiHOT pO3BIIKH"

5. HJ T3I 2.3-010-06 "IIpoTuaist TeXHIYHUM pO3BiAKaM. MeToArKa KOHTPOJIO
e(eKTUBHOCTI MPOTHIi 3ac00aM pasioIOKaIIfHOT PO3BIIKH"

6. HJ T3I 2.4-003-06 "TIpoTuais TexHIYHUM poO3BiAKaM. PekoMmeHmarii 1momo
mpoTUIli 3acobam patioiaoKaIiiHoi po3Biaku"

7. HJI T3I2.3-011-06 "TIpoTumis TeXHIYHUM po3BiAKaM. MeTOANKNA KOHTPOJIIIO
BUKOHAHHSI HOPM 3 MpOTUIIi 3aco0aM (oTorpadiyHoi Ta ONTUKO-CIEKTPOHHOI PO3-
B1JIOK".

8. HJ T3I 2.4-004-06 "IlpoTumisi TexHIYHMM po3BiAkaM. Pexomenmarii 3
npoTuli 3acobam oTtorpadiyHOi Ta ONTUKO-EJIEKTPOHHOI PO3BIIOK" .

16



9. HJ T3I 1.6-002-03 "ITpaBuna noOya0BHU, BUKIAJAEHHS, O(POPMIICHHS Ta I103-
HAYCHHS HOPMATUBHUX IOKYMEHTIB CUCTEMHU TE€XHIYHOTO 3aXUCTy 1H(opmarii"

10. H/{ T3I 2.5-010-03 "Bumoru no 3axucty iHpopmarnii WEB-ctopinku Big
HECaHKI[IOHOBAHOTO JIOCTYIy"

11. 11. HJ T3I 2.5-008-2002 "Bumorwu i3 3axucty KoHQiaeHIiHHO0T 1H(opMarii
BiJl HECAHKIIIOHOBAHOT'O JOCTYIY IiJl yac 0OpOOICHHS B aBTOMAaTHU30BAHUX CHCTEMax
Kiacy 2"

12. HJI T3I 4.7-002-01 "Bwu3nadueHHS 3aXWIIEHOCTI MOBHOi iH(opmarlii Bif
BUTOKY aKyCTHYHUM 1 BIOPO-aKyCTUYHUM KaHajaMu. MeToau4Hi1 BKa3iBKH"

13. HJ T3I 3.6-001-2000 "Texuiunumii 3axuct iHdopmarii. Komm rorepHi
cuctemu. [lopsiiok CTBOpEHHs, BHPOBAKEHHS, CYNPOBODKEHHS Ta MOJEpHI3aIlil
3ac001B T€X.-HIYHOT'0 3aXUCTy 1H(OopMaIIii BiJl HECAHKIIIOHOBAHOTO AOCTYITY"

14, HI T31 1.4-001-2000 "TunoBe TMOJOXKEHHS TNPO CIYyXKO0y 3axucTy
1HpopMmarlii B aBToMaTU30BaH1l cuctemi"

15. HJI T3I P-001-2000 "3acobu akTHBHOTO 3axXHUCTy MOBHOI iH(opmari 3
aKyCTUYHUMH Ta BIOpO-aKyCTHUHHMH JDKEpelaMu BUIpPOMiHIOBaHHA. Knacudikaris
Ta 3arajbHl TEXHIYHI BUMOTH. Pekomenarii"

16. HJT T3I 1.5-001-2000 "PamioBusBmtoBadi. Kimacudikarris. 3araabHi TeXHIUHI
BUMOTH"

17. HI  T3I  2.5-006-99  "Knacudikatop  3aco0iB  KOIIOBaJILHO-
PO3MHOXYBaJIbHOI TEXHIKH"

18. HJI T3I 2.7-002-99 "MeroaunuHi BKa3iBKH 3 BUKOPUCTAHHS 3aCO0IB KOMIIO-
BaJIbHO-PO3MHOXYBAJIbHOI TEXHIKH"

19. HI T3I 1.1-001-99 "Texuiunmii 3axuct iHGOpMaIli Ha MpPOrpamMHO-
kepoBanux ATC 3aranbHoro KopuctyBanHs. OCHOBHI MOJIOKEHHS".

20. HA T3I 2.5-001-99 "Texuiunuii 3axuct iH(DoOpmaIii Ha MPOrpaMHO-
kepoBanux ATC 3aranpHoro KopucTyBaHHs. Crienndikaiiii GyHKIIOHATFHUX TTOCITYT
3axucry"

21. HA T3I 2.5-002-99 "TexHiuawmii 3axuWcT iHpOpMAIii HAa MPOTpaMHO-
kepoBanux ATC 3aransHoro kopuctyBanHs. Cnenugikanii rapanTiii 3aXucty"

22. HA T3I 2.5-003-99 "TexHiuawmii 3axuWcT iH(pOpMAIii HAa MPOTpaMHO-
kepoBaHux ATC 3aranpHoro kopuctyBaHHd. Crneuudikaiii JOBIpYMX OLIIHOK
KOPEKTHOCTI peai3allii 3axucty"

23. HJI T3I 2.7-001-99 "Texuiunuii 3axucT I1H(OpMaIli Ha MIPOrpaMHO-
kepoBanux ATC 3aranpHoro KopuctyBanHs. [lopsiok BUKOHaHHS poOiT"

24. HI T3I 3.7-002-99 "TexHiunuii 3axucT iH(pOpMalii HAa MPOTrpaMHO-
kepoBanux ATC 3aranbHOrO KOpPUCTYyBaHHS. MeToAWKa OIIHKM 3aXHUIIEHOCTI
iH(popmarrii (6azosa)"

25. HI T3I 1.1-002-99 "3aranpHi MOJOXKEHHS M0N0 3aXUCTy iHMoOpMarli B
KOMI'FOTEPHHUX CUCTEMaXx B1J HECAHKIIIOHOBAHOTO JOCTYyMy"

26. HJ1 T31 1.1-003-99 "Tepminoiorisi B raiy3i 3axucty iHGopmMallli B KOMII to-
TEPHUX CHCTEMAaX BiJl HECAHKI[IOHOBAHOTO JJOCTYITY"

27. H T3I 2.5-004-99 "Kpurepii OI[iHKMA 3aXHILEHOCTI 1H(OpMaIlii B KOMII 10-
TEPHUX CHCTEMAaX BiJl HECAHKI[IOHOBAHOTO JOCTYITY"
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28. HJI T3I 3.7-001-99 "Meroau4Hi BKa3iBKH IIOJ0 PO3POOKU TEXHIYHOTO
3aBlaHHS Ha CTBOPEHHS KOMIUIEKCHOI CHCTEeMH 3axucTy iHQopmarii B
aBTOMAaTH30BaHii cucremi"”

5) Cranmaptu

1. JIEPXXABHUM CTAHJIAPT YKPATHU 3axucr indopmanii. TexHiunmii
3axucT iHopmarii. OcuoBHi nonoxeHHs. JJCTY 3396.0-96

2. JIEP)KABHUH CTAHJIAPT YKPATHU 3axucr indopmanii. TexHiunmii
3axuct 1Hpopmarti. [lopsnok nmposeaenns pooit. JJCTY 3396.1-96

3. JIEP)KABHUI CTAHJIAPT YKPATHU 3axucr indopmanii. TexHiunmii
3axuct iHpopmanii. Tepminu ta BuzHaueHHus. JJCTY 3396.2-97

4. JEPXABHI BYJIBEJIbHI HOPMHW VYKPAIHU IIpoekryBaHHS.
Texniunuii 3axuct iH(popmarlii. 3arajibHi BUMOTH JI0 OpraHi3alii MpOeKTYBaHHS 1
MPOEKTHOI JOKyMeHTali 1y oynisauirea JIbH A.2.2-2-96

5. MixnHapoaHi CTaHIAPTH Pexum JOCTYIY:
https://www.iso.org/ru/home.html
6. €Bpomneichki CTaHJapTH. Pexum JIOCTYILY:

https://www.etsi.org/standards#Security

7. HamioHansHi HOpMaTUBHI JoKyMeHTH: https://cip.gov.ua/ua/docs

8. HACTY EN 61508-1:2019 @ynkmiiiHa 0e€3Me4HICTh EIeKTPUYHHX,
CICKTPOHHHX, IIPOIrpaMOBAHHUX CJICKTPOHHHUX CHCTCM, OB’ 3aHUX 13 OE3IEKOIO.
Yacrtuna 1. 3aransni Bumoru (EN 61508-1:2010, IDT; IEC 61508-1:2010, IDT)

9. JCTVY ISO/IEC 15408-1:2017 Indopmarriiini TexHOJIOT1i. METOU 3aXUCTY.
Kpurepii ouinku. Yactuna 1. Beryn Ta 3aramsna monens (ISO/IEC 15408-1:2009,
IDT)

10. ACTY ISO/IEC 15408-2:2017 Indopmarriitai TexHosorii. MeToau 3axucTy.
Kpurepii orinku. Yactuna 2. @yukuionansHi Bumoru (ISO/IEC 15408-2:2008, IDT)

11. JCTY ISO/IEC 15408-3:2017 Indopmariitdi TexHosorii. MeToau 3aXucTy.
Kpurepii ouninku. Yactuna 3. Bumoru no rapantii 6e3nexu (ISO/IEC 15408-3:2008,
IDT)

12. ACTY ISO/IEC 18045:2015 Tadopmariiitai TexHomnorii. MeToau 3axucTy.
Metonomoris ominroBanns 6e3nexu IT (ISO/IEC 18045:2008, IDT)

13. ISO/IEC 15443-1:2012: International Organization for Standardization.
International Electrotechnical Commission. Information technology - Security
techniques.

14. ISO/IEC TR 15443-2:2012: International Organization for Standardization.
International Electrotechnical Commission. Information technology - Security
techniques - A framework for IT security assurance — Part 2: Assurance methods.

15. ISO/IEC TR 15443-3:2012: International Organization for Standardization.
International Electrotechnical Commission. Information technology - Security
techniques - A framework for IT security assurance - Part 3: Analysis of assurance
methods.

16. JICTY ISO/IEC 27032:2016 Indopmariiitai TexHomorii. Metoau 3axucTy.
Hacranosu oo kidoepoesneku (ISO/IEC 27032:2012, IDT).
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15. Indopmaniiini pecypcu

1. Odiuiiinuit mopran BepxoBuoi Pagum VYkpainu [Onektpon. pecypc]. —
Pexxum moctyna: http://www.rada.gov.ua

2. 3aKoHOAABCTBO VYKpaiHu [DnekTpoH. pecypc]. — Pexum mocryma:
http://zakon3.rada.gov.ua/laws

3. epxaBHa ciyx0a creriaibHOTO 3B 3Ky Ta 3aXUCTy 1H(opmarii YKpaiHu
[DneKxTpoH. pecypc]. — Pexum JoCTyma:
http://dstszi.kmu.gov.ua/dstszi/control/uk/index

4. https://ieeexplore.ieee.org/Xplore/home.jsp

5.  https://www.scopus.com/search/form.uri?display=basic

6. https://mjl.clarivate.com/search-results
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