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1. Onuc HABYAJIBLHOI AUCIHUILTIHA

. . XapaKkTepucTHKa
o I"any3p 3HaHb, CIELIAIBHICT, . .
HaiimenyBaHHS . : HABYAJIBHOI JUCIUILUIIHU
. OCBITHs IIporpama, piBeHb
[OKa3HUKIB . . (0enna gpopma nasuanms)
BHIIIOI OCBITH
[lukn 3aranpHO1
KinbKicTh KpeauTiB — I'any3b 3HaHB: MIATOTOBKU:
7,5 12 "ladopmariitai HOpMaTHBHA

TEeXHOJIOTIT"

(mmdp Ta HaliMEHYBaHHS)

KinpkicTs MOIYIIIB — 2
KijpKicTh 3MICTOBHUX

HaBuyanbHuii pik

) 2019/ 2020
MOAyJiB — 4 . .
CrneniajJbHicTh:
T — 125 "KiGepbesmeka' CemecTtp
(Ha3Ba)
9-i1
. OcsBiTHi nporpammu:
3arangbHa KUIBKICTD " . . .
besneka 1HGoOpMaIMHUX 1
roaud — 64/225 . " s *
KOMYHIKAIIIMHUX CUCTEM Jlexmii
"KibepbOe3mneka
. . " 32 roguHu
IHAYCTPIlaJIbHUX CUCTEM
IpakTnyHi,
cemMiHapchbKi
PiBeHb BHIIIOT OCBITH: 0 roau
JIpYyTuil (MaricTepCchbKuii) —
TI/I)KH?BI/IX TOJMH JJIA JlaGopaTopHi
NeHHO1 (OpMH HaBYAHHS: 32 rouHn

ayJIMTOpHUX — 4
CaMOCTIiiTHOT poOoTH
CTyJIeHTa — D

CamocriiiHa podoTa
161 rogunu

Buja koHTpOJIIO

ICIIUT

CriBBiTHOIIIEHHS KUTBKOCTI TOJMH ayAMTOPHUX 3aHATHh 10 CaMOCTIHHOI poOOTH CTaHOBMTH:
64/161.

* AyJUTOpHE HaBaHTAXKEHHA MOXe OyTH 3MeHIIeHe abo 30iLIblIeHe Ha OIHY TOAMHY B
3JICKHOCTI BiJl PO3KJIAy 3aHSTh.



2. MeTa Ta 3aBJaHHA HABYAJBLHOI JUCIHILIIHA

Meta BuBuenns: (BB1.5) miarotoBka CTyneHTIB 10 BHpINIEHHS 3aB/IaHb
MOB's3aHUX 3 3a0e3MedeHHsIM Oe3nekn BOYyOBaHMX CHUCTEM Ta 3ac00iB, Mo (GOPMYIOTh
[oT iHdpacTpykTypy.

3aaannsa: (b1.5) npunbanna cryneHTaMu HEOOXITHUX 3HAHb Ta BMiHb B cdepi
po3pobnenns OesneuyHoi [oT iH@pacTpykTypu 3 ypaxyBaHHSM CyYacCHHX BHMOT Ta
TEXHOJIOTIYHUX pillleHb; (JOPMYBaHHS y CTYACHTIB HABUYOK OI[IHIOBAHHS PI3HUX BU/IIB
0e3MeKkr, MOXJIMBUX PHU3UKIB, 110 MOXYTh BHUHUKATU B Tpoueci ekcruryataiii loT

— puAOaHHS 3HaHB PO 0a30B1 MOHATTS 3 (PYHKIIOHAJIBLHOI OE3MEKH;

— npuAOaHHsS 3HAaHb IPO OCHOBU YMPABIIHHA (YHKIIOHAIBLHOI OE3MEeKOI Ta
JkuTTeBUM nukiioM IVC;

— npuAOaHHsA 3HaHb MPO OCHOBHM KUIBKICHOTO OIliHIOBAaHHSA (YHKIIIOHAIBHOI
0e3MeKU Ta pO3paxyHKy MOKa3HUKIB (DYHKIIIOHAIBHOI O€3MeKH;

—Opua0aHHsA 3HaHb MPO OCHOBH TEXHIYHUX Ta OpraHi3aliiHUX 3aXO/lIB
3a0e3neueHHs QYHKI[IOHATBHOT OE3MEKH.

IIporpaMmui kommereHTHOCTi. JlMcuMIUTIHA Mae JOMOMOITH CQOpPMYyBaTH Yy
CTYJICHTIB TaKl KOMIIETEHTHOCTI

— (3K1) 3matHicTh 10 aOCTPAKTHOTO MUCJICHHS, aHATI3y Ta CHHTE3Y;

— (3K2) 3xatHicTh 3aCTOCOBYBATH 3HAHHS Y IPAKTUYHUAX CUTYAIlifX;

— (3K3) 3aaTHICTh MIaHYBATH Ta YIIPABIATH Y4aCOM;

— (3K4) HaBruYKM BUKOPUCTAHHS iHGOPMAIIIHHUX 1 KOMYHIKAIIHHUX TEXHOJIOTIH;

— (3K5) 3martHicTh A0 MOIIYKYy, OOpoOJeHHsS Ta aHamizy iHpopMarii 3 pi3HHX
TDKEpelt;

— (3K6) 3aaTHiCTh OyTH KPUTUYHUM | CAMOKPUTUYHHUM;

— (3K7) 3aatHicTh reHepyBaTH HOBI i/1e1 (KPEaTUBHICTS);

— (3K8) 3xatHicTh MpUitMaTH OOTPYHTOBAHI PIlICHHS;

— (3K10) 3maTHICT PO3pOOIIATH Ta YIPABIATH MPOCKTAMU;

— (3K11) npuxuibHICTh Oe3Iel;

— (3K12) 3maTHICTh OLIIHIOBATH Ta 3a0€3MeUyBaTH SKiCTh BUKOHYBAaHHUX POOIT;

— (3K13) BH3HAYCHICTh 1 HAIOJIETJIMBICTH IIOAO IOCTABJICHHMX 3aBIaHb 1 B3ATHX
000B’S3KIB;

— (DK2) 0a3oBi 3HaHHS (yHAaMEHTATBLHUX HAayK B 00Cs3i, HEOOXiMHOMY JUIsI
OCBOEHHSI 3araJIbHO TTPO(ECITHUX TUCIUTLITIH;

— (DK3) BMiHHS BUSBIISATH, aHATI3yBaTH Ta BUPIIIyBaTH podaeMu y nmpodeciiHii
cdepi;

— (®KS) 3paTHICTh A0 y4acTi y MPOEKTHIN MisSIBHOCTI; 3AaTHICTh 0 aaamnTarii Ta
i B HOBIW cUTYyaIlli;

— (PK6) BOsOIIHHS HAyKOBMMH METOJaMH OOTPYHTYBaHHs, BHOOpPY Ta aHami3y
KpunrorpadiuHuX MEXaHi3MIB 1 CHCTEM 3aXHCTY;

— (®K10) 3maTHICTh BUKOHYBATH POOOTH 3 MPOEKTYBAHHS CKJIATHUX KOMILJICKCIB
3ac00iB 3aXHUCTy Ta YyHOpaBIiHHA (PYHKIIOHAJBHOK Oe3reKor  1HhOopMaIliiHO-
YHOPABJISIOYMX CUCTEM BINOBIIHO A0 c(epH iX 3aCTOCYBAHHS;

— (®K11) 31aTHICTh 3A1MCHIOBATH Ta JIETATLHO OOIPYHTOBYBATH BHOIP CTPYKTYpPH,
OPUHIIMIIIB Opraxi3aiii, KOMIUIEKCIB 3aco0IB 1 TEXHOJIOTI 3abe3neyeHHs Oe3neKu
CUCTEM Ta MEPEK;



—(®K12) 3parHicTh aHami3yBaTH Ta 3AIHCHIOBATH OOIPYHTOBAaHUN BHOIp
TEXHOJIOT1H 1 3ac001B po3p0oOKH KibepOe3neyHuX arapaTHUX KOMILUIEKCIB Ta CUCTEM, 1110
IPOrPaMyIOThCSI.

IIporpamMui pe3yabTaTm HaB4YaHHA. B pesynapTaTi BUBYEHHS AWCIUILTIHH
CTYJICHTH MalOTh JIOCSATTH TaKi IPOTpaMHi pe3yabTaTH HaBYAHHS:

— (ITPH1) yMiTi rpaMOTHO BHCIIOBITFOBATUCS B YCHIM Ta MUCEMHIH (HopMi;

— ([TPH2) 31aTHICTH BUKOPHCTOBYBATH MOBY NMPO(ECiiHOTO CHUIKYBaHHS;

— ([TPH4) BMiTH apryMeHTYBaTH CBOI JYMKH;

— (ITPHS5) BmiTH aHami3yBaTH MaTepiai i pOOUTH BUCHOBKH;

— (ITPH6) momyk iHdopMalii B pi3HUX Kepeaax IS PO3B’SI3aHHs 3a/1a4
CIIELIaJIbHOCTI;

— (ITPH7) 3paTHICTH MPOAEMOHCTPYBATH PO3YMIHHS  BIUIMBY  pIllIEHb Y
CYCHIJIbHOMY 1 COITiaJIbHOMY KOHTEKCTI;

— (ITPH8) po3ymiTH it IHTEpIpPETYBaTH BUBUCHE;

— ([TPHY9) BuKOpUCTOBYBaTH BUBYCHHUI MaTepiall y HOBUX CUTYaIlisiX;

— (ITPH17) 3pniiicHroBaTH BUOIp METOMIB 1 3aco0iB JUIsl MOOYIOBH O€3MEYHHUX
PO3MOITICHUX CUCTEM.

Kpim Toro, cryaeHTH nMoBUHHI OyTH 3/1aTHI IPOBOJUTH POOOTY II0JI0 OLIHIOBAHHS
Ta 3a0e3rneueHHs QyHKIloHaNbHOT Oe3mneku [YC

MisxkaucuumiainapHi 38’ a3ku. /ucuuriina 6a3yeTbesi Ha 3HAHHSAX, OTPUMAHUX i
Yyac BUBYEHHS JMCLUHUILUIIH Y IIUKJI 3arajibHOI 1 Mpo¢eciiHOl MiArOTOBKH, MepeadaueHnx
HABYAJIHHUM TUTAHOM CITIEL1aJIEHOCTI.

Marepian gucuuruiiHu 0a3yeTbcsi Ha 3HAHHSAX, OTPUMAHHUX IIiJ] Yac BHUBYCHHS
JUCLUIUTIH 13 IIUKIIY 3arajbHOi IiJATOTOBKH, 30KpeMa "Buima mMarematuka', "dizuka",
"Teopist eeKTpUYHUX KT 1 MiKpoenekTpoHika", "[nozemna moBa".

Marepian aucCHUIUTIHE 0a3ye€ThCsl Ha 3HAHHSAX, OTPUMAHHUX ITJI 4YaCc BHBYCHHS
JUCIUIUTIH 13 1ukiny npodeciitHoi miaroroBku, a came "OCHOBH (PYHKI[IOHYBaHHS
koMmm'totepiB", "TexHonorii nporpamyBanHs", "JluckpeTHa MmaTemaTuka'.

Marepiai, 3aCBOEHMI T1]T YaC BUBUCHHS 11€1 JUCHUIUIIHU, € 6a3010 IS TUCLUILIIH
13 nuKiIy npodeciifiHoi MIAroTOBKH, a came "MeTroau Ta TexXHOJIOrii KibepOe3nexku
KPUTUYHUX IHPPACTPYKTYp" .



3. IlporpaMma HABYAJBHOI M CIUILIIHA

Moayab 1. OcHOBM aHaJIi3y (PYHKIIOHAJIBHOI 0e3MeKH

3microBumii moayias 1. bazoei nonammsa ghynkuyionanvnoi de3nexu.

TEMA 1. IlpeaMeT, MeTa BUBYEHHS i 3a1a4i JMCHUIIIHHA.

[Ipenmer, mera BuUBUYEHHS 1 3amaul AUCHUIUIIHU. CTpyKTypa 1 3MICT IUCHUIUTIHH, a
TaKOX METOJWYHI PEKOMEHJAIl] Mo ii BUBYEHHIO. Miclle AUCUUILUIIHM B HaBYAJIHLHOMY
nporeci. Bumoru 1o 3HaHb 1 yMiHb CTYACHTIB. XapaKTepUCTHKA PEKOMEHOBAHUX i
yac BUBYCHHS JUCHMILIIHY JKEpeIl iHpopMarii.

TEMA 2. 3arauabHi BizomocTi npo ¢pynkuionajabny oesnexky IYC.

Tenpenmii po3utrky IYC y koHTekcTi rioOanbHOi iHimiaTuBU «lHAycTpis 4.0».
Apxitektypa icuytouux [YC: «IHTepHeTr peueli», aBTOMAaTU30BaH1 CUCTEMH YIIPaBIiHHS
texHoJoriyunuMu mnporiecamu (ACY TII), BOynoBaHi cuctemMu, MporpaMoBaHi JIOT14HI
koHTposepu (I1JIK).

3anmaui 3a0esneyeHHs 1HGOpMaIiiHOI Ta (QYHKIIOHANBHOI O€3MEKH MpH 3pOLICHHI
TexHoJorid «[HTepuer peueit» Ta ACY TIL

Pusuku excrutyaramii [YC. [xepena pusukiB Ta NpUKIaAd NOPYIIEHb (PYHKI[IOHAIBHOI
Oe3IeKu.

BnactuBocti [YC. T'onoBHi aTtpuOyTtu 1H(pOpManiiHOT Ta (QYHKIIOHAIBHOI O€3MEKH.
CrpykTypa BUMOT A0 1H(pOpMaLiiHOT Ta PYHKIIOHATBHOI O€3MEKH.

CtpykTypa BHUBYEHHSI HaBUallbHOI JUCHUIUIIHK ‘“TexHonorii po3poOieHHs Ta
3a0e3neueHHs ¢pyHkioHanbHoi 0e3nexu [YC”. Ctpykrypa Assurance Case, gk 301pHUKa
apTedakTiB OIIHIOBaHHSA Ta 3a0e3MeueHHs PYHKI[IOHAIBHOI OE3MeKH.

TEMA 3. Bumoru crangapriB moa0 ¢pynkuionanbHoi 0esnexku IYC.

Ornsan crangaptiB 3 iH(opmaliiHoi Ta pyHkiioHanbHOI 6e3nexu [V C.

Crannapt MEK 61508 «®yHkIioHanbHa 0e3MeKa CUCTEM €JIEKTPUYHUX, eEKTPOHHUX,
IIPOrpaMOBaHMUX €JICKTPOHHUX, IMOB'I3aHUX 3 O€3MeK00». 3B'13KK Mk yacTiHamMu MEK
61508 Ta KOPOTKUI1 3MICT YaCTHH.

Cucremaruzailisi BUMor 1o iHQopmaiiiinoi Ta QyHkuioHanbHOiI Oe3nexu. [lpuknanau
ycninHoi ceptudikaii KoutposepiB moa0 Bumor MEK 61508.

3micToBHMEA MOaYJIb 2. Kepysannua ma ouinroeanua hyHKyioHaibHoi 6e3nexku.
TEMA 1. MeHea)KMeHT (PYHKIIOHAJIbHOI 0e3IeKH.

[lopiBHSIHHA MEHEIKMEHTY 1HpopmaliitHoi Ta (QyHKIloHaNBbHOI Oe3neku. Ilnan
KepyBaHHs (DYHKIIIOHATEHOIO OE3MEKOI0.

[lnan xkepyBanHs mepcoHanoM. Ilman kepyBanHs KoHbirypamiero. KepyBanus
3MiHeHHsIMU. BuOip Ta oIfiHIOBaHHS MpOrpaMHUX 3ac001B po3podOku. [linan Bepudikarrii
Ta Bamigamii. [lmaH MOKyMEHTyBaHHS Ta CTPYKTypa JOKYMEHTIB 3 (DYHKI1OHAJIBbHOI
Oe3mneKu.

O1iHIOBaHHA Ta ayJIUT (PYHKI1OHATBHOI OE3MEKH.

TEMA 2. KurreBuii nuk1 iHpopmaniiiHol Ta pyHKIIOHAJIBbHOI 0e31eKH.

[TousTTs xxutTeBOTO 1UKITY. [IOBHUI KUTTEBUM LIUKIT Ta KUTTEBUN ITUKIJI PO3POOKHU. V-
00pa3Hui KUTTEBUM ITUKIL.

Etan «Konuenmis». Etan «Bumorn». Etan «Apxitexktypauit npoekt». Etan «lIpoekt
nporpaMHoro 3adesnedeHHs». Etan « [Ipoekt TexHiuHux 3aco0iBy». Etan «KoayBaHHs
IPOrpPaMHOTO 3a0€3MEeUEHHS».



Eran «TectyBanHs mporpamHoro 3a0e3nedeHHs». Etan «lHTerpariiine TecTyBaHHS».
Eran «Bamipgamisi». Etan «BBenmenHs 5o ekcrutyatamiiny. Eran «Exkcruyaramiss ta
CyNpOBOKCHHs». ETan «3HATTS 3 eKCIuTyaTarii.

[TnanyBaHHS KUTTEBOTO ITUKITY.

TEMA 3. OuinoBanHs pyHKIiOHAJIBHOI Oe3MeKH.

Crpykrypa atpulyTiB iHbopMariiiHoi Ta ¢pyHKIIOHATBHOT Oe3neku. [ligxin g0 aHamizy
pusukiB [YC Ta BcTaHOBIIEHHS PIBHIB IHTETPOBAHOCTI (PYHKITIOHATIBHOI OE3MEKH.

3B'S130K MMOKA3HUKIB HAAIMHOCTI Ta (QYyHKIIOHAIBHOT Oe3MeKu. [HTeHCHBHOCTI Oe3meuHux
Ta HeOe3MeYHUX, JIIarHOCTOBHUX Ta HEIarHOCTOBHHMX BiAMOB. CepellHs 1MOBIPHICTH
HeOe3neyHoi BiAMOBHU 3a 3anmuTtoM (yHKIT Oe3neku. CepefHsi yacToTa HeOE3NMeYHHUX
BiIMOB yHKIII1 Oe3neku. Jlons O0e3neyHux BiAMOB. J[iarHOCTUYHE MMOKPUTTS.

Bumoru 10 kinbkicHMX NoKa3HUKIB ¢dyHKIioHAnsHO1 0e3neku IYC 3rimno IEC 61508.
Meroponorisa aHani3zy BHIB, pexkuMiB Ta KputuuHOCTI BiaMoB (FMECA). Onrumizaris
ctpykrypu [YC 3a nmokasHUKaMH TOTOBHOCTI Ta KpUTEpieM (QYHKIIOHATBHOT O€3MEKH.

Moayas 2. OcHoBHM 3a0e3ne4eHHs] PYHKUIOHAJIBHOI 0e3eKu

3microBHMEA Moay b 1. Q2140 nioxodie 0o 3abe3neuennsa yHKuionanvHoi Ge3neku
1YC.

TEMA 1. Meroau 3a0e3neyeHHs pyHKuUioHaaAbHOI Oe3nexku IYC.

Tomosoriydai Ta KOHCTPYKTHBHI ocoOnuBocti IYC. Tumosi mnporpamHo-anapaTHi
pimeHHs 13 3a0e3nedeHHs (pyHKuioHanbHOi O0e3neku [YC.

baraTokananeHi apxiTekTypu. Pe3epByBaHHS KOMIT'IOTEpHOI Mepexi. Pe3epByBaHHS
€JIEKTPOKUBIICHHS. 3aXUCT B1Jl MaJiHHS Ta MIJBUIICHHS HAIpPYTW €JIEKTPOKUBIICHHS.
[Tpuniun He3anexHOCTI Ta (Pi3UYHE 1 JIOTTYHE PO3AUICHHS KOMIIOHEHTIB.
CamopiarHoctyBanHs. KoHTponb KoHbIrypamii —amapaTHO-IPOTpPaMHHUX — 3acO0IB.
Kontpons dacoBux mapameTpiB (DYHKI[IOHYBaHHS MPOTPAMHOTO 3a0e3MeueHHS.
CropoxxoBuii TaiiMep. KOHTpoib TOYHOCTI Ta J1arHOCTYBAaHHS aHAJIOTOBHX BXOJIB Ta
BUXO/1B. ABTOMaTHYHMI Mepexi] BUXIAHUX CHUTHAIIB y Oe3neyHid ctaH. KoHTpoib
KoMyHikaiii Ta rukiiuni koau (CRC).

3axuCT BiJ 30BHIIIHIX BIUIMBIB: BEHTWIIALIS Ta KOHTPOJIb TEMIEPATYpH, eKpaHyBaHHS Ta
(d13MuHe po3MoALNEeHHS Ka0emiB, BIOPOCTIMKICTh, KOPO3OCTINKICTh, 3aXUCT BIJ BOJIOTH Ta
Uy.

BukopucTaHHs sSIKICHUX KOMIIOHEHTIB. [[pyHIIMN A1BEPCHOCTI.

TumnoBi opraxizamiiHi 3axoau 13 3a0e3nedeHHs ¢yHKIioHaNbHOT Oe3neku [YC.
VYrpaBiiHHS TPOCKTaMHU.

dopmanpHi Ta oTydopMalibHI HOTAI1 U1l PO3pOoOKU crerudikallii BAMOT Ta IPOSKTIB
IVC Tta mporpamMHmx 1 amapaTHHX KOMNOHEHTIB. CTpyKTypOBaHHI TpoIeC po3poOKH
CUCTEMHM Ta TMPOrpaMHOro 3a0e3neyeHHs. BukopucraHHs Kpammx NOpakTHK Ta
CTaHAapTIB O€3MEYHOT0 MPOTpaMyBaHHS.

Buxopucranas  cepTudikoBaHMX  KOMIIUIATOPIB Ta  TPAHCIATOPIB KOOy Ta
cepTu(iKoBaHUX 010J110TEK MPOTPAMHUX KOMIIOHEHTIB.

BukoHanHs BCeOIYHMX OTJISAIIB, aHATI3y Ta TECTyBaHHs IMpHU Bepudikallii Ta Baliaiii.
KoHTpoJib sIKOCTi pu BUPOOHHUIITBI anmapaTHUX KOMIIOHEHTIB.

Epronomiunuii Jr0JuHO-MAaIIMHHUNA 1HTEp(ENC Ta 3axXUCT BiJ MOMHIOK OIEpaTopa.
[linTpuMka 3axuCTy BiJI HECAHKI[IOHOBaAHOTro joctyny. CynpoBOJKEHHS TIpU
eKCIUTyaTallii Ta BpaXyBaHHS ONUTY €KCIUTyaTallli.



TEMA 2. YnpapiiHHS BUMOTraMHu 10 (PYHKIIOHAJIbHOI 0e3IeKH.

[Iponec imxeHepii Bumor. Inentudikaiis ta aHanaiz BuMmor. Bepudikaiiis 1 Baigamis
BUMOT. 3abe3nedeHHs sKocTi BuMor. I[Ipsime Ta 3BOpOTHE TpacyBaHHS BUMOT.
[IporpamHi 3aco0H MiATPUMKH TPACYyBaHHS BUMOT.

TEMA 3. Metoau tectyBanns [YC.

Opranizartis nporecy Bepudikamii ta Buwiaigamii [YC Tta i1 mporpamHo-amapaTHUX
KOMITOHEHTIB.

Ornsg cnenudikanii Bumor. Ormsin cnenudikaiii apXiTeKTypHOro mnpoekty. Ormsia
IIPOEKTY amapaTHUX 3aCcO0IB.

Amnai3 HaJiMHOCTI Ta aHAI3 BUAIB, peXKKUMIB Ta KputuaHOCTI BigMoB (FMECA).

Orunsan npoekty nporpamMHoro 3adesnedeHns. Orisa Ta CTaTUYHUA aHai3 MPOTrpaMHOTO
koay. TecTyBaHHSI TPOrpaMHOTO KOY.

Oco6muBocti Bepudikamii Ta Bamgamii [YC Ha 6a3i nmporpaMoBaHUX JIOTTUHHX
inTerpansHux cxeM (ITJIIC).

TecTtyBanHs 13 3aciBoM JedekTiB. IHTerpamniiine TectyBanHs. BamijaniiHe TecTyBaHHS.
TecTyBaHHS Ha CTIMKICTb /10 30BHIIIHIX BIUIMBIB.

3MicTOBHMUA MOAYJIb 2. 3acmocysanna memooonocii Assurance Case 3 6paxysanHaAM
8UMO2 00 PYHKUIOHANbHOT ma iHpopmanilinoi Oe3nexu.

TEMA 1. 3a0e3ne4enns: inopmaniiinoi 0e3nexn 1YC.

Orunan cranaapti 3 iHPopmaniitHoi 6e3nexku [YC. TlopiBHsUIbHMI aHaNi3 BIaCTUBOCTEN
IVC Ta indopmatliitHux cucTem.

CtpykTypa rapMOHI30BaHHX BHUMOT JO 1H(QOpMaIiiHOiI Ta (YHKIIIOHAJIBHOI Oe3NeKu
IVC. OuiHioBaHHS pPU3MKIB Ta yHOpaBliHHS pusukamu. Oprasizaiis yropaBiIiHHS
oe3nekoro 3a Tpiagoro «llepconan — [Iponecu — TexHOIOTI».

Konrtekct Bumor g0 ACY TII ta mogeni ACY TII. Konnenitis piBHIB iH(pOpMAaIiitHOT
Oesreku Ta 3oHyBaHHs oOnannanas ACY TII.

TEMA 2. MeroaoJorist Assurance Case.

3MICT Ta TeopeTH4Hi OCHOBH MetozoJiorii Assurance Case. @opmanbHa HoTatiss CAE
(Claim — Argument — Evidence). ®opmansha noTaiis GSN (Goal Structured Notation).
[nTerpaniss metonosorii Assurance Case y xutteBuil nukia [YC. Ilporpamui 3acoou
MiITPUMKH MeTozoiorii Assurance Case.

MoayabHUHA KOHTPOJIb



4. CTpyKTypa HABYAJIbHOI JUCUMILIIHA

Kinekicts rogua

Jlenna gpopma

Ha3Bu 3MICTOBHUX MOJYJIB 1 TEM

Yceboro VY Tomy umcii
JI IT | mabd |c.p.
1 2 3 4 |5 7
Monayas 1
3microBHuii MmoayJnb 1. bazosi nonamms ¢yuxkyionanvHoi 6e3nexu.

Tema 1. [Ipeamer, meTa BUBUCHHS 1 3a4a4i 1 1 - -
JTUCIIUILIIHHA.
Tema 2. 3aranpHi BiIOMOCTI PO 23 1 2 20
¢yHskiionansHy 6e3neky [YC.
Tema 3. Bumoru ctanaapTiB 1100 28 4 4 20
¢ynkuionanbHoi 0e3nexu [YC.
Moy IbHUI KOHTPOJIb
Pa3om 3a 3micToBHUM MoayJiem 1 52 6 6 40

3microBuuii Moayab 2. Kepysanuns ma oyiniosanus )ynkyionanvHoi besnexu.

Tema 1. MeHneKMEHT QYHKIIOHATBHOT 22 4 4 14
Oe3neKu.
Tema 2. XKutrteBuit mukn inpopmamiitnoi ta | 19 4 2 13
(yHKI10HATBHOI O€3MEKH.
Tema 3. OuiHroBaHHS (QYHKIIIOHATBHOT 19 2 4 13
Oe3IeKu.
MonyJIbHUI KOHTPOJIb
Pa3om 3a 3MICTOBHMM MOJYyJIeM 2 60 10 10 40
Ycboro rogus 3a moayJem 1 112 16 16 80
Moayas 2
3microBHuii MoayJb 1. Q2150 nioxodise 00 3ab6e3neuenns QyHKYIOHAIbHOL be3neKu
1VC.
Tema 1. MeTtonu 3a0e3nedeHHs 22 4 4 14
dynxkuionaasHoi 6e3nexu [YC.
Tema 2. YrpapiaiHHSI BUMOTaMH 10 17 2 2 13
byHKII0HATBHOT O€3MEKH.
Tema 3. Metonu tectyBanus [VC. 21 4 4 13
MoynpHUM KOHTPOJIb
Pa3om 3a 3mictoBuM moayJiem 1 60 10 10 40

3micToBHMiIT Moaysb 2. 3acmocysanus memooonozii Assurance Case 3 8paxy8auHAM
8UMO2 00 DYHKYIOHANIbHOI ma iHpopmayitiHoi be3nexu.

Tema 1. 3abe3nevyenns iHdopmariitHoi 27 4 2 21
oe3neku [YC.

Tema 2. Merononoris Assurance Case 26 2 4 20
MoynpHH KOHTPOJIb

Pa3om 3a 3MicTOBHUM MoayJ/ieM 2 53 6 6 41
Ycboro rogut 3a moayJiem 2 113 16 16 |81
Ycnoro roaquu 225 32 32 |161




5. Temn cemiHAPCBKUX 3aHATH

No KinbkicTh roguu
Hasga temun
3/m Henna dhopma HaBYaHHS
1
Pazom
6. TeMu NpaKTUYHUX 3aHATH
No KinpkicTs ToguH
Hasa Temu
3/m Jlenna ¢popma HaBYaHHS
1
Pazom
7. Temn 1200paATOPHUX 3aHATH
Ne KinbkicTs rogun
3/ Hassa Temn JlenHa ¢opma HaBYaHHS
1 | Anani3 mporpamMHo-anapaTHUX MPOAYKTIB, 2
cepTu(iIKOBaHUX HA BIAMOBIHICTD
BUMOraMm 10 (yHKIIOHAJIBHOI Oe3MeKn
2 | Anaii3 BUMOT CTaHJApTIB y ramysi 4
0€3MeKH 1HAYCTPIaIbHUX CUCTEM
3 | CknafanHs miaHy KepyBaHHS 4
(byHKI10HATBHOIO O€3MEKOI0
4 | Po3pobOKa CTpyKTYpH KUTTEBOTO LIUKITY 2
0e3nexKu
5 | OuiHroOBaHHA NMOKAa3HUKIB O€3MeKU 4
6 | AHani3 Ta BHOip 3ac00iB 3a0e3MeUeHHS 4
(GyHKIIOHAIBHOI Oe3MeKn
7/ | TpacyBaHHsI BUMOTO J0 O€3MEeKU 2
8 | Po3pobka TecToBOi JOKyMEHTAIli1 4
9 | Anani3 ta BuOip 3ac001B 3a0e3MeUeHHS 2
1H(dopmaIiiHoi 6e3nexu
10 | BukopucranHs nmporpamMHux 3aco0iB 4
niaTpuMKu Metogosiorii Assurance Case
Pazom 32
8. Camocriiina po0oTta
No Kinbkicth
/11 Hasa temu B —
1 | BnactuBocri cyuacHux [YC 3a Bepcieto National Institute of 20

Standards and Technologies (#a npuknami fokymenty NIST SP
800-82, Guide to Industrial Control Systems Security)

3mict cranaaprtiB cepit MEK 61508 20




No KinbkicTh
Hassa Temnu
3/m rOINH
3 | 3Bix 3HaHb 110,10 MeHEKMEHTY npoekTiB (PMBOK) y yvactuni 14
KEepYyBaHHsI IEPCOHAJIOM Ta K€pyBaHHs KOHQITYypallisiMu
4 | KuTTeBuid HUKII KPUTUYHOTO POIPAaMHOIO 3a0€31eYeHHS 13
(3rimno MEK 61508-3)
5 | Po3paxyHOK MTOKa3HUKIB HAMIMHOCTI CHUCTEM O€3MeKH (3TiTHO 13
ABB Safety Handbook)
6 | Mertoau 3a 3aX0/11 3aXMCTY BiJ BUITAIKOBUX Ta 14
cucremMatnyHux BigMoB (3rigHo MEK 61508-7)
7 | I'mocapiii TepMiHIB Ta CUIIa0yC 100 MiATOTOBKH 13
npodecionaiB 3 iIHXEHEPil BUMOT
8 | I'mocapiii TepMiHOB Ta ci1a0ycC MO0 MiATOTOBKU 13
npodecioHalliB 3 TECTYBaHHS
9 | 3mict crangapris cepii MEK 62443 21
10 | Cranmapr 3 Horarii GSN (Structured Goal Notation) 20
Pa3om 161

9. InauBiAyabHI 3aBIaHHS

He nepenbaueHo HaBYaIbHUM ILIAHOM

10. MeTo0au HABYAHHS

[IpoBeneHHsT ayIUTOPHUX JICKIIM, MPAKTUYHUX 3aHSTh, KOHCYJbTAIlld, & TaKOX
caMmocTiliHa po0oTa CTYACHTIB 3a BiAMOBIIHUMHU MaTepiaidamu (11.10, 11).

11. MeToau KOHTPOJIIO

[IpoBeeHHS MOTOYHOTO KOHTPOJIIO, MiICYMKOBUI KOHTPOJIb Y BUTJISIAL ICTTUTY.

12. Kpurepii OiHIOBaHHSA Ta PO3MOAiJT 0aTiB, IKi OTPUMYKTh CTYI€HTH

12.1. Po3nosin 6aniB, K1 OTPUMYIOTh CTYICHTH (KUIBKICHI KpUTEPIi OI[IHIOBAHHS)

CxaioBi HaB4YaJIbHOL bann 3a ogHe 3aHATTS KinbkicTh 3aHATH CymapHa KUIbKICTb
pobotu (3aBHaHHS) (3aBHaHb) OaniB

Moayas 1

BuxoHaHHS 1 3aXUCT 0.5 3 0...15

J1ab0paTOpHHUX POOIT

TecTyBaHHS 3HaHB 0..5 3 0..15

MoyapbHUNA KOHTPOJIb 0...15 1 0...15
Moayas 2

BuxoHaHHS 1 3aXUCT 0.5 4 0...20

J1a00paTOPHHUX POOIT

TecTyBaHHs 3HaHB 0..5 4 0...20

MoayapbHUNA KOHTPOJIb 0...15 1 0...15

¥Ycboro 3a cemectTp 0...100




CemecTpoBUM KOHTPOJb y BUTJIS/I ICIIUTY 32 HASBHOCTI JOIMYCKY 10 icnuty. Ilix
qac CKJIAJaHHS CEMECTPOBOTO ICIUTY CTYICHT Ma€ MOKJIHUBICTh OTPHUMATH MaKCUMyM
100 6auis.

biter mist icnuTy CKIAMAEThCS 3 OAHOTO TEOPETHYHOTO Ta OJHOTO TPAKTHYHOTO
3aIliTaHb, MAKCHMAaJIbHA KUIBKICTh 3a KOJKHE 13 3aIMTaHb, CKiagae 50 Oais.

12.2. SIxicHi kpuTepii OLIHIOBAaHHS

HeoOxiguuit 00csT 3HaHb I OJiep>KaHHs TO3UTUBHOI OIIHKU:
—3HaTH 0a30B1 MOHATTA 3 (QYHKIIOHAIBHOI OC3MEeKHW, OCHOBU YIIPaBIIHHSI
GyHKITIOHATBHOIO 0€3MEKO0 Ta XXUTTEBUM HHKIIoM [V C.

HeoOxiguuit 006csar BMiHb JJI OJIepKaHHS MO3UTUBHOI OIIHKU:

— BMITH BUKOPHUCTOBYBAaTH HOPMAaTHBHI JOKYMEHTH, BITUM3HSHI Ta MIKHapOIHI
CTaHAApPTH LI0JI0 BUMOT 3 (PYHKII0HAIBHOI O€3MeKH;

— BMITH IIPOBOJIUTH KIJIbKICHE OI[IHIOBaHHS ()YHKIIIOHAIBHOT O€3MEKH;

— BMITH BIOPOBA/KYBaTH TEXHIYHI Ta oOpraHizamiiiHi 3axoAu 3a0e3leueHHs
(yHKI10HATBHOI O€3MEKH.

12.3 Kpurepii oniHOBaHHS pOOOTH CTYAEHTA NPOTATOM CEMECTPY
3agoBiibHO (60-74). [Toka3aTu MiHIMYM 3HaHb Ta yMiHb. 3axucTUTH He MeHIIe 80% Bif
yCiX 3aBJaHb JJA0OPATOPHUX 3aHATH. Y MITH BUKOPUCTOBYBATH HOPMATUBHI JOKYMEHTH,
BITYM3HSHI Ta MDKHAPOAHI CTAHIAPTH 010 BUMOT 3 (DYHKITIOHAJIBHOI OE3MEKH.
Joope (75-89). TBepmo 3HATH HEOOXITHHI OOCST 3HAHb IS OJCPKAHHS IO3MTHUBHOI
OIIHKK, 3axucTutd He MeHme 90% 3aBmaHb JA0OPATOPHHUX 3aHATh. YMITH
BUKOPUCTOBYBATH Cy4YaCHI METOJU TEOPETUYHUX Ta €KCIEPUMEHTAIBHUX JOCIITKEHb
JUIsL  OpraHi3ailli Ta TPOBEACHHS pOOIT MIOAO OIlIHIOBAHHA Ta 3a0e3MeUYeHHS
dbyHKIIOHATBHOT Oe3neku. Matu HeoOXiAHUI 00CAT BMiHb JJIsl OJICp>KaHHS MO3UTUBHOI
OLIHKH.
Binminno (90-100). 3nati Bci KOHTPOJIbHI TOYKHU 3 OIIHKOIO «BIAMIHHOY». JIOCKOHAIBHO
3HaTH BCl TEMHU Ta YMITH iX 3aCTOCOBYBaTH. YMITH BHUKOHYBAaTH 3aXOAW II0JI0
3a0e3rneueHHs QyHKI[IOHATBHOT O€3MeKH.

IIkana ouiHOBaHHsA: 0aJIbHA | TPaAULiHHA

) Or1iHKa 32 TPaJIUIIIHOIO KO0
Cyma OaniB — PR .
Icniut, nudepeHmiioBaHni 3aIiK 3anik
90 - 100 Bigminao
75— 89 Hobpe 3apaxoBaHO
60—-74 3a10BLIBHO
0-59 He3anosiisHO He 3apaxoBaHo

13. MetoanuHne 3a0e3nmeueHHA

1. Cxasap B.B. Koncrnekt nekuii 3 auciuruiind «TexHosorii po3poOseHHs Ta
3abe3neueHHs GyHKIioHaNbHOT O6e3mexku [YCy.



2. Cxiap B.B. MeroauyHni BKa3iBKM I10JI0 BUKOHAHHS J1a0OpaTOpHUX pPOOOT 3
mucuuruiiH  «TexHosorii po3poOseHHs Ta 3a0e3nedeHHs (PYHKIIOHAIBbHOI Oe3neKu
[VCv.
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