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1. 3araabHa iHdopmanisa npo BUKIaxa4a

I11b: Haymenko BikTopist BomoaumupiBHa

Ilocapga: noreHT

HaykoBu#i cTyniHb: KaHJI. TEXH. HAyK

Buene 3BanHs: 03 3BaHHSA

[lepenik TUCIUILIIH, SIKI BUKJIQJIAE:
Texnomorii 1 cuctemMu O€3IpPOTOBOTO  3B'SI3KY,
InTepner peueil, Inrepuer peueii (KII)

Hanpsimu HayKOBUX JOCTiIKEHb:
bicnekTpanbHa 00poOka cuUrHajiB, HOBITHI METOIU

reHepartii pagioCurHamiB;
O6poOka 300pa’keHb, BHUSABICHHS HEOIHOPITHOCTEH
Ha 300paKECHHSX, CTUCHCHHS 300pa)KEHb.

KoHnrakTHa iHpOpMAaLis:
email: v.naumenko@khai.edu

[1Ib: B’rouunskuii Oner I'enHamiiiony

Ilocana: noreHT

HaykoBuii ctyninb: JokTop dhutocodii

BueHne 3BaHHA: O€3 3BaHHS

[lepenik TUCIUIUTIH, SIK1 BUKJIA/IAE:

InTepuer peueit, [ntepuer peueit KI1, O6pobka
mynbTuMenianX nanux KP, Teopis iHopmarii 1
KOJyBaHHSI.

HampsiMmu HayKOBUX TOCHIIKEHb:

OOpoOka curHaigiB Ta 300paxeHb, oOpoOka
MEIUYHUX JIaHUX, HEHPOHHI MEpPEXi Ta IITYYHHM
THTEJICKT

KonrtakTHa iHpOpMAIIis:
email: o.viunytskyi @khai.edu
telegram: https://t.me/viunytskyi




2. Onuc HAaBYAJIBLHOI ANCHUILTIHA

dopma 3100yTTS OCBITH Jlenna
Cemectp 1,2
MoBa BUKJIaTaHHS YKpaiHcbKa

Tun qucuuILTiHT

0606 ’sa3x06a

OO0csT IUCIUAIUTIHUA:
kpeautu €EKTC/ KiabKicTh
TOJINH

1 cemecmp: 4 xpequtu €KTC / 120 ronun (48
ayJIMTOPHUX, 3 AKUX: JeKiii — 32, mabopaTopHi — 16;
CP3 -72);

2 cemecmp: 5 kpenutu €KTC / 150 roaun (64
ayJIMTOPHUX, 3 AKUX: JeKii — 48, mabopaTopHi — 16;
CP3 - 86).

Buan naBuanbHO1
TISUIBHOCTI

Jlekyii, 1abopamopui pobomu, camocmiina poboma

Buan koHTpOIHO

[ToTouHMI KOHTPOJIb, MOYJIBHUNA KOHTPOJIb,

CEMECTPOBUI KOHTPOJb — iCHUM, iChUm

[IpepexBi3uTu

CyuacHi inghopmayiuni mexnonozii 8 nayyi ma oceimi

3. MeTa Ta 3aB1aHHSI HABYAJILHOI M CIUILIIHM, NepeiKi KOMIIeTeHTHOCTel
Ta OYIKYBAHHMX pe3yJbTaTiB HABYAHHS

Mera — copMyBatu cucteMy 3HaHb 3700yBadyiB y raimy3i [HTepHETy pedeil Ta
nM(pPOBUX TEXHOJOTIA, a TakoX OUIbIl MUPOKOoi Kareropli — 1UdpoBOi
TpaHcdopmarii. Ha 0a31 mux 3HaHb (paxiBelb 3Moxke 3a0e3rnedyBaTh pO3pOOKY,
3aCTOCYBaHHS Ta EKCIUTyaTallll0 TaKMX CHCTEM Yy BUPOOHWYIN 1 HAyKOBil cdepax.
OCHOBHUH aKLUEHT pOOUTHCA HA PO3yMiHHI (yHAAMEHTAIbHUX KOHUEMUIA 1
MEXaH13MiB, SIK1 JIe)KaTh B OCHOBI ()yHKIIOHYBaHHS [HTepHETY peueil.

3aBJaHHsl — 3aCBOEHHS TEOPETHMUHUX 1 MPAKTUYHUX 3HAHb 3 PO3POOKH
nporpaMHOro 3a0e3ledyeHHs Ta MporpaMHo-anapaTHuX cucreM loT; BHBUEHHs
3ac00iB 1HGOPMAIITHUX TEXHOJOTIA Ta I1HTEJICKTyaIbHUX CHCTEM MIATPUMKH
MPUIHATTS pillieHb; (OPMYBaHHS HABUYOK OpTaHi3allli KOMYyHIKalllHHUX CEaHCIB Ta
3aCTOCYBaHHS MEXaHI3MIB 3aXUCTy B cepe/loBUIIl [HTepHeTy peuei.

KommnereHTHOCTI, sIKi HA0YBaKOTHCS:

Inmezpanvna komnemenmuicme:
31aTHICTh PO3B’SI3yBaTH CKJIAAHI 3ajayli Ta nOpoOieMu B Tally3l MNo0ynOBU
iHQopMaIIITHUX Mepex 3B 3Ky, 10 Iepeadayae MPOBEACHHS JOCHIKEHb Ta/abo
3MIMCHEHHS] 1HHOBAIIIA TpPH 3aCTOCYBaHHI METOJIB 1 MPUHUMUIIB MOOYIOBU Ta
ONTHUMI3alli CyYaCHUX TEXHOJOTIH po3moAlly 1 0o0poOsieHHs OaraToKaHalbHUX
1H(pOpMaIITHUX TaHUX.



3azanvni komnemenmnocmi (3K)
Iicna 3akinuenns yiei npozpamu 3000y8au oceimu 0yoe 30amen:

3K1 — 3patHICTh BUSIBISITM HAYyKOBY CYTHICTBH MpoOiieM y mpodeciiiHiii cdepi,
3HAXOJMUTH aJIEKBATHI IUIAXHU MO0 iX PO3B’SI3aHHS.
3K3 — HaBUUYKM BUKOPUCTAHHS 1H(OPMAIITHUX 1 KOMYHIKAI[IHHUX TEXHOJIOTIH.
3K4 — 31aTHICTh IO CaMOCTIMHOI'O OCBOEHHS HOBHUX METOJIB JIOCIIKCHHS, 3MIHHU
HayKOBOT'O i HAYKOBO-BUPOOHUYOTO MTPO(1II0 CBOET NiSITBHOCTI.
3K5 — 3gaTHICTh AOCHIKYBaTH MPOOJIEMH 3 BUKOPUCTAHHSM CHCTEMHOTO aHai3y,
CHHTE3Y, KOMII IOTEPHOTO MOJICIIIOBAaHHS Ta METO/I1B ONTUMI3aIlii.
3K7 — 31aTHICTh aHANI3yBaTH, BEpU(PIKyBaTH, OI[IHIOBATH MOBHOTY 1H(OopMallii B
X011 TpodeCiHOT MISUTBHOCTI, 32 HEOOXITHOCTI TOMOBHIOBATH ¥ CHHTE3yBaTH
BIJICYTHIO 1H(pOpMaIito i MmpaioBaT B yMoBax HeBu3HaueHocTl 3K10 — 31aTHICTD
OI[IHIOBATH Ta 3a0€3IeUyBaTH SIKICTh BUKOHYBaHUX POOIT.

CneuianvHi KomnemeHmHocmi

Iicna 3akinuenns yiei npozpamu 3000y8au oceimu 0yoe 30amen.
®K1 - 37aTHICTH 3aCTOCOBYBATH BIAMOBIAHI MaTeMaTH4HI, HAyKOBl 1 TEXHIYHI
METO/IY, @ TAKOK KOMII'FOTEpHE MpOorpaMHe 3a0e3MeueHHs JUIsl BUPIILIEHHS 3aBAaHb Y
cdepi po3noainy 1 00podku iHbOpMaIii.
®K4 — 31aTHICTH OPraHi30BYyBaTHU 1 MPOBOJUTH €KCIIEPUMEHTAIBHI JOCIHKCHHS.
®KS — 31aTHICTD BU3HAUYaTH €(PEKTUBHICTH PIIICHb B c(hepi po3Nno iy 1 oOpoOku
1H(popMaIlli 3 BAKOPUCTAHHS aHAJTITUYHUX METOIB 1 METO/I1B MOJIETTFOBaHHS.
®K6 — 31aTHICTS IPOJEMOHCTPYBATH 3HAHHS 1 PO3YMIHHA MATEMATHYHUX
NPUHIUIIB 1 METOAIB, HEOOX1AHUX JUIsl MIATPUMKH Clieliani3anii 3 TeJIeKOMYyHIKaIli.
@®K8 — 31aTHICTh 3aCTOCOBYBAaTH MaTEMaTH4HY TEOPiKO OpraHizailii 1 MjaHyBaHHS
EKCIIEPUMEHTY, PO3POOJIATH TIJIaHU MPOBEACHHS JOCIIKEHb, BUOUPATH aIrOPUTMU
ompauoBaHHs 1HQOpMaIllii, a TaKoX 3aCTOCOBYBaTHM HEOOXIJHE MpOrpaMHe
3a0€e3MeUeHHs I aBTOMAaTU3AaIl1 O0YMCIICHbD.
®K9 — BIOCKOHAITIOBATH METOAM Ta TEXHIYHI 3aCO0HM OI[IHIOBAHHS SKOCTI MPOIYKIIii
Ta MOCJIYT 3 BUKOPUCTAHHSAM 1H()OPMAIIHHUX TEXHOJIOTIH.
@®K11 — anamizyBaTH CTaH HAyKOBO-TE€XHIYHOI MpOOJIEMH Ta BH3HA4YaTH METY 1
3aBJIaHHS MPOEKTYBAaHHS CUCTEM YTIPABIIHHS SKICTIO HA OCHOBI BUBUEHHS CBITOBOTO
JIOCBITY
®K14 — 31aTHICTh BAKOPUCTOBYBATH 3HAHHS 3 MATEMATUYHUX 1 JIOTTYHUX TOOYI0B,
K1 € MATPYHTSIM ONTUMI3alli IHPOPMaLIMHUX CUCTEM Ta MEPEK, iX OKPEMHX
MPUCTPOIB, IO MPOSKTYIOTHCS, EKCIUTYaTYIOThCS Y TOCIHIKYIOThCA.
@®K15 — 31aTHICTH 10 IHHOBALIMHOT AISUIBHOCTI y Taily3l 3B’ sI3Ky Ta 1H()OPMATHKH,
BUPIIICHHS Cy4acHUX 3aBJIaHb 110/10 CTBOpeHHs [ 1o0anbHOro iHhopMaIiifHoro
CyCHIJIbCTBA.
®K16 — 3natHicTh 10 POpMYBaHHS PUHKY 1H(OPMAIIHHUX Ta TEIEKOMYHIKaLIMHUX
nocyr, pOpMYyBaHHSI BUMOT JI0 SIKOCT1 HAJaHHS MOCIIYT.



Ilpozpamni pe3ynomamu naguanna:
ITPH1 — 3HaHHS 1 PO3YMIHHS Cy4aCHUX METO[IB MPOBEICHHS HAYyKOBO-IAOCIITHUX
poOiT, (i3uKO-MaTEeMaTUYHMX METOMIB, IO 3aCTOCOBYIOTHCS B I1HXKCHEPHIM 1
JTOCTITHUIIbKIA TIpaKkTHIl, Ha PiBHI, HEOOXITHOMY JUIS JIOCATHEHHS 1HIIUX
pe3yJIbTaTiB OCBITHHOI POTPaMHU.
IMPH2 — 3HaHHA OCHOB HAayKOBUX JOCIHIJKEHb, METOJIB TMOLIYKY HOBHX
IHHOBAIIMHUX HAYKOBHUX Ta TEXHIYHUX PIIICHb.
ITPHS — 3HaHHS 3 MaTeMaTUYHUX 1 JIOTTYHHMX MOOYAOB, SIKI € OCHOBOIO ONTHUMI3allii
iHbOpMAIIIHHUX CHUCTEM Ta MEPEX, 1X OKPEMHX MPHUCTPOIB, IIO MPOEKTYIOTHCA,
eKCIUTYaTYIOThCS YU JTOCIIKYIOThCS.
IIPH6 — 3HaHHS Mpo 1HHOBAILIMHY AISUIBHICTh Yy Tally3l 3B’SI3Ky Ta 1H(OPMATHUKH,
Cy4acHi 3aBJaHHs 10/10 CTBOpeHHs [ 106anbHOro iHPOPMAIIITHOTO CYCHIIBCTBA. .
IMPH/ — 3HaHHS OO0 NOPUHIUMNIB (OPMYBaHHA PHUHKY 1HPOPMALIMHUX Ta
TEJIEKOMYHIKaLIMHUX MOCIYT, a TAKOXK SKOCTI HaJJaBaHHS MMOCITYT
IMTPH8 — 3HaHHS OCHOBHUX TMPHUHIMUIIB peam3amii i1HQopMmamiiHUX Ta
TEJCKOMYHIKaIIHUX MEPEeX Ha PI3HUX eTarax >KUTTEBOTO LUKITY.
IIPH9 — 3HaHHA OCHOB TMpodeciiiHO-OPIEHTOBAHUX JUCHUILIIH CIIEIiadbHOCTI,
TEXHOJIOT1M Ta 3arajJilbHUX IOJO0XKEHb MPOEKTYBaHHS 1H(POPMALIMHUX CHUCTEM Ta
MEpEeX, iX CKIIaJOBUX YACTUH, METOJIMKH PO3PaXyHKIB.
IMPH10 — yminHs 11eHTU(DIKYBATH, KJIacu(DIKyBaTH Ta OMUCYBAaTH POOOTY MPUIIAIIB 1
CUCTEM Ta X MOAYJIIB.
ITPH11 — yMiHHS BHKOPHUCTOBYBaTH 1H(OpPMALIIO0 MPO TEXHIYHI XapaKTEPUCTUKH,
KOHCTPYKTHBHI OCOOJIMBOCTI, MPU3HAYECHHS Ta YMOBHU €KCIUTyaTalli yCTaTKyBaHHS Ta
oOnajiHaHHs MpU BUPIIIEHI 33]1a4 3 PO3NOJLITy Ta 00poOKu 1H(hopmarii.
IIPH12 — 3HaHHsA OCHOBHMX MPUHIIMIIB OpraHizailii 1 moOyaoBu iH(opMalliitHO-
KOMYHIKAIlIMHUX  CUCTEM, BMIHHS BpaxoOBYyBaTW OCOOJMBOCTI raimy3ed ix
3aCTOCYBaHHS, BU3HAYATH XapaKTEPUCTUKN CUCTEM 1 OKPEMHX X MOAYIIB.
IMPH13 — 3HaHHS NPUHIMIIB KepyBaHHA 1HPOPMALIMHUMH MEpeKaMu, KepyBaHHSA Ta
METO/I1B OIIIHIOBAHHSI SIKOCTI X (DYHKITIOHYBaHHS Ta HaJlaHHS MTOCITYT.
IMPH14 — 3HaHHS TPUHIUIIB MNOOYJAOBU CEpBICHUX IUIaTPopM 1HPOPMALIHHIX
MEpPEK.
IMPH18 - 3nmatHICT BHUKOPUCTOBYBAaTH TMpodeciitHo-npodiap0BaHl 3HAHHS W
MPaKTUYHI HABUYKH POOOTH 3 aBTOMATHU30BAHWMHU JIIaTHOCTHYHUMH KOHTPOJBHHO-
BUMIPIOBAIbHUMHU KOMILIEKCAMH.
IMPH19 - 3paTHicTh €(EKTUBHO 3aCTOCOBYBATH POOOTY 3 KOMIT IOTEPOM, HOTO
TEXHIYHUM Ta MPOrpaMHUM 3abe3neyeHHsIMU (HocisiMu 1Hdopmalii, 6azaMu JaHUX

TOIIO).
4, 3MicT HABYAJIBHOI AMCIUILIIHA
MOIVYJIb 1.
Ocinniii cemecTp
3micTroBHuUI Moayab 1. Pedi Ta 3B’s13ku

Tema 1. I1]o Take iHTEpHET peueii?



Beryn no konuentii IoT, #ioro poni B cyyacHOMY CBITI, PO3IJISIT apXiTEKTypH
CUCTEMHU, CKJIAJJOBUX KOMIIOHEHTIB (JaTYMKH, BUKOHABYI MPUCTPOI, KOHTPOJIEPU) Ta
MOTOKOBUX IMPOIIECIB.

Jlekmii/na6opatopui: nekuis «Illo take IoT»; maboparopna pobdora «IloOymosa
MPOCTHUX JIAHIIIOT1BY.

CamocTiiina poOoTa: ompalroBaHHS Marepialy JIeKIId, TIATOTOBKa 0
1abopatopHOi poOOTH, OPOPMIICHHS PE3yIbTaTIB.

Tema 2. [Iporiecu B K€pOBaHUX CUCTEMAX

OcHOBHM (PyHKIIIOHYBaHHsSI TPOIIECIB 1 CHCTEM YMPABIIHHS; PO3IMKHEHI Ta
3aMKHEHI KOHTYpPH, B3a€EMO3AJICkKHI cUCTeMH; orsin moxened komyHsikamii (TCP,
OSl, |oT Reference Model).

Jlexuii/nmaboparopui: nekmis «lIpouecn B KepoBaHUX cHUCTeMax»; JiabopaTopHa
po0oTa «AHaJI3 MPOLECIB TA CUCTEM YIPABIIHHSD.

CamocrTiiiHa poOoTa: BUKOHAHHS 1HAWBIAYyaJdbHUX 3aBllaHb, MIJTOTOBKA JO
MOAYJBLHOTO KOHTPOJIIO.

Tema 3. PiBHi 3’€1HaHb

Bunu mepexeBux 1 npukiaanux 3’enHanb y [oT; moHATTS MeTanaHux; mpoodieMu
0e3reKy Ta KOH(IISHIIIMHOCT1 TaHUX.

Jlexuii/madoparopHi: sekiis «PiBHi 3’enHanb y [0T».

CamocriiiHa poboTa: BUBYEHHS MPUKIAIIB aTak Ha [oT-cucreMu, miaroroBka Jo
MOJIyJIbHOTO KOHTPOJTIO.

MopyabHMiA KOHTPOJIb1

3MmicToBHMIA MoayJib 2. EneMenTu HalipocTimoi cuctemu [oT

Tema 1. J[aTunku, BUKOHABY1 MEXaHI3MH Ta MIKPOKOHTPOJIEPH

OcHOBHI KOMMNOHEHTU HaunpocTimoi loT-cucreMu, NpuHUMNU iX 3’€IHAHHS Ta
IPOEKTYBaHHS MPOTOTHUIIIB.

Jlexuii/madoparopui: nekuiss «Enementn IoT-cuctem»; nabopatopHa pobota
«IIpoexryBanns [oT-cxemm».

CamocriiiHa poOOTa: OMpaIOBaHHS JITepaTypH, MIATOTOBKA N0 JIaOOpaTOPHHUX
3aB/IaHb.

Tema 2. MikpokouTtposnep Arduino

MoxmuBocti Ta wmomeni Arduino, TpUHIMOM poOOTH, TEpIll KpPOKU B
HaJaITyBaHHI Ta IMAKIIOYCHHI.

Jlexuii/madoparopui: nekuis «OcHoBu  Arduino»; mabopaTopHi  poOOTH
«KepyBanns cBitinoaiogamuy, «KepyBanus poropesructopom».

CamocriiiHa poOoTa: MIArOTOBKa 10 JabopaTopHUX poOOIT, BUKOHAHHS
1HJIMB1TyaJIbHUX 3aBJIaHb.

Tema 3. Arduino IDE

[Iporpamue cepenoBuiie Arduino IDE, 0a30BI KoMmaHAW, NPUKIAIUd KOIY,
TECTYBaHHS IIPUCTPOIB.

Jlexmii/maboparopHi: nekitis «Arduino IDEy»; mabopatopui podotu «KepyBaHHs
pene», «KepyBaHHS MOTOpamMuy.

CamocriiiHa poOoTa: po3poOKa TPHUKIAAIB KOMY, MIATOTOBKA JI0 3aXHCTY
1abopaTOpHUX POOIT.



Tema 4. MoBu niporpamyBaHHs
Tunn moB mporpamyBanHs, iXx BukopuctanHs B [oT; API, REST API; acnektu
0e3MeKy MPOrpaMHOTo 3a0e3MeUeHHS.
Jlekmii/mabopatopHi: nekiisa «IIporpamyBanus ais [oTy.
CamocriiiHa po0oTa: HaNMMCAHHS TMPUKIAIIB KOIY, MIATOTOBKA 10 MOJIYJIBHOTO
KOHTPOJIIO.
MoayibHUHA KOHTPOJIb 2

3micToBHuii Mmoayab 3. Raspberry Pi

Tema 1. Raspberry Pi ta iioro noptu

Apxitekrypa Raspberry Pi, moptu Ta 6a30B1 MOXKJIMBOCTI BUKOPUCTAHHS.

Jlexmii/nabopatopui:  jekmisi  «Raspberry  Pi»;  maGopatopna  poOota
«MopentoBanns [oT y Packet Tracer».

Camocriitna poOoTa: ompaitoBaHHs JokyMmeHTalii Raspberry Pi.

Tema 2. bazosi komanau Linux

OcHoBU po0OTH B KOMaHAHOMY psiaky Linux, ympaBiiHHsS ¢aiiamMu  Ta
poLEecamH.

Jlexuii/madoparopHi: nekiis «Komanauauit psimok Linuxy.

CamocriiiHa poOOTa: BUKOHAHHS NMPAKTUYHUX BIpaB 3 Linux.

Tema 3. Cuctema kepyBaHHS HaKETaMU

BukopuctanHs nmakeTHUX MeHemxkepiB y Linux mnga pobotu 3 Arduino Ta loT-
MojesiMu, 1HTerpaitis 3 Python.

Jlexuii/madoparopHi: nekuis «CrucreMa KepyBaHHS MAKETAMU.

CamocrTiiiHa poOOTa: BHUBYEHHSI TMAKETHUX MEHEIKEpIB, MIATOTOBKA O
MOJAYJBHOTO KOHTPOJIIO.

MonayibHU KOHTPOJIb 3

3MmicToBHMI MoayJb 4. [TiAKII0YEHHS pedeld 10 Mepexi
Tema 1. LAN, WAN Ta [aTepHet

Jlexmii/ma6oparopHi: nexiisa «KLAN, WAN Tta [atepaeT».

CamocriiiHa poOoTa: MiATOTOBKA MPUKIIAIAIB MEPEKEBUX TOMOJIOT M.

Tema 2. be3apoTOBi TEXHONOTIT

Ormsan 6e3aporoBux texHomoriii (WiFi, ZigBee, Bluetooth, LoRaWAN, 5G) i1
3aX01M 1X 3aXUCTY.

Jlekii/nabopatopHi: Jekiis «be3apoToBl TEXHOIOT1».

CamocriiiHa poOoTa: onpaioBaHHs IPUKIAaAiB BUKOPUCTaHHS TexHoiorii y 1oT.

Tema 3. TymanHi Ta XMapHi cepBicU

KoHuenuisi TyMaHHUX Ta XMapHUX OOYHMCIIEeHb, 30€piraHHs W mnepegaya JaHUX Y
BenuKux cucremax [oT.

Jlekii/nabopatopHi: JeKIlisg « XMapHi Ta TYMaHH1 CEPBICHY.

CamocriiiHa poboTa: MATrOTOBKa M0 JabopaTopHOi PoOOTH «3axXUCT XMapHHUX
cepaiciB [oT».

MoayJabHuA KOHTPOJIb 4



3microBHuUI Moayab S. Ornsa pimens [oT

Tema 1. Bupimenns riamobaipHUX npoo6aeM 3a gonomororwo [oT

Ananiz BBy l[oT Ha HOCATHEHHS IIEM CTamoro PO3BUTKY Ta BUPIIICHHS
r100aapHUX TIPOoOJIeM, IPUKIIAI BUKOPHUCTAHHS Y IPOMHUCIIOBOCTI Ta CYCIIJIBCTRI.

Jlekmii/ma6opatopHi: nekiis «Poas [oT y BupimenHi riodansHuX Ipooaem.

CamocriiiHa poOoTa: miAroToBKa pedepary mpo npukiaan 3acrocyBanss loT.

Tema 2. IIpoexTyBaHHS pillICHb

ETtanu imxeHepHoro npoektyBaHHs cucteM loT, mpoeKkTyBaHHS 3 ypaxyBaHHSIM
oe3neku, Bukopuctanus API ta giarpam 1j1st onucy cuctem.

Jlexuii/maboparopHi: Jexiis «lHxeHepHe npoektyBanHs loT-cucrem».

CamocTiitHa poboTa: CTBOpEHHs cxeMH po3MmimieHHs [oT-pienHs, maroToBka o
3aXUCTY J1a00paTOpHUX POOIT.

Tema 3. [Iporotun cucremu loT

Metonu npototunyBaHHs Ta TecTyBaHHs loT-cucrem, po3poOka AOKyMeHTallii,
613nec-monenb Canvas st loT-nipoekTiB.

Jlexmii/madoparopui: nekuist «IIpororunmyBanns loT»; nabopatopna poboTa
«IIpoexryBanns loT-cxeMu BiJ MOYaTKy J10 KIHISD.

CamocrTiiiHa poOoTa: MIArOTOBKAa BJIACHOTO MPOTOTUIy Ta ONUC HOro
byHKIIIOHATY.

MoayabHUH KOHTPOJIb S

3MmicToBHMI MoayJb 6. [TouaTok pobotu 3 Raspberry Pi

Tema 1. BcranoBneHHs onepaiiitHoi cucremu Ha Raspberry Pi

HanamryBanns Raspberry Pi, incramsmis OC, po6ora 3 GPIO, nucraniiiine
KepyBaHHs yepe3 BeO-iHTepdeiic.

Jlekmii/naboparopui: nekimisi «OcHoBu Raspberry Pi»; maGopatopHa poOota
«HanamryBannst PL-App 13 Raspberry Pi».

CamocrTiiiHa po0oTa: CTBOpEHHs 00pa3y CUCTEMHM, MIJATOTOBKA J0 J1abOpaTOPHUX
3aBJlaHb.

Tema 2. OcuoBHi komanu Raspberry Pi

Komanau ans ynpasmiHHs (ailiaMu, MEpexXeBUMHU MapaMeTpaMu Ta OTPUMAaHHS
CUCTEMHOT 1HhOopMaIIii.

Jlexmii/maboparopHi: nekiis «Komanau Raspberry Pix.

CamocriiiHa poOoTa: BIIpaBu 3 HajamTyBaHHs Raspberry Pi.

Tema 3. HanamryBanus nmigkitoueHHst Raspberry Pi 1o mepexi

Po6ota 3 MepexeBUMU KOH(DirypaiisiMu, BCTaHOBJIEHHs crtatuuHux I[P-aapec,
HayamryBaHas Wi-Fi.

Jlexuii/madoparopHi: nekuis «MepexkeBe HanamTyBaHHs Raspberry Piy.

CamocrTiitHa poboTa: MiAroToBKa 110 JabopaTtopHoi podoTu «Bimmanenuit 1ocTyI
1o Raspberry Pi».

Tema 4. Binnanena po6ora 3 paitnnamu Ha Raspberry Pi

[ncrpymentu ans poctymy no ¢aimis (FTP, VNC), aBromaTuszanis 3amycky
CepBICiB.



Jlexmii/maboparopHi: nekiis «Bigmanenuit moctymn»; mabopatopHa pobora «SSH
ta VNC Ha Raspberry Pi».
CamocriiiHa poOoTa: MATOTOBKA IO MOYJILHOTO KOHTPOJIIO.
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Becusinuii cemectp
3MmicToBHMI MoayJb 7. CrienianbHl HajamrTyBanHs Raspberry Pi

Tema 1. OCHOBHI TUITK HEHPOHHUX MEPEXK

Ornan  apxITEKTyp HEUpPOHHUX Mepex (IpsIMOro MOIIMPEHHS, 3BOPOTHOIO
NOIIMPEHHS) Ta iX 3acTocyBaHHs B [oT.

Jlexmii/maboparopHi: nekiis «Helponni mepexi B loT»; mabGopaTtopna pobota
«CTBOpEeHHSI HEMPOHHOT MEPEeXki sl OOPOOKH JAHUX.

CamocrtiiiHa po0OoTa: MIArOTOBKA 1HAMBIAYaJbHOTO NPHUKIAAY 3aCTOCYBaHHS
HEHPOHHOI MEpEXKI.

Tema 2. Binnanenuit noctyn

[Tpuniunu 6e3neynoro Bigaanenoro aocryny (SSH, VNC), npobiemu 3axucry.

Jlexmii/maboparopui:  mekmis «SSH T1a VNC»; naboparopHa pobota
«BcTaHOBIEHHS BIIAIEHOTO JOCTYITYY.

CamocriiiHa poOoTa: TeCTyBaHHS O€3MEYHOTO MiIKITIOYCHHS.

Tema 3. Kivy MD ¢petimBopk 1151 Python

OcHoBu po6otn 3 Kivy MD st ctBopeHHst MOO1IbHUX Ta loT-mogaTkis.

Jlekmii/naboparopui: Jnekuis «®perimBopk Kivy MDy»; naboparopHa pobota
«CTBOpEHHS 10AaTKy 3a gonoMoror Kivy MD»y.

CamocriiiHa poOOTa: CTBOPEHHS MPOTOTHUITY 3aCTOCYHKY.

Tema 4. I'padiuni enementu Kivy MD

Buxopucranns rpadiuaux enemeHTiB y Kivy MD (KHONKHM, IKOHKH, TEMH,
mpUQPTH).

Jlexuii/madoparopHi: nekuis «I'padiunuii inTepdeiic y Kivy MDy.

CamocriiiHa po0oTa: TMIATOTOBKAa NPHKIAAY 3aCTOCYHKY 3 TpadiuHuMHU
eJIeMEHTaMHU.

Tema 5. Docker

Buxopucranns Docker y IoT-mpoektax: cTBOpeHHS o00pa3iB, KepyBaHHS
KOHTEWHEpaMu, ONTUMI3allisi BAKOPHUCTAHHS PECYPCIB.

Jlexmii/madoparopHi: nekis «Docker y [oT».

Camocriitna poOoTa: MAroToBKa 10 MOAYJIBHOTO KOHTPOJIIO.

MoayabHU#A KOHTPOJIb 7

3microBHuii moayJb 8. besneka [oT

Tema 1. Anatomis ataku [oT

Tunosi kiOepataku Ha loT (mampuknan, OoTHer Mirai), Mozaeni Oe3neku Ta
MIJIXO/IH JI0 3aXHUCTY.

Jlexuii/madoparopni: nekuiss «Ataku Ha loT»; maboparopHa pobora «3axuct
XMapHUX cepBiciB B [0T)».

CamocriiiHa po0OoTa: aHaIi3 IPUKIAAIB aTaK, MATOTOBKA 3BITY.



Tema 2. Anani3z moaeni 3arpo3 st cuctemu [oT

MeTonu BUSBICHHS 3arpo3, TOKyMEHTyBaHHs apXiTekTypu [oT, olliHka pu3uKiB.

Jlexuii/madoparopHi: nekuis «Mogeni 3arpo3»; jgabopatopHa pobdora «OliHKa
3arpo3 [oT».

CamocrTiitHa poO0Ta: BAKOHAHHS 1HMB1yaJbHOTO 3aB/IaHHS.

Tema 3. Mojiesni KOHTPOIIO JOCTYITY

Tunu KOHTpOJIIO A0CTyIy (0OOB’SI3KOBUM, MUCKpEIiiHMM, aTpuOyTHHiT), OAuth
2.0, ynpasninns ineaTudikamiero loT-npuctpois.

Jlexmii/maboparopHi: ek «Mojeni KOHTPOIIO JOCTYITY».

CamocriiiHa po0OoTa: MATOTOBKA IO MOIYJILHOTO KOHTPOJIIO.

Tema 4. be3neka npotokoniB Ta crangaptis [oT

Amnaniz Oesnexkn ocHoBHHX mnpotokodiB (IEEE 802.15.4, BLE, Wi-Fi, NFC,
LPWAN), a takox mnpotokoiiiB oOminy noBigomieHHsiMu (MQTT, CoAP, DDS,
AMQP).

Jlexuii/maboparopHi: snekiisa «be3neka mpoToKoIiBy.

CamocriiiHa po0OoTa: aHai3 ypa3JIuBOCTEN MPOTOKOJIIB.

Tema 5. Orninka Bpa3uBOCTI

Metonu orminku ypaziauBocTedl loT-cuctem, I1HCTpyMEHTH HJisi BUSBIICHHS
HEJIOJIIKIB O€3IeKH, YIIPaBIiHHSI PU3UKAMH.

Jlexmii/madoparopHi: sekiis «O1iHKa ypa3auBOCTEM.

CamocriiiHa poOoTa: MATOTOBKA JI0 3aXHCTY J1a00paTOPpHUX pOOIT.

MoayabHuA KOHTPOJIb 8

5. InauBinyanbHi 3aB1aHHS
He nepenbaueno HaBYaIbHUM TUTAHOM.

6. MeToau HABYaAHHSA

Metoau CTUMYJTIOBAaHHS 1 MOTHBAIlll HABYAIBHO-TII3HABAJIBLHOI JISJIBHOCTI:
1) mepeKkoHaHHs y 3HAYYIIOCTI HABYaHHS;

2) BUMOTH;

3) CTBOpEHHS CUTYyaIlii 3aIliKaBJIEHOCTI.

Mertoau oprani3aiiii Ta 31HCHEHHS HaBUYJIbHO-ITI3HABAIBHOT T1SJIbHOCTI:
1) MosICHIOBAJIBHO-1TTIOCTPATUBHU;

2) cioBecHUH (pO3MOBIb, JIEKIIis, Oeciia, MOSCHEHHS);

3) HaouHuU# (LIFOCTpAllisl, AEMOHCTpAIlif);

4) npakTUYHUM (BIIPaBHU).

7. MeTo1M KOHTPOJII0
[IpoBencHHS TIMOTOYHOTO KOHTPOJIO Ha JabOpaTOPHUX 3aHATTAX  Ta
KOHCYJIbTAIISIX, MOAYJILHUN KOHTPOJb, (DIHATLHUN KOHTPOJb Y BUTIISI ICTIUTY.



8. Kpurepii oniHioBaHHs Ta po3nojija 6aJjiB, AKi OTPUMYIOTH 3100yBayi
Ta6mug 8.1 — Po3nojin 6aniB, IKi OTpUMYIOTh 3100yBadl OCBITH

CkiangoBl bamn 3a onue KinpkicTs Cymapna
HaBYAJIbHOI poOOTH 3aHATTA (3aBJaHHS) | 3aHSTh KUTBKICTh OaJTiB
(3aB/1aHb)
1 cemecTp
3micToBHMI MoaYyJb 1
Po6oTa Ha JexIisax 0...1 1 0...1
BukonanHs 1 3axuct 0..6 1 0...6
71a00paTOPHUX
(TIpakTUYHUX) POOIT
Moy IpHHI KOHTPOJIb 0...8 1 0...8
3MicTOBHMII MOAYJIb 2
Po6oTa Ha JIeKIisiX 0...1 1 0...1
BukoHanHs 1 3axuct 0...6 2 0..12
1a00paTOPHUX
(mMpakTUYHHX) pOOIT
MoayJibHUI KOHTPOJIb 0...10 1 0...10
3MicTOBHMIA MOAYJIb 3
Po6oTa Ha JeKIigax 0...1 1 0...1
MoaynbHUI KOHTPOJIb 0...8 1 0...8
3MicTOBHUI MOaYJIb 4
Po6oTa Ha JeKIisax 0...1 2 0...2
MonynpHuM KOHTPOJIb 0...10 1 0...10
3MicTOBHMIA MOYJIb 5
Po6oTa Ha JeKIigax 0...1 2 0...2
BukoHnanHs 1 3axuct 0..6 3 0...18
1a00paTOPHUX
(MpakTUYHHX) pOOIT
MonyabHUN KOHTPOJIb 0...10 1 0...10
3MicTOBHMI MOYJIb 6
Po6oTa Ha JeKIigax 0...1 1 0...1
MonynpHuM KOHTPOJIb 0...10 1 0...10
Ycboro 3a cemecTp 0...100
2 cemecTp
3MicToBHUH MOaYJIb /
Po6oTa Ha JeKIiax 0...1 12 0...12
BukonanHs 1 3axuct 0..6 3 0...18
71a060paTOPHUX POOIT
MonyabHUN KOHTPOJIb 0...15 1 0...15
3MicToBHMIE MOAYJIb 8
Po6oTa Ha jeKiifax | 0...1 | 12 0...12




BukoHaHHS 1 3axHCT 0..7 4 0...28
J1a00paTOPHUX POOIT

Moy IpHHI KOHTPOJIb 0...15 1 0...15

Ycboro 3a ceMectp 0...100

CeMecTpoBUl KOHTPOJIb (ICIIKUT) MPOBOAUTHCSA y pa3i BIAMOBU 3100yBaya Bif
0aJiB MOTOYHOI'O TECTYBAHHS i 3a HASIBHOCTI JAOIYCKy 110 icouTy. I1ig yac cknaganus
CEMECTPOBOTO ICIIUTY 3100yBay Ma€e MOKIUBICTh oTpuMaTH MakcumyM 100 Gais.

biner nns icnuty ckiaagaeThes 3 2 meopemuunux (koxcne numanns 30 oanie) ma 1
npakmuyurno2o numarus (40 oanis).

Tabmmns 8.2 — lllkanum oriHtOBaHHS: OanbHA 1 TpagUIliiHA

Cyma Ganis Orinka 3 TpaIII/IL[i.I‘/'IHOIO NIKATI0K0
IcniuT, nudepeHIiiani 3aIiK 3aik
90 - 100 BigminHO
75-89 JloOpe 3apaxoBaHO
60— 74 3a10B1JILHO
0-59 He3anoBuisHO He 3apaxoBano

Kpumepii ouinroeanna pooomu 3000yeaua oceimu npomsazom cemecmpy

3anoBisibHO (60-74). [Toka3atu MiHIMYM 3HaHb Ta yMiHb. 3aXUCTHTH HE MEHIIIE
60% Big yciX 3aBIaHb JIADOPATOPHUX 3aHATh. BMITH BHKOHYBaTH miaAlIp 1
KoH(pirypyBatu Haitnpoctime pimenHs |0T. Bmitu 30upatu cucremy |OT Ha 0asi
HAWTIPOCTIMINX €JIEMEHTIB (MIKPOKOHTOPIIJIEP, JKEPENIO JKUBIEHHS, CBITJIONION) 1
MOJIeNIIOBATH i1 3a JormoMororo cumydsitopa Cisco Packet Tracer.

JHoope (75-89). TBepao 3HaTH MiHIMYM, 3aXHCTHUTH BCi J1abOpaTOpHi PoOOTH,
3/1IaTh yCl MOAYJIbHI TecTyBaHHs. [lokazaTh BMIHHS BHUKOHYBATH Ta 3aXHUIaTH BCI
nabopaTopHi poOoTH B 0OYMOBJICHHI BHKJIaJaueéM CTPOK 3 OOTpyHTYBAHHSIM pillleHb
Ta 3axO0[iB, Kl 3alMPONOHOBAHO Yy poOOTax. YMITHU: NMPOBOJUTH aHAJI3 1 CHUHTE3
cucteM |OT. 3HaT MeTOaM 1 3aCOOM MOJEIOBaHHS CKIIAJHUX CUCTEM Ta BMITH
KOPHUCTYBATHCSI HUMU Ha TIPAKTHIII.

Bigminno (90-100). 3mati BCi KOHTPOJIbHI TOYKH 3 OINHKOKO «BIIMIHHOY.
JlockoHaJIBHO 3HATH BCI TEMU Ta YMITH 3aCTOCOBYBaTH iX. IlnmaHyBaTu poO3BHUTOK
cuctemu |0T. be3anoMuiIKOBO BUKOHYBATH Ta 3aXUILNATH BCl JabOpaTOpHI poOOTH B
0OyMOBJICHHI BUKJIaJJa4€M CTPOK 3 JOKJIAJHUM OOIPYHTYBaHHSM pIIIEHb Ta 3aX0/I1B,
K1 3aIIPOIIOHOBAHO Y POOOTaxX.

8. ITosiTMKa HABYAIBLHOIO KYpPCY

BinBinyBanns 3ausiTh. Perymsiis npomnyckiB. [HTepakTUBHUI XapakTep Kypcy
nependadae 000B’SI3KOBE BIJBITYBaHHS MPAKTUUYHUX 3aHATH. 3700yBadi OCBITH, SIKI
3a TEBHUX OOCTaBMH HE MOXYTb BIJBIIyBaTH MPaKTUYHI 3aHSITTS PEryJSpHO,
MOBUHHI TPOTATOM TIXKHS Y3TOJAWTHU 13 BHKJIagadeM Tpadik 1HIWBIAYaIbHOTO




BINIPALIIOBAaHHS MPOMYIICHUX 3aHsATh. OKpemi MPOIMyIIeHI 3aHATTS MarlTh OyTu
BI/IMpaIibOBaH1 Ha HAMOJIMKU1M KOHCYJIBTAIIT TPOTATOM THIKHS TICIIA iX MPOMYCKY.

JloTpuMaHHsI BUMOT aKaJAeMiuHOoi 100poYecHOCTi 37100yBayaMH OCBITH ITiJl
yac BUBYEHHS HaBUYaJIbHOI AucuMIUIiHU. [1i yac BUBYEHHS HABYAJIbHOI NUCIMILIIHUA
3100yBaul OCBITH MalOTh JOTPUMYBATUCS 3araJibHONPUUHATUX MOPAIbHO-ETUYHUX
HOpPM 1 TIpaBWJI TOBEIIHKH, BUMOI aKaJeMIYHOI JOOPOUYECHOCTI, TepeadadeHux
[TonoxxeHHSM TMpoO akajaeMiuyHy aoOpouecHIicTs HarioHanpHOTO aepoKOCMIYHOTO
YHIBEPCUTETY «XapKiBChKUI aBlaIliiHUM THCTUTYT»
(https://khai .edu/assets/fil es/pol ozhennya/pol ozhennya-pro-akademichnu-
dobrochesnist.pdf). Ouikyerbesi, mo poboTu 3700yBaviB  ocBiTH OymyTh ix
OpPUTIHAIFHUMH JOCIIDKEHHSIMH ab0 MIpKyBaHHSAMH. BiJCyTHICTP mocuiiaHb Ha
BUKOPHCTaHI Jkepena, (paOpuKyBaHHS JKEpEN, CIHUCYBaHHS, BTPYYaHHS B poOOTY
IHIIMX 3700yBaylB OCBITU CTaHOBJIATH, aj€ HE OOMEXKYIOTbh, MPUKIAIA MOKIUBOI
aKkaJeMIvYHO1 He1oOpoUYecTHOCTI. BUsBIEHHS 03HAK akaJeMIYHOI HeJOOPOUYECHOCTI B
MUCHMOBI poOOTI 3100yBava OCBITH € MIJICTABOIO JIJIs 1i He3apaxyBaHHS BUKJIaauyeM
HE3aJIeKHO BiJ MacmTabiB 1uiariaty yu ooOmany. IlepeBipka Ha aHTHMILIariaTt
3MICHIOETHCA MepeaiadeHIMH YHIBEePCUTETOM 3aco0aMu.

Bupimennss konduikTiB. [lopsgok 1 nporeaypy BperyiitoBaHHST KOH(DIIIKTIB,
MOB’SI3aHUX 13 KOPYMIIHHUMHU isIMU, 3ITKHEHHSIM I1HTEPECiB, PI3HUMHU (PopMaMu
JUCKPUMIHAIII, CEKCYyaJIbHUMH JOMaraHHsSMH, MIKOCOOHCTICHUMHU CTOCYHKAMH Ta
IHIIMMH CUTYAIlisIMHU, 1[0 MOKYTh BHHHKHYTH IIiJ] YaC HaBYaHHS, a TaKOXK MpaBHiIa
CTUYHOI TIOBEIIHKA PETJIaMEHTYIOThcsl KoJekcoM eTWYHOi TIOBEHIHKA B
HamionanbHOMY  a€pOKOCMIYHOMY  YHIBEpCUTETI  «XapKIBCbKUU  aBlalliHUAN
THCTHTYT» (https://khai .edu/ua/university/normativna-baza/ustanovchi-
dokumenti/kodeks-etichnoi-povedinki/).

10. MeroanuHe 3a0e3ne4YeHHA

1. Kypc na mmardopmi https://www.netacad.com/launch?d=0c6edea-
6daf-4740-822a-321bafe76347
2. Kypc Ha miardopmi https://mentor.khai.edu/course/view.php?d=4144
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