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1. Onuc HAaBYAJIBHOI JMCUHUILTIHHA

HaiimeHyBaHHS TOKa3HHKIB

l'asy3b 3HaHB,
CIIELiIbHICTb,
crienianizalis, piBeHb BUIIOT
OCBITH

XapakTeprucTHKa HABYAIbHO1
IUCHAIUIIHA

Henna popma HaBuaHHS

KinbKicTh KpeauTiB — 3

I'amy3b 3HaHB:
10 «IIpupoanuyi HayKu»,

11 «Matemaruka Ta BubipkoBa
CTaTHCTUKAY,
12 «Indpopmaniiini
Moaymis — 1 TEXHOJIOT11», o
_ ' 15 «ABTomaTu3aiis Ta Hapuaabnuit pik
3MICTOBHUX MOJIYIIB — 2 NPHITAI0GY/yBaHHS, 2023/2024
[HUBITyaIbHE HAYKOBO- 1,6 <,<X1Mqu? Ta
JOCTIITHE 3aBIAHHS: HEMA€E 6101H)K6Hep1.’1»’ CemecTp
17 «Enektponika Ta
3 o TEJIEKOMYHIKaIii», —
arajgbHa KiJIbKICTh TOJIUH — . 2-i
nenna — 481/90 19 «ApxneKTypa Ta
OyA1BHUIITBOY
Jexmii?
0 roguHN
Mpakrnuni/Ceminapu?
TwxHEBUX TOIUH IJ1 ASHHOI 48 roauu
dbopMU HaBYAHHS: PlBeHul) BHILOT OCBITH: JaGopatopsid
ayIUTOPHUX — 3 IOpyruii (MaricrepcbKuil)
caMocTiitHoi po6oTH 0 roamn
3100yBava — 2,7 Camocriiina po6ora
42 roauH
Bua koHuTpoJI10
3aiik

CriBBIAHOLIEHHSI KIJIBKOCT1 TOJJUH ayIMTOPHUX 3aHATH /10 CAMOCTIHHOT pOOOTH CTaHOBUTH

48/42.

) AynuropHe HaBaHTaKeHHsS MOxe GYTH 3MeHIIeHe aGo 30iNblleHe HA OJHY TOAMHY B

3aJIeKHOCTI B1J] pO3KJIAy 3aHSATh.




2. Mera Ta 3aBJaHHSA HABYAJILHOI AUCIUILIIHI

Meta: oTpuMaHHS CTyJCHTaMH, HEOOXITHUX KOMIIETEHIIiH A CIiIKYBaHHS 1HO3€MHOI MOBOI 3
TeXHIYHUMHU (axiBISIMH, MOIIYK, CHCTEMAaTH3alIlis Ta MIPE3CHTAallisl 3HaHb 3a (axoM 3 1HO3EMHHUX
iH(pOopMaIIHHUX pecypciB y pi3Hil Gopmi: aymio, Bieo abo IPyKOBAHHX.
3aBaaHHA:

- BHUBYCHHS 1HO3E€MIHO1 TEXHIYHOI TepMIHOJIOTIi 3a paxom;

- OTPUMAaHHS HAaBUYOK KOMYHIKamii 3 1HO3EMHHMHM TEXHIYHUMH (axiBLUAMHU 3
BUKOPHUCTAHHAM 0a30BUX MOBHUX KOMIIETEHLINA: YUTAHHS, IUCbMO, CIIPUIHSTTS Ha CIyX Ta YCHE
CIIKyBaHHS.

KomnerenTHocTi, siki Ha0yBaloThes: [lucuuIuiiHa Mae TOMOMOITA CPOpMyBaTH y 3700yBadiB
TaKi 3arajibHi Ta cHeriajabHi KOMIIETEHTHOCTI:

- 31aTHICTh 10 a0CTPAKTHOTO MUCJICHHSI, aHATI3Y 1 CHHTE3Y.

- 31aTHICTH /10 TOIIYKY, 0OpOOJIeHHS Ta aHaMi3y 1HGOpMAaIii 3 pi3HUX HKeper.

- 31aTHICTh CHUIKYBATUCS 1HO3EMHOIO MOBOIO.

— 31aTHICTh MPEJCTaBIATH PE3yIbTaTH BIACHUX AOCHIDKEHb Ta/abo po3poboK y
BUTJISAJII TIPE3CHTAII, HAYKOBO-TEXHIYHUX 3BITIB, CTAaTCH 1 JOMOBiJIEH HAa HAYKOBO-TEXHIYHHUX
KOH(EpeHIIisX.

OuikyBaHi pe3yjibTaTH HaBYaHHs. B pe3ysnbrari BHUBUEHHS AMCUUILIIHU 3100yBaui MaroTh
JOCATTH TaKi pe3yIbTaTH HaBYaHHS:

— 3nilicHIOBaTH TOMIYK iH(oOpMAaIii B pi3HUX JKepenax Juisi po3B’si3aHHS 3ajay
KOMIT IOTEPHO]T i1HXKeHepil, aHalli3yBaTH Ta OL[IHIOBATH IO iH(POpMAIIiO.

- BinpHO cHinKyBaTUCh YCHO 1 MHUCBMOBO YKPaiHCBKOIO MOBOIO Ta OJIHIEIO 3
1HO3eMHUX MOB (@HTJIIHCHKOIO, HIMEUBKOIO, ITANIHCHKOIO, (PAHIy3bKOI0, iCIIAHCHKOK) TIPHU
oOroBopeHHi mpodeciiHuX MNuTaHb, AOCIKEHb Ta IHHOBAIiM B ramy3i iH(oOpMaliiHUX
TEXHOJIOTIH.

- 3p03yMiJIO i HEIBO3HAYHO JOHOCUTH BJIaCHI 3HAHHS, BACHOBKH Ta apTyMEHTAIII IO 3
NMUTaHb IHQOPMAIIMHAX TEXHOJIOTIH 1 TOTHYHUX MIKTATy3€BHX IMUTaHb 110 (axiBIliB 1 HeaxXiBIliB,
30KpeMa JI0 0ci0, sIKi HABYAIOThCSI.

IIpepexBizuTn: AucrumIiHa € 000B’A3KOBUM KOMIIOHEHTOM OCBITHBOI IPOTrpaMu 1 6a3yeTbes Ha
3HAHHSX, OTPUMAaHUX I1]] YaC BUBUEHHS TUCUUIUTIH y LUK 3arajibHOI 1 Tpo¢eciiiHOT MiArOTOBKH,
nepeadayeHuX HaBYaJIbHUM IUIAHOM CHEliaIbHOCTI.

KopexsiziTu: Hemae.



3. 3micT HaBYAJBLHOI JUCHHUILIIHA

Moayas 1

3micToBHUIT Moayab 1. 3arpo3u KOMII’IOTEPHHX CHCTeM Ta ynpasJ/iHHs iHdopmauniiiHoI0
oe3nexoro (Computer system threats and information security management)

Tema 1. Unix, 6e3xk01ITOBHE MporpaMHe 3a0e3nevyeHHs 3 BIAKPUTHM Ko/oM i Oe3neka Linux
(Unix, Free and Open Source Software, and Linux Security)

Popular operating systems. Unix and GNU/Linux. Unix/Linux Security. Free and open source
software (FOSS). Unix/Linux file system. Basic Unix command shell.

Tema 2. lllkinause nporpamMue 3ade3nedyeHHs1 Ta mkigausui koa (Malware and malicious
code)

Malicious and vulnerable software. Types of malware (Viruses, Worms, Trojans and EXE-
wrappers, Rootkits, Zombies and Botnets, Spyware and Adware, Scareware and rogue antivirus,
Ransomware, Exploit kits). User accounts and access controls. Malware detection.

Tema 3. Ypa3zauBocti nporpamHoro 3ade3neuyenns (Software vulnerabilities)

Definition of Software vulnerability. Local and Remote Vulnerabilities. Exploits and Payloads.
Common types of vulnerabilities/payloads. Bind and Reverse Shell. Privilege Escalation. Window
of Vulnerability. Vulnerability disclosure. Auditing and permission. Vulnerability mitigation
techniques. Metasploit framework (MSF).

Tema 4. Ynpapiinusa ypa3auBocTsiMu Ta iHdopmauiiinoio O0e3nexoro (Vulnerability and
Information Security Management)

Common Vulnerability Scoring System (CVSS). Vulnerability monitoring and analysis.
Vulnerability scanning: credential and non-credential scan; scan perspectives. Vulnerability
scanners: Nessus, OpenVAS, Nexpose. Web security. Types of Web vulnerabilities.

3micToBHuit moayabr 2. JKurTeBHil UHMKJ Ki0epatak Ta 3aco0um 3amnoOiraHHsi
(Lifecycle of cyberattacks and means of prevention)

Tema S. KurreBmii nukia kibdeparak. 30ip indopmanii ta ckanyBanHs (Cyberattacks
Lifecycle. Information gathering and Scanning)

Lifecycle of cyberattacks: Information gathering, Exploitation, Post-Exploitation. Passive
Information Gathering: Footrpinting. Whois and DNS services. Active Information Gathering:
Network Scan, Port Scan, Enumeration for SW detection, Fingerprinting for OS detection.

Tema 6. Bin ckanyBanHsl 10 BUKopucTanHs BpasauBocteii (From scanning to vulnerability
exploitation)

Tema 7. IlocT-excniayaTauiitnuii eran (Post-exploitation)
Exploitation Methods. Vulnerability and Exploit Databases: Common Vulnerabilities and
Exposures (CVE), National Vulnerability Database (NVD), ExploitDB. Exploit frameworks.
Metasploit Framework and Armitage. Vulnerability scanners.

Tema 8. Ayaur Oe3mexku: CTaHIApTH, BiANMOBiaHicTL 1 MeromoJiorii (Security Audits:
Standards, Compliance, and Methodologies)

Security Audit and Penetration Testing. Types of security audits. Security Audit Output. Security
Audit Methodologies: Open Source Security Testing Methodology Manual (OSSTMM),
Information Systems Security Assessment Framework (ISSAF), NIST Technical Guide to
Information Security Testing and Assessment, Penetration Testing Execution Standard (PTES),
OWASP Testing Guide, Penetration Testing Framework. Security Standards and Compliance:
PCI Data Security Standards (PCI DSS), ISO/IEC 27001



4. CTpyKTYpa HABYAJIbHOI JUCUMILIIHA

KinpkicTs rogun
HazBa 3MicTOBHOTO MOJTYJIS 1 TEM VY CLOTO Y ToMy umci
hi§ i} 71a0. C. p.
1 2 3 4 5 6
Moayasb 1

3MicToBHUI Moay.1b 1. 3arpo3u KOMII’IOTEPHUX CHCTEM Ta ynpaBJiHHA iHdopMauniiiHo0
oe3nexoro (Computer system threats and information security management)

Tema 1. Unix, 0e3koIITOBHE HpOrpaMHe 11 6
3a0e3ne4YeHHs] 3 BIOIKPUTUM KOJOM 1
Oesmexa Linux (Unix, Free and Open
Source Software, and Linux Security).

6

Tema 2. IlxignuBe  mporpamue 11 6
3a0e3leyeHHs Ta  IIKUUIMBAN  KOXI
(Malware and malicious code).

Tema 3. VYpasnuBocTi MNPOrpaMHOTO 11 6
3abe3nedenns (Software vulnerabilities).

Tema 4. YopaBiiHHA ypa3IUBOCTSIMH Ta 12 6
iH(pOopMaIiiftHOIO 0e31neKoro
(Vulnerability and Information Security
Management).

Pazom 3a 3micToBHEM MonysieM | 45 24

21

3micToBHUIT MOAYJIb 2. ZKUTTEBUIT HMKJI KidepaTak Ta 3aco0u 3an00iraHHs

(Lifecycle of cyberattacks and means of prevention)

Tema 5. XKutreBuit nuukn kibepatax. 30ip 11 6 6
inpopmartii Ta ckanyBanns (Cyberattacks
Lifecycle. Information gathering and
Scanning).
Tema 6. Bin CKaHYBaHHS 1o 11 6 5
BUKOPUCTaHHs  BpasnuBocteit  (From
scanning to vulnerability exploitation).
Tema 7. Tloct-ekcruryaTalliiHuil —eTarn 11 6 5
(Post-exploitation).
Tema 8. Ayaur Oe3nmeku: CTaHIApPTH, 12 6 5
BIAMOBIAHICTE 1 MeTomomorii (Security
Audits: Standards, Compliance, and
Methodologies).
Pa3om 3a 3micToBHUM Moaysem 2 45 24 21
¥Ycboro ronuH 90 48 42
5. Temu ceMiHAPCHKHUX 3aHATH
No Kinbkictsb
Hasga temu
3/m TOJIUH
1 | Unix, Oe3KOIITOBHE MporpaMHe 3a0e3MeUYeHHs 3 BIIKPHUTUM KOJIOM 1 6
6esmeka Linux (Unix, Free and Open Source Software, and Linux
Security).
2 | lIximmuBe mporpaMHe 3ade3nedeHHs Ta mkipmusuid kox (Malware and 6
malicious code).
3 | YpasnauBocrti mporpamuoro 3abe3neucHus (Software vulnerabilities). 6




4 | Yopasniaasa  iHopMmamiiiHOo — Oesmekoro  (Information  Security 6
Management).
5 | KurreBuit mmkn kibeparak. 30ip iHdopmamii Ta CKaHyBaHHS 6
(Cyberattacks Lifecycle. Information gathering and Scanning).
6 | Bin cxanyBaHHs 10 BHKOpHUCTaHHS BpaziuBocreit (From scanning to 6
vulnerability exploitation).
7 | IMocr-ekcrnyaramiiiauii eran (Post-exploitation). 6
8 AymuT Oe3leku: CTaHAapTH, BiAMOBiAHICTH 1 Meromosnorii (Security 6
Audits: Standards, Compliance, and Methodologies).
Pa3zom 48
6. TeMu MPaKTHYHHUX 3aHATH
No KinpkicTb
Has3ga temu
3/m TOJIUH
1 He nepeobaueno
Pazom
7. Temu J1a00paTOPHUX 3aHATH
No KinbkicTh
Hasga temu
3/ TOIUH
1 He nepeobaueno
Pazom
8. Camocriiina podorta
Kinpkicth
Ne 3/m Hazpa temu
TOJIUH
1 BinnpairoBanHs MaTepiaiiB JEKIIHHUX 3aHSTh 3a TEMOIO | 6
2 BinnpaitoBanHs MaTepiaiiB JIEKIIHHUX 3aHATh 32 TEMOIO 2 5)
3 BinmnpaitoBanHs MaTepiaiiB JIEKIIHHUX 3aHAThH 32 TEMOIO 3 5)
4 BinmnpaitoBanHs MaTepiajiB JIEKIIHHUX 3aHATh 32 TEMOIO 4 5)
) BinmnpaitoBanHs MaTepiaiiB JEKIIHHUX 3aHATDH 32 TEMOIO 5 6
6 BinnpaitoBanHs MaTepiaiiB JIEKIIHHUX 3aHATh 32 TEMOIO 6 5)
7 BinmpairoBanHsi MaTepiaiiB JICKIIIHUX 3aHATH 32 TEMOIO 7 5
8 BinmpairoBanHst MaTepiaiiB JICKIIHHUX 3aHATH 32 TEMOIO § 5
Pazom 42
9. InguBinya/jbHi 3aB1aHHA
No KinpkicTb
Hasga temu
3/m TOJIUH
1 He nepeobaueno
Pazom

10. MeToau HaBYAHHSA

[IpoBeneHHst cemiHapiB, KOHCYNbTallld, a TaKOXX caMOCTiiiHa poOoTa 3700yBayiB 3
BUKOPHCTAHHSM B1JIOBIIHUX MaTepiatiB. 3a KOXKHOIT TEMOIO Iepe10aueHo MPOBEICHHS CEMiHapiB
nBoX THUMIB: 1) BepOaigbHa Ta Bi3yalbHa MpE3EHTAIllsl MaTepialiB BHUKJIAJa4eM 1HO3EMHOIO
(aHTTiHICPKOI0) MOBOIO 332 TEMOIO CeMiHapa Ta ii mojaiblie rpyrnoBe 0OrOBOpeHHS; 2) MOIIYK Ta



cHUCTeMaTHu3allis 3HaHb 3 1HO3eMHHX 1H(GOPMAIIHHUX pecypciB y pi3HiN GopMi: aymio, Bigeo abo
JIPYKOBAaHUX Ta HAITMCAHHS €Ce aHTJIiHChKOI0 MOBOIO 32 TEMOIO CEMiHapa.

11. MeToau KOHTPO.II0

[TpoBeneHHST TOTOYHOTO KOHTPOJIIO, OIIHKAa MUCBMOBUX POOIT, MiCYMKOBHI KOHTPOIb Y
BUTJISIII CEMECTPOBOTO 3aIIiKY, KM IPOBOIUTHCA y Pa3i BIIMOBH CTYJCHTA Bij 0alliB TOTOYHOTO
TECTYBaHHsI ¥ 3a HAsSBHOCTI JIOIYCKY JIO 3aJliKy. B SKOCTi 3aBiaHHS CTYACHT Ma€ IMiArOTOBUTH
MPE3CHTAII0 32 OJHIEI0 3 TEM CEMIHAPCHKHUX 3alHATh Ta 3pPOOUTH JOMOBIAL 1HO3EMHOI
(anrmificekoro) MoBoro. Ilim yac ckiagaHHS CEMECTPOBOTO 3alliKy 37400yBad Mae MOKIUBICTh
orpumaru Mmakcumym 100 Gautis.

12. Kpwurepii oniHioBaHHA Ta po3noaij 0aJiB, siki OTpUMYIOTH 3100yBayi

CkI1a1oBi HaB4AIBHOT banu 3a ogHe 3ausaTTs | KinbkicTh 3aHATH Cymapna
poboTu (3aBiaHHs) (3aBl1aHp) KUIBKICTh OaiB
3micToBHUIT MOaYJIb 1
Pob6ora Ha cemiHapax 0...5 4 0...20
Hanucanns nuceMoBUX 0..8 4 0..30
po0it (ece) aHTIIIHCHKOIO
MOBOO
3MicTOBHUIT MOAYJIb 2
Pob6ora Ha cemiHapax 0...5 4 0...20
Hanucanns nuceMoBUX 0..8 4 0..30
poOit (ece) aHTIIHCHKOIO
MOBOO
Ycboro 3a cemecTp 0...100

Kpurepii ouinioBanHs po60oTH 3100yBaya NpoOTSIroM ceMecTpy

3anoBisibHO (60-74). TlokazaTh HEOOXimHMI MiHIMyM 3HaHb Ta yMiHb. BUKOHATH He
merme 60% Bif yciX MUCBMOBUX POOIT.

Jlo6pe (75-89). TBepmo 3HATH OCHOBHI KOHICII PO3MOAIICHHX CHUCTEM Ta XMapHHUX
00YHCIIeHb Ta YMITH X 00rOBOPIOBAaTH 1HO3EMHOIO (aHIIIMCHKOI0) MOBOIO. BiKOHaTH HE MeHIe
80% Bix ycix MUCBMOBHX POOIT.

Bigminno (90-100). 31ati Bci KOHTPOJIBHI TOYKH 3 OIIHKOIO «BiAMIHHOY». JIOCKOHATIBHO
3HATH BC1 TeMH Ta YMITH iX 0OrOBOPIOBATH 1HO3EMHOIO (aHTJIIHCHKOI0) MOBOIO.

IIkana oniHOBaHHA: 0ajbHA i TpaguUiiiHa

Cyma Gazis O11iHKa 32 TPaJAMIIIITHOO IIKAIO0
Icnut, nudepenniioBaHmii 3a1iK 3anik
90 — 100 BinmiazO
75-89 Hobpe 3apaxoBaHO
60 —-74 3aI0BUIEHO
0-59 He3anoBiiapHO He 3apaxoBaHno




13. MeToanuHe 3a0€e31e4YeHHSA

HaByanbHO-METOAMYHNN KOMIUIEKC AUCIUILTIHU PO3MIIICHUH y CUCTEMI TUCTAHIIIITHOTO
naBuanus «Google Classroomy.

1. CropiHKa JUCHUIUTIHM Yy CHCTEMI JUCTaHIIWHOrO HaB4daHHs «Mentory
[En. pecypc]. URL: https://mentor.khai.edu/course/view.php?id=2148

14. PexomenaoBana Jiiteparypa
ba3zoBa

1. Harper, A., Harris, S., Ness, J., et al. Gray hat hacking : the ethical hacker's
handbook, 61 ed. — McGraw-Hill, 2022. — 704 p. URL: https://pages.cs.wisc.edu/~ace/media/gray-
hat-hacking.pdf

2. Hoffman, H. Ethical Hacking with Kali Linux. —— Independently published, 2020.
—153 p. URL.: https://edu.anarcho-copy.org/Against Security - Self Security/Ethical Hacking With
Kali Linux Learn Fast How To Hack.pdf

3. OccupyTheWeb. Linux Basics for Hackers. — No Starch Press, 2018. — 248p.

JlomomixkHa

1. Minning, E. Kali Linux Hacking, 2" ed. — Independently published, 2019. — 175 p.

15. Inopmaniiini pecypcu

1. 5 Best Free Cyber Security Courses for Beginners to Learn in 2023 [Exn. pecypc].
URL: https://medium.com/javarevisited/5-best-free-cyber-security-courses-for-beginners-
a4abec9d5e6¢

2. Free Online Cyber Security Courses with Certificates [En. pecypc]. URL:
https://www.oxfordhomestudy.com/courses/cyber-security-courses/free-cyber-security-courses
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